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windows

] eEbgqd Nessus poRgos sqdoa¥YdolFoe ar¢égq eFdEpnqgqsdg, ®eo90(d

caFosaodng Microsoft Windows | §ddb¥@qochagqdevwteo dosgb cF

dggqdoasdE, ©os09dgq pojoos ¢ggosc edo3qgqdgbg, E sFeRgq pnojoas ¢

dEf dqeqb¥Yy eEyaod, evEosFKFaojo23 ¥ oéddqesosd. yqeoabgy eqdq

Jeavy3zFEqe YdegsosEbYq daqder) Ye bEdsdoqe:

Qa¥Yosqacecbodoasc ¢aoxbrgeo IreFec vdBqy ;

cedFEbqbYq RodbFaFE ¢qrfrocEdbodo¥;
JofrpoRbodosce aoeHFaebhojo JeoE 3 d¥Ydsqpno;
3gqgdgqbyYqgq RoedbFaF ecFdoaqy.
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<item>
name: "Minimum password length"
value: 7

</item>

Booabwdqoabgy Ea(d¥Ys Y)jqos bEFE dgdlgqdg Windows cEdEobngosd ¢M
(oYbYpEaecbFy qayYbE eFdoay) Y jqbgqd¥deqes dYjbEFEa osdqgqdoj¥Y
cEdFEpngodFE pngbeeq dgo¥ d¥ondoaod.

J eEbgqd Nessus poRgoe 9FeRq edo¥Y+fr3o(d¥osec co0Ydgen bf) eopnesG¥o
Wi ndows eobaY(Jqb3aYFaecbge (QqEbbge. yYRq ed¥3dqdqb ed¥ongd .
bopngdod edgqQ¥Ysabge eEdos Visa 3 oEyaFe dFEfra¥Yabge a0dpbEoso.

<item>
type: FILE_CONTENT_CHECK
description: "Determine if a file contains a valid VISA Credit Card
Number"”
file_exte  nsion: "xIs" | "pdf" | "txt"
regex:"(["0  -9-]I"(4[0 -9K3}(| -DIO -9K4h(l  -DAO -9K4h(l -0 -
IHAM([0 - 9-1I%)"
expect: "VISA" | "credit" | "Visa" | "CCN"
max_size: "50K"
only_show: "4"
<[item>

BoE do3qdeF Y} qs
dooslgqoadaslary) Yq o6
bEFa¥Ys3>YY o0Qbojo ¥Yavy

clé& oy RegyhFrgo Exgre | o EPRa@ED
b o¢dE+fr3Epn adEjopgqbosg sqedsE
Ye qgqydoasd¥sqaecbge bonqdod e

Unix

] eEbgqd Nessus bpDoRDbO @Y¥doeveo YdeoaecfodIKEsc dqay 959ds¥YdqoIED’
ddqdRYpnojo aFEyad23, 3Igeoabyr)y¥Yedy edos3qddod ¥ vobsosdoay
dErayYabge dYdsqoFe bE odbodg Unix. E DbEdsoyjqq 3dgoy e
odoa}jqdoalagbyYy EFoa(qYsFE o9FeYe edo¥Yfrdodbge 9299 Unix-d¥dsqnp,
UX, SUSE, Gentoo Y Fr eeBSD.

<item>
name: "min_password_length"
description: "Minimum password length"
value: "14..MAX"

<[item>

Bosos EKFa(d¥Ys e6do3qdyqos, odosFbod3aqbE a¥Y 3 dYdosgogqg Uni x bpY
d¥ndoaod.

Cisco

J] eEbqgqd Nessus poRqos Ydes gmxadwosd Bgew | dwd 2qp, dJEEgI9EY¥) Ye
9 dFIaqb¥Yqn || Cisco 10S, ¥ e2(093qdR(JFEsec Ye doosdqodod
gqf oeEdboday¥Y. ndoldqgqde¥Y poRbDO Jg e 300bgyos 6o, 3 qvadbeadyu Gf f BocyY decE egaq
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Qoeoab¥sqacbhge edEI YaY oa3qgqoboavy fFeYdc ade bogégq decdgBzIvEl Ev ) Y I
cEdoagon enabl e.

<item>
type: CONFIG_CHECK
description: "Require AAA service"
info: "Verify centralized authentication, authorization and accounting”

info: "(AAA)service (new - model) is enabled."
item: "aaa new - model"
</item>

1 oOLT H Odzdz" =~
] eEbgd Nessus poRqs ¢€gsc bEdsdogb Qay 3eodE 3 €Erg (QED
2edqqaqbyYy dooos3dqgqoeadoasd3¥Yy 9dqgo23IFEbYyn Ye aoeFaecbge e62a¥

SQL Server
Oracle

MySQL
PostgreSQL
DB2
Informix/DRDA

AaQYsg ¢Efr QEbbge og¢gabo dodoolspi¥gedu(FecobgdEFodo AEDDH.
d3yr Ebbgq d gqroecBEdbodoeacecy d3gqdqbyYy, bEFEed¥onqd o doajqdsd:
bgédgrocBEdbge edEbYpnpge edo3qdad. nd¥3qdgop ed¥oqd, o2edqQq
609qb3YFaecho ocFEdbEYy ¢€dBp¥mdéhell ¢ do3 qgdadkFk

<custom_item>
type: SQL_PO LICY
description: "xp_cmdshell option"
info: "The xp_cmdshell extended stored procedures allows execution of
host executables outside the controls of database access
permissions and may be exploited by malicious users."

info: "Checking that the xp_cmdsh ell stored procedure is set to '0™
sql_request: "select value_in_use from sys.configurations where name =
'xp_cmdshell™

sql_types: POLICY_INTEGER
sql_expect: "0"
</custom_item>

EofrpoRbodoac bEecYdEose oFEyag EFoa(dYosE (day eERoy o2dj EbYfr E3’
eobaY(dqb3aYFEaecbge (qEbbge 293gbc eo2aqfrbFE. E yson (doeanqgbo
coaGfo3IFoqacde¥Yq e2a¥Y¥s¥YeY coYdeFE (QEbbge dEfayYaxbge 9Ygo.

OT4yeTb 06 aypgurte

ndY 3geoabgqb¥Y HadlYN&#s sfe¥# cgosFqoady o26dq
95dqégoIEbYyn, bq dooslqosdsasloaqs s5dqg¢oIEDbY
bgoeobs3Esqacbgny.
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yn Ya¥ 390 dqf o
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gFr 0300 ecFeqoFE, odosEbodaqbbojo 3 d¥Ydsgpong Unix (BE odb:
Ya¥Y Yf e©6dqodosojo 9qedsosdojo oEFyocEFdgoddyYdeon bEr IED

CkaHepb Nessus agnga Unix wmnnm Wi ndows
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Oogcoab¥sqaecbgq d3qQqbYy o bEdsdoyeq deEbgqdE Nessus Yay
JgeoadbbYqy e©dodqde¥Y oayf 3I¥onodoqgqy d aoeFacbhgn¥Y dgqeldYr YoaEDY
¢ndoltgqgdeY Nessus d Ydeoaecro23IEBbYqn o93qobge (qEbbge (dqay U
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do3qoEbYY d vavy3EpnY¥Y SSH. E ys90p 66d¥Y¥nqdqgd awdifoasbEZy ¢ FeYdac
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ZOSTENABLE Network Security®

@® Add Policy

I

Credential Type EERIEEL TG

S5H user name :  [ENLI

General .
S5H password (unsafel) :
Credentials 55H public key to use :  BREEERI Browse... Clear

Plugins 8SH private key to use : Browse... Clear
Preferences Passphrase for SSH key :
Elevate privileges with :

su login :

Escal ation password :

S5H known_hosts file :

Preferred SSH port :

Ma

ra
|

@[ AEELT M OpenSSH_5.0

lteddzj o dmyf sdz! L 59 «sdeebwdoss s 30 dzH

E 3qdd¥YY Nessuslehrxz.qd dhopadgy pgqsoss2(d 23gegb¥Yy e6dE3I day o
9f0a023 0 @296dqFE3Iagqb¥qon | Unix, bE wevoosudbgssutsud®¥ boIaqbBE
Bsos pgq9oo(Q e2f3oayqo sedqdodoaFElaysc dqed¥r Yog oa3qoboy ¢
dFEfr dgqeqb¥Yy Ydoc sudosf o0QJads ey 90 9 bEQo JIodeoaeu d¥scdy vopED
f Ebngbg e62a0a6fo23FEsqay bE Yoqrjyqjo 9Feoq edEIo ¥ fEoasgp 30
sudo .

BoF evoba¥YjoadE3Yy o0¢€qdeq3YIFqo ¢€oaceay gqroecEdbodoac a3q
deEbYdodEbYyYy Y 29(0o03aqododug¥eosdqé¢¥EdbEDEgdynhb

toogg Jeavy3a¥Yoscec Yoo ao9bes¥Yr, edodosos I g«Elgudte prvilagesu +sudo e
with» (6 03gd¥Yoac a2dolqbec e6dqY¥Y3IYaqj Yy d«Cmedentiajsbigh» bE JeaE(deq
(@3qg9sbgq QFDbbgpSHISEttige»>a(lb Edoasdoyey¥Y SSH), eFe @oed&Es Ebo bEF
dbY¥Ypnpeq yedEbE:
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@ Add Policy

Credential Type EEISIESHLG

I

S5H user name :  EElE)]

General :
S5H password (unsafel) :
Credentials SSH public key to use :
Plugins SSH private key to use :
Preferences Passphrase for SSH key :
Elevate privileges with :  JEVEZ1ls]

sulogin: RNl

Escal ation password :

S5H known_hosts file :

Preferred SSH port :

i)
)

(IR OpenSSH 5.0

E so2aye ¢SSH usere nmarerd fsrpoqyy SSH) ¥ ¢SSH passworde (6F
33qQqy¥Yosq dged¥Yr¥Yoag, bqgq o¢daFqEY) Yq cdE3wm. ecbhbacro23IFoscdy e
c6dY¥3qQqgbbon 3geqgq ed¥pnpgdq Ydeoaecfoagoady o93qobFy fFEFe¥Yde r
pgb¥y lceBate privileges withe (e23gd¥se o2dodqbe e6dY3IYaqij
¢csu+sudoe. EJ3qQ¥Ysqgq 3 eo2ay c¢csu ICagy neeo n(REwe)g ¥oacf 03I FEosqay
¢cEscal ation passworde (eFdoae day e23gegb¥Yy adodby ed¥Y.
cFEdoac, evogdod@g&d¥IVYaqi YyoY¥Y. E (Ebbopn daoazEmy@#&m»o c¢csumi e
Ybge Yfrongbgb¥Yy 3 ecoaYoYea deEbYdolEbYy 3bod¥osce bg 9dq¢

1 Oydzr j fteddsj yodedw B dMfsdz L so Odedd SCtsd3OdzH™ sudo
nd¥W¥Mgeoabgb¥YY EFa(dYoF dYdosgop 69 @aedqFIaqb¥Yqwmu,dudgo Uni x d e
Ya¥Yutsudo s ob¥Yoxy daqdavyy) Ye popnqgboFke:

0dayY g€qrocFdbodsasc gdy¥udts g gBmibxz cosqgno 2f dEbY3>qb¥Yy eqqd
eoDEDBC, ©292dgqgq po2joa9 Jgeoabyoscddy, dYeV¥nafFpaor onHEbdgosc
eo9090dgn dEfrdqeqgqb oaqFaqbbgopn eocoacfo23IFosqayn, yYysd2 DoORQqQ9o ¢
JobYebodqby¥YY e0Qofrdgb¥Yy, 392 EKEa(d¥s 020j dEDbY3>YIKEqoasdy bpqd
ddFE3IbYoasq FadQq¥Ysoasg, J3geoabqbbgq Hogotd d>fa@GVyEs Eec Yd cEa QYo
JgeoabqgqbbgoyY d Ydeoacecfr oIEDBbYqgqpn o83qgs9sboy +FEFe¥YdY root.
OonEb®io bq ydaygoeady Idsdoqbboy (asyd qdévadoesq prgl j Sdoal raer¥ sY Y
adoFbhodeyY, qda¥Y 3q9qaqlFy dYdogoF dEE€o9Fqgqos 62 aecsdFlaqt
3992 ({392Y3bgspdoaddydm a ¢ q b /use/fingsude ».

ndY deEbYdo3EbYY d Yde o oknown BoBtd YdogeoF beqidyso PNessus 3dq dE3
baRbo ovErglEoc yled#bdrgd.oqwlBedy¥Yngd, I doaszFgq deFEbYdoIED
fr Ff daRqbbopkneiyhasiy do 3dqj o 20 99CgqachgonyY eeo0dosEn¥Y 3 ed
eafddE C, deFbgd Nessus 3geoab¥Yos deEbYdolIEbBbYq 902aGed
aEyaq.
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yqeos0odgqgq eobaYjoaddhsdvgy b dUgiexxs Igeoabgb¥Yy fEeodeEqnpog
6O0DO) GY¥ evOoRFBOR@OoLDEDLQ Yr duEZbdeoEDBYJdqOoOIEDBYQqQ oayr 3IY¥Ypnodoqy
60D2)J GY¥Y Nessus, J3geosabygqpnoq 3 dgqR¥pnpg ¢csu+sudoe, bq oc
E daoa3FEq Ydeoaecfr 23EBbYYy dqRYDE c¢csu+sudoe badsgmdqYno do
Ydears3qb¥q. tosoédg JIgydbV¥Yoymo bJpoyg ceand®yendoq oty 3 qddyYyY Un
33qQqyY¥esq dag(avy) oy vopnpEb(de eHFe e206fr23Fosqac root bDbE d?
deEZbYdol3Esc:

# grep requiretty “locate sudoers’ | grep -v"#" | grep letc

0 d ad&s d 2 reddiretty Jeavy3>qgqbE 3 oFEyasubioBrd 9 d aqe 3 /e&/Bugdaers
bgodeo(dY¥no (og¢KEIYosce Ydeaxs3qb¥Yq Yf yo9502j9 edEIYaE daqg(s

Defaults requiretty
Defaults:{userid} !requiretty

L ¢dEosaYosq IbYDEDbY(QqQ,0 y929 {fosepcbdproIEosqay, ©2902doq ¢€o(c¢
YdeookFEacdy day J3Igeoabqgdsitigor (e dusu | ogineée (Y¥Yopy 69206
Qay eopkEdug)g bE JIeel®«fenials»( a3qoabgq (qEDbbgwpbSH]I Efr Qga E
settings» ( bEdasdoyey¥Y SSH) ecoa¥YaYeY). dFeRsudoerg qqY¥asgqde, 3909
Jeavy3zqbBE daqdery Fy dsdoek:

{userid} ALL=(ALL)  ALL

no3sod¥ondy, JvyuserwWdlyy eoaecf o23IEsqay, e29090doq ¢€adqgsos Ydeca3
Jgeoabqgqb¥Yy e«swddbHmyoaq ¢su | oginé (Yoy eo2aeawI)Eosaqay Qa
bE 3eaEQeq Credentials (@3qg9sbgq dQEbbgq) dE¥F qgaFE SSH s
600YsYeY) .

lteddzdjte Hdzw [ Cisco | OS:

ZCS. noqdqdRY3IEqoady s2aceds edodqdel eoqa¥Ybbodsy

adoadoydasdF 600 ©2c6dFEIaqgqb¥Yqgn | OS, e©os9s09dgq o5dc
coqayYbbhodoasyY Telnet, bgq 2f32ayrs 3gedoab¥osc
cdodqdoe dooys MNgessdsaudsY qay Ci sco.

tqeld¥Yr¥asg Cisco | OS bEdsdEYJIEr¥odpSHsEttingss d([FHFE ad e Y Yo
SSH) e206f23Fosqacdedsj o9 YbosqdeqydE Nessus. E3qd¥sq Yoy
bgog¢eod¥ngq Qqay IeodF 3 d¥Ydsqgpoes pEdedoeos¥YrEdHEAE Cisco.
oaRbg €gosce dEdeyYdgbg, d eopbpo2jJG¥y Enable (ddbseodgey¥Ysec), I
enable (eopEDbQE enable d¥Y¥dsqng Cisco) ElehtEprivildggst ¥} qondy deg
with (eo3gd¥scec adodgqbe 6dqY3IYaqj Yy d eopo2)jcy) Y 33qQdyYoasq el
(dEf dgB Y9 6 cEsaalgtion password (eEFdoae dQqay e23gegb¥Yy a8dod3by edY
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@ Edit PD"C}' ECLEEINMTEI SSH settings

I

SSHuser name :  ELIully
General
S5H password (unsafe!) :

Credentials S5H public key fo use :
Plugins SSH private key to use :
Preferences Passphrase for SSH key :
Elevate privileges with Cisco 'enablg’

su login :

Escalation password :

S5H known_hosts file :

Preferred SSH port

P

(%]
L |

(I AT S OpenSSH 5.0

NMPEOGEPA3OBAHME ®AMIIOB .INF CUCTEMbI WINDOWS B

®AUTNbI .AUDIT C NOMOLBIO CNY>XKEBHOM NMPOrPAMMBI 12A

ndY bFEo®EYW0o3 ecoa¥Yos¥Ye | )] Windows (2é€g3bo.inbh¥Y Y¥pnqrs dEd
DORbBO cdgodgfBEc I .aditygg390¢g YdeoacfoIFEsc 3 EFo(Q¥YosFe Nes
600 ©29c6dFE3aqb¥Yqgn L) Windows

MONYYEHMUE U YCTAHOBKA NMPOrPAMMBI
JaaRqémawi dERm @I Rb®odaa83Yose I -BX¥OWIE i Pqgdgfr e692dosFa e6920Qq«
Tenabl e Support Portal, dFdhspsa/suRmmb.feople.cony/subad qd s

center/.BoE 6doj dEobpE bq Ynpgqos j dFEe¥Y3z>qgqdeds2jo YbsqgqdegydE coa:
Yr eopEbQboy dsdoeyY.

t EdecFeapydgdRYnoq Yo9290j9 oEyaE 3 e#redFEaoY rbodod ogodqigds Y-
oFyag |] Wi.mdadwsg sRgs eEsFEaoij .

MNMPEOBPA30BAHUE ®AUJIOB .INF B ®AUINbI .AUDIT
OFcoados¥Ysq ddgqddsdo cdqogé¢dEfroIEDBYYy Y+ evooED(Qboy dsdoey,

# i2a - x.x.x.exe yourfile.inf file.audit

E yosonp ¢ devioyqed wfile.inf yltayqsoasdy Ydeodbigb , oEy @¥oe a
file.audit d eoaa3x>gbbgn 3 dqroacoFogq edqugddFr o3I EDBbYYy aEyaonD
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ZO>STENABLE Network Security®

AHANUN3 NPEOEPA30BAHMUA

OopnecEbTeynabl e cocgoFaFdcc@Qogidedy bOGdgqogdEroIEDYYy Ybao
e0909dFy poRqo ¢goc OoOdWWdEDEOSOBEYWOQORgs €go96 Ydeoaecfr oIE
EFoaQYosF 3 afityagq)] bFeo doddgopqbbgy 8dodqbe 9qebhboaoj ¥YY Ne
6ofr3oayqgqgs YdegosglEosec bgeosodggq yagqongbsg se2aY¥YsYeVY.

AFEya dqj Ydo9adE3YY e6do3qddFE edqog¢gdEro3EDBYYy dor QEgqeady (dauy
i2a. E HqAgqgdRYsdy eodosdos3bgy EFoa(Q¥Ys 3dqjo edo3qddFE edqo ¢
90 dodoeR.inbErqmFEnoRgqos €g96 e6dgqogddFEroIEDE, 99 o0bE €adqgqo ¢
oFEyaq dqj YdsdE3YY.

MPABUJIbHbLIA ®OPMAT HACTPOEK B ®AMIIE .INF

ndodqdeoag doosdqoeadoasd¥Yqgq edYIgdobbg¥yY I3c bEyqpdo a,qgjeo90dgq b
9QFaode oO¢dEEoosEosc, 0o0eYdEDbbgn bYRg (Joeoados¥pngon a0dobFEosEbp.

nEZdEnbqSystgmAccess (Qodooae © dotenmg ) (dYdosgqnbgy RadbEa),
SecurityLog ( RadbEa ¢€qr o c Epflicadiahaoy) , ( RedbFaoa ecdYoaoRwerfiYy) Y
Audit (Fo Qe gdYy) Yopqrys o(QqYbFeoldgy a2o0dpEs. OFERQEYy fEsYdo
cEdFEpogkey) ,( codaq ©o29092doj o daval@a)gys f bE3qb¥Yq (

] YboFedYd:

Key = value

E edY¥Y3qQqqbboon 3geq dao¥eyPagyyeBdEOqdddyqogy yaqpopgqbs, E b
(value )0 yso9 edqQeoa bjBoobovyqg fqEbboj o cEdEngsdE 3 aqEaqbboy

ndy¥oqd:

MinimumPasswordLength = 8

Ao dpo Es b E doaviegedRights (edY¥Y3Yoaqj YdJoIFEDbbggq edEIE) EDBEFaosj Yaqb
3Jgeq, bo 3 (qEbbopo daoaoszFEq frbE3qb¥Ygq pbDOoORgs €gos6 eadosgn.

] YboFedyYd

PriviledgeRight = Userl , User2éUser N
ndy¥oaqd:

SeNetworkLogonRight = *S -1-5-32-545*S -1-5-32-544
Oa¥y:

SeTcbPrivilege =
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nEdEbodegtryKey (dFEfr qqa dqqdsdFE) dodso¥Ys Yr daqgqQer) Ye 3009

Registry Key (dEfg@daa dEadadElaqaqdoadE, edoed2dgychqogeoq’
Inheritance Value (fbE3qb¥dqqOAdyqas 3IEPEIdNqdO3IEDg Ya¥

9bFdagQodEbg dEfdgeqb¥Yy Qqay yo9j9 dFEf qgqaF dgqgqdodBE. oOf
QYEFeFrobq 299 0 Qo 4.

DACLi de¥Ydoe DACL ydayqsdy deYdeon ACL, ®©vo2s2dgy ®©obsosdo«

sgdgemw B edgdqaygse edFEIE qodoosascF ©eER(CO}j o ®vobedqgqosbhoj o 6
jdessg © ys9ps o2¢dqgqesa.

SACLi deYdoe SACL ydaygqgsdy de¥Ydeoon ACL, w®©o2s902dgy o9e6dEIad
doog) gb¥Yy EKFo(dYsF 3 dao3zFEgq 696092 2083Y96 (Jodoasse e i+

] YboFedYd:

"R egistry Key",Inheritance value,
"D:dacl_flags(string_acel)...(string_acen)S:sacl_flags(string_acel)...
(string_acen)”

noay DACL Y SACL pojeos ¢gsec eadsgpn¥Y, Y 3 ysopn daaszxKFq (d
cdoYj bodYdoJEDE.

nd¥oqd:

"MACHINBE SYSTEM CurrentControlSet \ Control \ Class",0,"D:PAR(A;CI;KA;;;BA)(A;C
IIO;KA;;;CO)S:PAR(AU;OICIFA;CC;;;WD)"

AKodoEos ecFdFileS8esuwif (E€qgrocKEdbodsc oEyad3) EbBbEaoj Yagb a2dbo
Jgeq eFdEpnpgsdo3 Registry Key (dFEf qqa dqqgqdsdBE) .
] YboEFedYd:

"File Object",Inheritance value,

"D:dacl_flags(string_acel)...(string_acen)S:sacl_flags(string_acel)
... (string_acen)”

ndy¥oqd:

"0%SystemR00t% \ system32 \ ciadv.msc",2,"D:PAR(A;OICI;FA;:;;BA)(A;OICI;FA;;SY)S
:PAR(AU;OICIFA;CC;;:WD)"

n Z d Z o dSerdce General (20€1Yqg e EdEngqeadg dasaR¢g) dodso¥s Yf daqQse
3Edoqy:

Service Name (YodoadRpREggFaqYs voosodoy bqgqoédeod¥nos edoJ

Service start type (9YManrEaxlo dleF¥d dxmmbbRE)y,) Automatic (EIs
YaY Disabled (o95eav3nR®#Y . ddHDE3HNDbTYE®MErobgq 205 2 (do 4.
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DACLi de¥Ydoe DACL ydayqsdy deYdeon ACL, evo2s2dgy ®©obsdo«
ddqesE Y o90e6dqdqayqs e6dFEIFE qodoocE ©ER(O} 2 eobedqoaboij
fdoeseeg © ysona o¢dgesoas.

SACLi deYdoe SACL ylaygqosdy deywydeocdEZACLgqoepebdqdYdoIEDbYQqD
doog) gb¥Yy FKFo(dYosEF 3 dao3zEgq 696092 2083Y96 (Jodoase e i+

] YboFedYd:

Service Name,Start type,
"D:dacl_flags(string_acel)...(string_acen)S:sacl_flags(string_ace1l).
..(string_acen)"

nd¥oaqd:

kdc,3,"D:AR(A;;CCDCLCS WRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCLCSWLOCRRC;;;AU)(A;;CC
LCSWRPWPDTLOCRRC;;;SY)"

0day¥Y edodqdysc eFEdEngqsd c¢cpermissions for a serviceeée (g
QodsFoo93bo do3qd¥sec ecEdEpnpgsd ¢startup typee (9Ye +Fea
dagdoe ¥ oWbhEFr oD .

| YboEFedYd:
Service Name,Start type

nd¥oaqd:
kdc,3,™"

n Z d Z o dregistry Value (frbE3gb¥Yq dqqgqdsdFE) dodso¥Ys ¥Yf daqQoery Ye
RegistryKey (dEfiQuao dphBrd@gdZ)dqgqdsasdE, ©vosodgy bgogeody

RegistryType ( 9%We¢ ddoggqoddesdddd: REG_DWORD, REG_SZ ¥ 9. (.
RegistryValue (rbFirmbFxnqhblvgqddld#Edqal dggqdsdF.

& nZdEongqsd RegistryValue (fbE3zgb¥Yq dqqdsdE) ¢«
2qY¥boa3bge vEFE3gzeFe Ya¥Y €qf bYe.
] YbosFedyYd:
RegistryKey,RegistryType,RegistryVal ue
nd¥oaqd:
MACHINE SYSTEM CurrentControlSet \ Services \ Tcpip \ Parameters \ EnableDeadGWDet
ect=4,0
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ndY RqoEfm¥¢¥ow dodoedqnfolEyBEO (qogKEIYsc 3 DbDE3>Faq so23ea d
ded¥eo e6docoadoa¥Ys yosa dodoeva evEFe evopnpnqbosEdYy.

NMPEOBPA30BAHMUE ®AUJIOB KOHO®UIYPALIUM OC UNIX B

®AUJIbI .AUDIT C MOMOLWLIO MPOrPAMMBI C2A

] dgdgdoscRapl edqdbFErbE3xqbo Qqay 9292j92, 390¢g 920236 FKFa(Qq¥Yoodk
audit qay EFoa(qYosEFE eveoboaYioadE3zYy edYaoRqbYy 3 o0e6dqdqaqbboy
baRbo, 390dgdddyqdaggoecdgdqoghhb¥y bEadadogqbg 903bo 9Fe Rq,
f aB3bgy e€o0dos X, 992 dagdeqos fFeoadoa¥Yosec yosoa ecdajydfEFooa bE
Qo lttpd bE yosoy d¥Ydosqongq, FE fEoqpn Ydeoacfro3IFKEoe yos29 aFya 3
QqpopobFE Nessus ¥ fEecodo¥Yoe deEZbYdqdZfaqlddqsqdadasj ¥dodqd:
Ye dooslqoeadsosdyYy.

ndY RqaEbYY yoso ddgddslos 9FeRg poRgs €go9c Ydeooaec+f 23IEDbO
003 MDS5 o3 d@j oE eE3qdoasdq Ydeo(dbojo oFEyaFE qpne 29dqgaq
eFoFaojo3, ©o090dgq boRDHI cdabqdtadgow¥Edygdd&bdbagon ddgdds
dao3Fqgq eEo9Faoj 23 dgeoaddy¥iboaiomyqay + dEdyyn gFEymg¥Er dbgqqg Yy 9:
aFya poRbOo ¢80dqos YdeoacfoIFosce day deEbYdJdo3IEbYy Yrpongbqghb
eFEosFaoj Ee.

NMONYYEHME U YCTAHOBKA NPOrPAMMbBI

JaosaRqéawi Eo2Z@@®oRbO gcoaoazYotar -BAdSYHE 3qdqr eo2dosFa e92qqQq
Tenabl e Support Portabyp &®Hdgmsa/suRmb. fegplie.com/support-

center/.

1 Er3qdbyYoaq do &Ry &EImaxgxtargz bE oaoeFacboy DEeYbg d e0D02}
dagde~¥x; gy eopnpEbdg:

# tar xzf c2a - X.X.X.tar.gz

ndwoobogqeo)gbBoFaoadgpqaa+ QEBos Ex2aj,JeosodiyQaEdecEeoIEbg
oy agd RqoaEbh¥Fdec Feod¥Gad RYboHessyn cdgdqaqgbBEg#aoij
Jodeoaocr adyasqaepeg e o D E b Qo ¥

# tar xzf c2a.x.x.x.tar.gz i C /path/to/directory

nodaq 929j929 eFe Ede¥Y3d ¢€o0dqsos dEHRcGERoREH, bBRc2@GBFady q
dagde¥) Yq eoEyag:

c2a.pl

c2a.map
C2a_regex.map
cmv.pl
ReadMe.txt
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CO30AHUE ®AUNA AYOUTA KoaoB MD5
O0Fcoadsos¥Yoq odeddoalpdéoddZ s 0 3 EDbYYy d -mdbd EbIHop@uy peoon EbJds:

# .c2a.pl -md5 - f /path/to/inputfile.txt - 0 outputfile.audit

ndoj dEonong osdggaqody Ydeo(dbgy eoFEya do de¥Ydeon aEyad2d Y

e0(Jo3 MD5 ®vo9odge bgodeoq¥no ¢oadqo b IBdVvsFE, Fe a¥2Rgy
gadqe 3 dqfroaeoFosq eosaazqhb.

& nd¥WogKEIaqgb¥YY eoEyao3d 3 Ydeo(dbgy eoEya oéuyr Eos
dagdoea¥v) Yy a02doEs:

/path/toffile

Odscoacfroyoaq Yyo2509 20doFEs 6dY (Jo¢FIaqb¥YY eEokl

/path/to/file/

ndY Ydecoaecfr o2IEDBYY yo0j9o obdbdoseF dfaqo jolt3adidq d
doog) Yo, 390 oFeojo eoFyaFE bq dojqdsi@uds F Dz
bE3Facbojo dY¥YnloaE bEeaobboy 3qdsg (/).

0dayY rEeYdoy JoFyWeoflbgedqb o¢ggsbgy oaEya MD5, 90 920G6eI
cdod3>YoFEDb Y fFeYdREaudity. eaBEddEamFEq eEo9FaojE ded¥Yes dgeadd’
cdoEDbFEaYsrYdoagqoe ©eERQgy oFya 3 ©eEo9FKFao2jgq. O6da¥Y dgfraaecoay¥Yda:
dgfr aaco ks ¢€oadqs f FEkE2edpiabditd o Fya

ndY o¢édEg€ooseq deYdeFE oaFEyad23, oevE+EDBDbOjodee inputfile
JdoadgaEyy YdgwWio 3 oa¥3>qde¥Yq ddgae¥ ¢oa(des Yjbod¥dolEscdy. ase
2 99D, 3952 oFyaFE bq de)jqdsaslaqs Ya¥ yso2 d¥on3oa¥pqdeBEy d
ddgdde2d dg 6920QqdRWIHEpxa ¥YqdeY¥Yq ddgaey.

CO34AHME ®AUNA AYOAUTA HA OCHOBE OHOINO UJIN HECKOJIbKUX ®AUNOB

KOHOUTYPALIUU

] dgqdse2asrqqFacbo eo0deoqY¥Ys qay o9¢dFEgEooseyY aoFyao3 evoba¥Yj oad
abYeFachoq so9dsdozboq dodgqdRYonogq. O6da¥Y oFEya evoba¥YjoadEs’
2obe3sYobFacboy doadoeevesoades, wWReYobBypadop FedHb XWlLad2ao ddqdds
bgs3ybhbsodeoQuey bYe.

OFcoads¥Ysosq deddyglpdoddor 0 3EbYYy d -audidqFoddqgy evopnEb(de:

# .c2a.pl -audit - f /path/to/input.txt - 0 outputfile.audit

ndoj dEopbg o9dqgoeaqody YmputxtbpydaEdgeYdeon aEyao3 evoba¥Yjoadl

FoadYs ®vo9o0dgevrnbqEddn® edo3od¥sasc, EFE 9FeRq Yoy oFyaEFE Fa(Q
3 dgfreacoFsasq e2aa3qb.
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E dedYeraapl Ydeoaecroaroaody (qIE I ERbcBaymay ¥ czalegexinap

Boos ded¥eos deEb¥Ydoaqos ©vER(Qoey dodoevs aFEyaFE eoba¥YjodE3YY
Jgeoabygsasdy,dyvgoes,dqoy¥lgoygoady a¥ eqddog daodo evERQoy dsosdoe

c2amap sYeon (bEed¥Ypnaqd, HTTP, SENDMAIL ¥ 9. (Qq.),

rbE3gqgbY¥Yq. VYEed¥Yonpqd, edY Ea(dYosq bEdsdoqe HTTP

Y 60009 3F

c6doj dEpnDE

QEbbog dao3o avyégn Y womwsepdadglke HITAdOPY, b qqdRE) Yedy 3 oFy
c2amap. O6da¥Y yoso9 sFe, 50 o9bE ed¥ogbygqe ®© yosoy dosdoeq dqj
c2a_regexmap qay HTTP ¥ Y+ J3aqeFqs ecFEdEngqgoed Y fbE3xqb¥Yq. EofoD

cEdFEpngoedol, Jearzqgbbge 3 IFGap.r FeYdY 3 aEya

AEyqp voba¥Yj adE3YY, e©o0s90dgq bgq QoaoaRbg edodqdysecdy 3 e€09o(c

eFZe evopDpngbosKEdYY d co0pojJG¥y dYn3oaE c#He.

i": ndWqaEbYY edqogdEr o3Fose cFEdEpnpgsdg, ®©292dgq
. eoboa¥Yj odE3YY eEe evoonpngb.audig Y¥hqdY = qOHEmgbqb Y

c2apl Y odosEbo3¥Yosq f bEs3qIENFOREE EQVIMENTE ;.

OFe
fr Ee Y J~/c2abp.audit

¥dyqgdoeaysy qpn daaszxxKEq, qda¥ dqfroaae6o9Ydoavy) Yy oFEya bq oek
dEDb

E PEdosoyjqq 3dgoy eopnpeEbYy Tenable edqdodoaEdayqgqs e EdQED
SENDMAI L, SYSCTL ¥ NESSUS. Oogoab¥sqaecbgq bEdsdoye¥Y ed¥Y

Qo ¢FIYsc, JIodsoacroIFIeYduvmdoiOdBEmmby sRarmclbo ¥
do. 3 daqQevy)}gqn dFEf Jqagq.

Co3aAHME oAUNA MAP

YbaodobEs3Y

] of E9c aFya MAP-aGéEyw eveH¥ampRqbYy bgqdaoRbavYosqddedddve s Feco

cmv.pl dagdoe ¥ JoWol B+ o0

# .Jcmv.pl - 1 'regex’ -rtag - fconfig_file

i daq:

«regex »3 y99 dqjeaydbog IgdERqbYqgq Qay Yr 3lagqs3qb¥Yy eFEd e Ec

eobea¥Yj odE3YY ¥ Ye ¢+ bEzqb¥Yy. | ¢€g3bo o2bo ¥Ypnqgqso

202doFEo ¢

(<¥opy> = <¢rbE3zqbvYygge0)aodygpe Idae 3Fye sodglo¥#® bopdcRyo aced

Ybgon, DbEedYopdsge»pnpoRgs ¢€goscec fEpbpgbgb bE edoé¢qa,

fbEFEe 9F

«tag» 0 yo9929 aFes¥Yaqde¥ vavyz>qloq daodo, oevEFfrgdEYy)jqq bE 99
dEfonqoa¥Y¥oase edYaoRqb¥Yq, FEFoa(Qq¥s vos0dojop dadmjogdsdayqsesdy.
d3yr g3 Eq scoiff fila d earv3qdgny¥Y daod Fhavmad Yeldgeqaydbgo

JgdERgbYcRaregexmap , dagdo3IEsqaecbho, JIERDO, 3920¢g 9qij Y 3o

gga¥Y o0(qYbEFeodgnpny.

«config_file »0 ysao oFya wvoboa¥YjodE3YY, (day ®vo29909do2jo dofr QFqgs

yEed¥Yngqd, e6dY¥Y RqaEbYY e6dolqdoasy¥Y Ea(d¥Ys bEdosdoqe
dagqQe¥y) Yqg dgqydesd¥Yy:

1. | bE3FEaE 3odecoacfoyosqawpecdoqEop¥e Ef 00 :
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# Jcmv.pl -r'[A -Za-z0-9_J+)=([A -Za-z0-9]+)' -tVSFTPD -f
/root/vsftpd - 0.9.2/vsftpd.conf

nd¥ yson €a(dqs dmg.nihfg b( becydaY &WFIPD.map . no 9802 a3EbYy Jdc
dodoe¥Y, o29pq3gqbbgq ©eFe vopnpnqgqbosEdYY, ¢€o0(des ecdoscadeFks
93Ysg3KEoec 3dgq eqdgonqbbgq, 9%ENRORGE GOMMENTF @ E& qfb B q

¢cle Y dbo3E fEeoados¥Yosq ded¥Yeos.

2. ndod@gelqg oFEya MAP Y ecdq¥YdogdvY®&map. qj o © oEyas

ndodqdecoq VeFERDomap b E b EFa¥Y3>Yq bgbaRbge ¥ bE3qbYy, ®©o90(d
daoa3Fybo dolecEdoasce d dqjeaydbgon 3IgdERqbYqgqopn. nodaq 909
ea¥y30qdgq daodF edEIYacbg, Camdhicoq Ye I oaFEya

3. | ¢ bbYosq od®R¥mwgexmap sqb Rq IgdERqbYqp, ®©vo92doq Ydeoacr
c6doj dEocmopt, daqQdor¥v) Yo Oo0¢dEfoD:

VSFTPD=([A- Za- z0- 9_]¥)=(JA - Za- z0- 9]+)
ndYoq3>EbYq. Bso Rg dqjoaydbog IgdERgb¥Yqcivpeoacr aqod
4. | ¢bo3Yosq inmplERKta , oeFfrEIo d¥Rgqb¥Yq oFEyaFE voba¥YjoadE3YY V
VSFTPD=/root/vsftpd - 0.9.2/vsftpd.conf
5. 0 FEcados¥Ysosq chagpld Ye o
# .Ic2a.pl -audit - finput.txt
6. E ¥Yo02jq edodqdeoaqgq dqfoaea¥YdoaYy) Yy oaFEya:

# vi op.audit

MHOE MCNONb30BAHME CPEACTBA C2A

OopneEbhYYy TEwm@abdYaF JI c2algpo § c2a regexmap bgqdeoaceos fEesYdqy,
e09090dgq e92+f+3oays edodqdoas¥Y Eoa(Q¥Ys esdYaoRqb¥Yy Sendmail, Vi
(VSFTPD), Apache, &#/yyscbcoRed WMaNessus. E @aYREyeqgqn ¢&a(ds,
poRqe ggoc JogKElagqbo ddoejoq edojdRYoEOYYogddaqeqETYoc
ODEGEDBYY Tenable bodggqg deqong Ya¥Y eodqqa¥Ysecdy YooY d ddaj
296 dEJIayyosq Ye nessas-sEo@ait@ictmable.com.

bEZe¥Yn o ¢ ddferdoYoe2apl pnoRbO Ydeoacr 0oF#GED Jw yaly ao.dudiNessus
Qay bgdeosaceYe dqEgo3zYe edYaoRgb¥Yy Uni x. @39¥sq daqdayv)

6day¥Y o o9dj EbYfr E3YY pbojo pnpgqgRdgosqgdge yedFbandk bEFE odboJdc
poRgqs djgbqd¥YdolFEoscec EFoa(Qq¥Ys o¢) Ye Y bgoédeod¥nge bEdJdsdoc
9d9o9Fbho3ogHER(Iy e66doj dFEpnpobq pgRdgqoqdojo yedEbPE. YEFEedYpqc
pgRdgqoeaqdgq yedEbg QqoaRbg Jearvy3Esc oaYagscog¥3Far EORma o3
6do3qdoay¥Y doosldqsasdsasdavyiqq 959qdosYdoIEbYq aFeo¥Yazqde¥Y Ydec:
YedEDbEoY cdEJIYa.
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0dayY pbbojoaz>¥Ydagbbggq ®¥oqoecHdYdERqbO¥dJer FEecodekEyoady Yf CROI
DoORbO 6dqodqdoay¥Y EFa(Qq¥s dEray¥Yabge CRONTAB, 3902¢g o9¢q(Q¥Yoc
cdYaoRgbYy frEeodeEyoasdy 3 bEFEqagqRF)}ggq 3dqgpoy.

Oay 3qbsdEFaYro3Ebbojo 3eodF poRBO sdodqd¥sc BE oaqFaqf
eoba¥Yji oadE3YY SYSLOG, YSYOGROTATE.

PYYHASA NOACTPOUKA ®AUJIOB .AUDIT

O, DbFeodbagyss,aGcoFs IgeoabgbYRapgdaZeRopooRbo dgqQqFesYdoJEsac
Jdeszxbar. VEed¥Ypnpqd, 3ofrpoRDbO 0€dqQ¥bgb¥Yq e6dqEIYa cdodqde’
cdFIYaEpY ©dodqdey¥Y FILE_CONTENT _dGRHEOK o sadfylagodde) E 3d oodpb o

cdFIYao. eqbqgd¥YdaqnpgcRa.pb ddog rdefaocosolrs s FeRq edgqdeoalj Eqos, 3
eoboaYj oadE3YY 3dqj QF dEdec20aFj Eqady 3 o(dboo nqdsq. YoRbO
«file ¢ o9FeYon og¢dEron, Hadf§FqowEdB¥e | dq poRqs bEeoqY¥Ysacdy
eoba¥Yji odE3YY.

ndY bFEaY3sYY dodqdR¥Ypojo, ®©o29020doq bgqRgqaEsqaebhos 3 aEyaEe
dYydsqpn, pboRDBO J3dozbory (oéFIYose dooslqoadosdoar)¥Yq edodqde’
daod3EF FILE CONTENT_CHECK_NOT (edodqdel# dodgqdR¥Ypnojo oaEy
co2f3od¥gsoaby¥oaec KEa(q¥Ys bEdsdoqe, ©vos2dgq (QqoaRbg ¢€¢gse, E
oaRbo ¢€goc.

NMPEOBPA3OBAHME CINMUCKOB NAKETOB OC UNIX B

®AUJIbI .AUDIT C MOMOLWbLIO NPOrPAMMBI P2A

] dgqdp2apl cdqdbErbEzxgbo oy 99j902, 390¢g 690236 HKFa(Q¥osodFE
audt qoy ©vobeagBBYYy o9doFbodozxbge eFeqoo3 3 dYdosgoFEe Linux
RPM. VEed¥Ypnqgqd, qda¥Y baRDbO -dgsdadogédgl b B idndugxe o3eqdgq Qqaqbboy d
skeYq Rq odbodbgg eFegosg RPM, ©vFe bDE jaoE3bop afragq X, 9
ddgqdsasdo bE opeaqEEY(QogaddialZ dodqdRE)Jqj o 3dg eFeqgqsg RPM,

adosEbolaqgbhbggq bE ysoy dYdsqgqonq. OFEsqon poRb.auditg adogs Ydeoa

deEZbqdon Nessus (qay deEbyvdagiBioMy IdeoidsackqéE dodgqdeyY Ye
doos3qgqoeadsasdyYy.

dbFEeRq dydogpqdos 3o poRqqos #9gdIEDYdEagecdor QEbYYy eoEyaE EFa(qYsE Y
deYde#Z ecFeqo923 RPM Ya¥Y cFeqo923 Solaris 10. E ¥Ydeo(dboo
cFeqoo3d, eqdqgq3Ydagbbge eERQgy bE o99dqacecboy dsdoeq, Y+
26dEfon deodon¥Ydoaddibdaeldyagqaqdoywy.dNbasgdbdbgq dj gbqd¥dodEbbg
oFyaudt poRbBbo godqs Ydeoaecfo23IEosce qay deEbYdoIEDbYyYy YroDqQqbh
9do9Fbo3ozxbge eFeqoFe.

MONYYEHUE U YCTAHOBKA NMPOrPAMMBI

] dqqdospRacdqqodosFdaygqoty-EH e ¥¥®q JIeavyszErlqjo oQqYb ded¥Yeos
Perl ¥ oaFyoReddWg®&t3IreY0jo DoORDOD e2003Y¥96¢ 3qdqf e62dsFa g2
Support Portal, dFEdeoanfoghhmyrt.tenable Eddsqpdat-center/.

P Efr 3qd@vdda d RYp o q p2alfxyxxargz bE wBhaecboy pDEeYbgq d coD2)GY
dagder) gy eopnEbdg:

# tar xzf p2a - X.X.x.tar.gz
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ndY yoso9pnp 3 o9qeajqpn evEFoFoojqpFe(ddoedandBly €BqgEoOojdFdec Fed
>oFyag.

ndY RqaEbYY dEdeFeodFoc daqqoRYmmoy bbGwowe FoFEaoj
Jodeoaoaecroyosqde doHEANGIygy e©o

# tar xzf p2a.x.x.x.tar.gz i C /path/to/directory

nodaq 99j909 eFe EFEde¥Y3d ¢€odqos dhHhlc@roREd, bBc2@BFady q
daqgdex¥) Yq eoEyag:

p2a.pl
ReadMe.txt

] oaoaFEyosq ys995 ded¥es Ydeoabygogp, fEeoado¥Yd:

# chmod 750 p2a.pl

Mcnonb3oBaHMUE
OFcoe®¥sq ded¥es Perl dagQavy) Yo o¢dEfroD:

# .p2a.pl [ -h] -iinputfile.txt - 0 outputfile.audit

& «-h»3 yo9o9 (Qoecoab¥sqaecbgy dEpnpodsoysqacbgy Edj o
ddgqdds 3o dedEdeY.

CO3AAHME PE3YJIbTUPYIOLWEIO ®AUJIA NO BCEM YCTAHOBJIEHHbIM

NMAKETAM

odayY deYdreegqsdy d oQqb¥Yon wEJEpbpgepHEepdeFZgsasdy d¥YdsqobFEy ea3
Yr3dagq3gqgb¥Yy Yoqb 3dqe odosEbodaqbbge aoeFaeho cFeqosod dY
dqf @aacGcsoYdo v YauditaEwd]qos + Ee YdED dpatlfto/Sutputfequndit

# .Ip2a.pl - 0 /path/to/outputfile.audit

Oay 3geoabgb¥Yy ded¥esE dgqroeacsa¥Ydoevy Yq aFEyac
audit . ObEa3q ¢adqs JIgQEDE ocY¢geE 3 d3dyryY d b
>oFEyal.

CO30AHME PE3YJIbTUPYIOLWEIO ®AUJIA NO CMUCKY NAKETOB U BbIBO Ero

HA 3KPAH
toodgg o09ced¥dqaydar 2069 Fogd n3Yokdbd, of Paod¥¥eqacr ay
daqgQoerv) Yy dYbosEFedYd:
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# .Ip2a.pl - i Ipath/to/inputfile.txt

Oay yos02jo IEJYEDOSE Ydsoacrod3EbYy dedYesFE bgqogeo(d¥Yp Yde:
gadqo 3glod¥oesecdy 3 ostdou )sqdo W BaBboRbo €oadqs deoeYdodIEs
JdoPicY 3 odlgita. E Ydeo(dbon aFEyaq eFeqosg (qoaRbg €gosc orvEr
eERQoy dosdoeq ¢qf dFEf qga¥Ysqaqy.

nd¥oaqd:

mktemp- 1.5 - 23.2.2

libattr -2.4.32 -1.1
libiIDL -0.8.7 -1.fc6

pcsc - lite -libs -1.31 -7
zip -2.31 -1.2.2

dbFEe evEFe 32 pbojYe dYdsqodxsE HHI ogho I3 dend x9 ¢
cFEeqood, o9édgp dqgqfroacoFo9F pnoRgs e6dgqdgd¥sc ¢
cdodpnosd dogfroaco9FEo9FE coabodosecy pDoRgs ¢€gse bec

CO34AHME ®AUNA AYOUTA HA OCHOBE YKA3AHHOIO UICXOOHOI0O ®AUIIA

ndY r Fecoediejqgd Zp2dag oeFfr EbbgdadrdadI e EEdj apgqbsoso3d Ydeo(dbgn ¥
dqf aaGcaYdor) Yo aFEyaFonY obE jgbgd¥Ydoegs 3 ovFErEbbopbp pbpqgqdso
deYdeoa ecFeqgoaudit aFya

# .Ip2a.pl - i /path/to/input_file.txt - 0 /path/to/outputfile.audit

OdeoQbgq oaFyag (oaRbg Yonpqgqsce o090dbsd B, IeVERAeEy AW bayo ssaFdeg ¢
c6d¥Y¥3o(qyYsdy 3 osqoacecboy dsosdoeq ¢€qf dEFEfr qgqa¥Ysqaqy.

ndy¥oqd:

mktemp- 1.5 - 23.2.2

libattr -2.4.32 -1.1
libIDL -0.8.7 -1.fc6

pcsc - lite -libs -1.3.1 -7
zip -2.31 -1.2.2

Oay 3gecoabgb¥Yy ded¥Yses
audit . bE3q ¢€oQqqs JIgdEbD
oEya k.

©
w <

da¥) Yqa oEyac
d3y+rY d baqgce

NMPUMEP UCNOJIb30OBAHMA NOJIb3OBATEJILCKOIro
MHTEP®ENUCA NESSUS

MONYYEHME NPOBEPOK COOTBETCTBUA CTAHOAPTAM
OayvyqbBmgofessional Feed ddFEfroe c02a93F¥s sdodqdeyY doooslqod:
edogp 9209j 9 bgdeoacaudit obyRbI f Ei dgd¥oesceco2dosFa eo2qdqdReyY Te
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Support Portal, dEdsoanRghhmpyt.tenableBddsopdat-center/. Oa y
60093qgdRAdqbYy yo9ijwacrfehllogrd@dmgeqy d Meosxu¥sq

6do3qdes eco(drymddadwWpy o day) gy e2a¥o9Y¥Yeoy a¥Yégo dqQqFeoy
yVE 3eaFdeq Plugins (eo(Qea¥vy3Fqpngqgq pnpodea¥Y) DbEy(dYsq dqpqgy!
(doosl3qgqoadoeald¥Yg se2a¥9Ye¥Y), J qaeb¥solqovgpey opdogldagoyodys I asdqd@Yiovq
J DbEa¥Y3>3YY dagQev) Ye eo(eavy3Eqpnge pbpo(deaaqy:

Cisco | OS Compliance Checks (edodgdey¥Y doosldgoadsasdyYy
Database Compliance Checks (e6dodqdeyY doosdqoadsdyy

PCI DSS compliance (doosdqoadoasd3¥Yq doEb(QEdsa PCI

PCI DSS Compliance: Passed (doosdqoeadsasd¥Yq doFEbQKEdos
PCl DSS Compliance: Tests Requirements (doosldqoadsaslyq

95dqgo23IEDbYYy © 9qdsosFn)

Uni x Compliance Checks (e6do3gde¥Y doosdqgqsdsd¥Yy (auy
Wi ndows Compliancedgqde&cldoopaddgi®edsdyYy day | )] Windows)
Wi ndows File Contents Compliance Checks (edolgde¥Y doc

oFEyao23 | )] Windows)

HACTPOMKA NOJIMTUKU CKAHUPOBAHMA

tosogg Iear3¥oae 6do3gdey¥Y doosdqodsld¥Yy 3 Nessus, bgogeo(

deEZb¥Ydo3IEDbYJoadka Ybdr EsdYgosKEnyY:

Jear3¥Y¥oaq eoranr3arf@Bgo¥qgqedotgdoe dooslqoeadoadyYy, Ieodquy ¥Yq
codearvy3FEqnge podoaaqy ¢Policy Compliancee (doosdqodo.

yeERYosq o(dba Ya¥Y bgdeoaced e.audity a3y ee Hsomdaldgpe dos 3 Yy
cdgdeo3zos¥Yoagachge
ve ERYoqe YYfr Yoag (QodsocKFdgdidqdgJodearzFEy dged¥Yr Yog

bE JeaFdqeq c¢cPreferencesée (edqeo3g9qb¥Yy), qgda¥ yoso

Jeavy3>¥oasq fEIYdYpDOodosY eco(deavy3zFEqpnge pbo(daaqy

(C> EERDO cob¥YpnpEsc edodqdey¥Y J.gudigqZbbhge ggbpmo B3 d

do+r QEbYy ErhageaodeYe oaFyad23. E daaszEq Ydesoac
audit qay o(Qdbojo deEbYdo3EbYy o¢F oEyaE o2édqCcC
dqf @aa69o9F923 eER(O}j o aoFEyaE 3 dEpeFe oQdbojo
6dosoY3odq3yYy 3 dgfroacoFoFe o90¢gdEEoseyY wXxvs (
2QY¥b dqfoeacokFs dooslgdbagdivygsIFodiadJyy Edqj (
dqf @aacokFosg, e6dY¥Y3Iqqgqbbggqg 3 0293q9oFc¢.
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Policies

® Add PO"CY Basic Metwork Congestion

Name | LAN Scan | Reduce Parallel Connections on Congestion

CTER 3 Use Kemel Cungestion Detection {Linux Only)
P hd L
G ral Visibility rivate

Description Port Scanners
el TCP Scan SNMP Scan Ping Host
Plugins UDP Scan Netstat S5H Scan

SYN Scan Netstat WMI Scan
Scan
Preferences
Save Knowledge Base Port Scan Options

Safe Checks Port Scan Range IS

Silent Dependencies Performance

Log Scan Details to Server Max Checks Per Host

Stop Host Scan on Disconnect Max Hosts Per Scan

Avoid Sequential Scans Network Receive Timeout (seconds)

Consider Unscanned Ports as Closed Max Simultaneous TCP Sessions Per Host  [PIlllglizHl

Designate Hosts by their DNS Name Max Simulaneous TCP Sessions Per Scan  [Jiglliphes!

toogdg dor (qEos6 co2a0YoVYeodd¥RBRYqiadsERYYboqdaqyda e2aGfr o23E>s

cdoy(QqYoesq edodqdea e0a¥Ybbodos¥Y YoV¥Vg¥eyqivoql,L sPoQFedsBdayqda.
doajgdsasdarv)aYy £00YsYea Ya¥Y dorqEysq boday. VYoRgosq oeEr E:

3qaqdona dqgqdd3qdos Credéntidlse ad]eqobggq (qEbbgq), dEdeosaoRqgbboy

yEIeaBEQRugins (eodearvy3Fgqngqgq po(deaa¥) Jeavysz¥Yosq dgqpngydsldo g0
pxoaaqy ¢Policy Complianceée (dooslgqsdsl¥q 2a0YsYeEp) Y
auto_enable_dependencies Yngqos fbE3zqb¥Yq ¢ ynesusdcdnfofEyeaq fbE3qbYq
60 ©9pD2Aa3EDLbYTY):

Families

() HP-UX Local Security Checks al () 48689 Cisco|0S Compliance Checks
O WMacOs X Local Security Checks O 33814 Database Compliance Checks
() Mandriva Local Security Checks () 33929 PCIDSS compliance
Q Misc. () 33930 PCIDSS Compliance: Passed
) MNetware () 233931 PCIDSS Compliance: Tests Requirements
() PeerTo-Peer File Sharing ) 21157 Unix Compliance Checks
lo Palicy Compliance O 21156 Windows Compliance Checks
@ RPC () 24760 Windows File Contents Compliance Checks

tdHOC sdtcseo Odzedj Ysdzdlsded MCOdzdtoseo OdedwY Hdzv ftotseo j ol d
Policy Compli ance (fMtslejlsmisodj f§sdzdlsdS¢ Od)

indows) ¥Ya¥Y ¢Database Compliance Checkse (edodqdeyY
g&) eERQon dEfr qqaq ¢ o (QJgeed swoydgee esmooaRbys, ae Fr Foae 29dqach

i
J
E b

toogg Jea¥di&aoccr 20IFDYaqudieFElyHE F3e o P@fergnces (6dqdeoaozoaqb¥yy)
Jg¢qdy¥sq 3 dEdedgdEryyqody pnbpgby ¢Cisco | OS Compliance C|
doosdqgsdsesdyYy day || Cisco 1 0S), ¢Unix Complsidarnyc eqagdh e c k
L) Unix), ¢Windows Compliance Checkseée (edodqde¥Y doosdq:
¢cWindows File Content Compliance Checkse (edodgde¥Y doo:
L w

a b
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aFEyagaudit . omeFr Ebbgg oaFyag €ga¥Y edqRq fFjdeRqbg bE aoe
dYydoasqonae 3qdqgqf eo8afEpoflfenBRbleal (eodosFa 6292qqgdReY Tenab

Policies

@ Edit Policy

HGINM Unix Compliance Checks

Policy file #1 :

General :
Policy file #2 :

Credentials Policy file #3 :

Plugins Policy file #4 :

Preferences Policy file #5 :

ltcddidd 6t HJOdSGE s 56 5 Jud dafk Hf osteiz’ ol dsle jOQdsy j 2 ) O
Nessus H&vY ECOLOdw WO2dtse . audit HAvY Uni X

6da¥Y 3 s6dgqdgde) qo dEdedgdExy)qpndy opgby ¢ga IggdED IEJYE
Checksée (edodqde¥Y doosdqgqosdosd3¥Yy Qay ¢€EFEr (qEbBbbge), 90 e6Edq
bgogeoq¥Yono 33 qdos YPrdieencdse a-B Muatapase Settings (sedgQeo3z9ybyy
bEdoadoyeyY €Erg (qEbDbge) :

@ Edit Policy

SUGIN Database seftings

I

Login :

General
Password :
Credentials DB Type :

Plugins Database SID :
Preferences Database port to use :
Oracle auth type: NORMAL

S0OL Server auth type:  [RAUGGE

AsTopckue npaea © 2002 - 2011 rr. Tenable Network Security, Inc.
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Oodossecbggq bE JeaFQeq c¢Database Settingseé (bEdsdoyeY ¢EFEi
Jeax3Erxo:

Login (Yoy 3eco Oopy e20a0aG6fo03FEsqay Qqay ¢Frg QqEbbge

Password (eFdo nHoace, doosdqodoadavy) ¥y oevErEbbOoD
co2a6f 903Fosqay.

DB Type (s5Yse ¢ nodqqqdRY3IErsdy ¢ RKrarle,GRD Begver, MySQL,

qEbbge) DB2, I nformi x/ DRDA ¥ PostgreSQL.
Database SID (SID ] YdoqniggbosYayYe#lPpedd o3 qgdy gEs g
gEr JJEDb D Qe dFEbbggedrogb Ysvg ac®racle, DB2 ¥ Informix.

Oracle auth type ( 9Ye n20dqdRYJI B¥WsdPRMAL, SYSOPER Y SYSDBA.
cdodqdeyY
o9 dayYhbbodrack)

SQL Server auth type noqdqdRYJ3 Bz dlindows ¥ SQL Server.
(5¥xdodqgdeyY

co0ayYbbo8QAY

Server)

Oapoaosqbdd3 Yachg#asqhyBWeoapy s YeqdeFFacbona
EQon¥Y¥bYdod#BOHEBDgE

dbge g ERpD Yo ceSave» (doe JEDFHTRbepW I b BEbEdsos dodgrae®qs
fE3qde.oymB Feyo a Yo deEDbYdo I#FEDHA(o I agd#EYdoardEIayqnge
coaYodreeEb YdqXYHED

BbINONMHEHUE CKAHUPOBAHUA

OFcoadeFDbYdo Jdbevayy 3 q b begdovrd q d edfonsYs 3 go da 3 Y 6 qbch o
0950aY3Egardidijc o dpdo j FeEbYdo IEOFVWo e Foec¥FdedEIa MW RQq
sggabadjeZbYdo I pIKEes Y qiddgor¥ doIqadyWRquEDBYYRD O
26dqqQYQpaycE e o be( o3 dqgngbboa

MPUMEP PE3YNIbTATOB
ENessus43dqqroocsagtgdeovslqodad byl EdvdybosYaYeFEosodon
co(earv3FaqmoGagalygeoabydeqiBedyYdqdqgmrRm dvYogqglddqEbbgq

co0093qbbqr cacdEHFOYdo IFEDHUIHEo Qe dFEIaqhy §indows, g 2 da 9
6009 3qbgo Qe a3 goooodsoxyindows Compliance» (d 20299 3 g9 ¢ 9 Widows)

.nbin ,06dgdqaye¥ejooxdear3F oodp @akls6.
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Winddows CompEwnce Checks

"Tncrease scheduling priority”: [PASSED]
Plugin 1D
21156
Windlows CompEwnoe Checks
"Create a pagefile™: [FASSED]
Plugin 1D
21156
Windlows CompEwnoe Checks
"hct s part af the operating system”: [PASSED]
Phugin
21156
Windbowrs CompEmnce Chiscks
"foonss this computer from the metwark™: [FAILED]
Remuota value: "hackup operators” S& "users” B "admanistrators” &8 "averyona”
Policy value: "users” &k “sdrministrators™
Phugin
21156

ltcddzjte tojLbkdz sOsses Mstlse jlsMmisadw, §dzkzyjdde = o |
MEOdzd tetso Oded W ififipuise j €O W

Lo93gs 3 a2o0doEsq HTML pnoRqgqs ¢€g9sc¢ +f+FEjideRqb 3qdgfr JeaE(des
c2aG6f 903Foqaecdeosjo YbosqdeqydE Nessus 4, 3 bqo ao2degebo g
doosl3qgqoedsesldy¥Yy o29pqg3FEyady d¥Yb¥Yop 33gosop ¥ doedod3oRErosdy

(edoyqQqqb); bg edoy EopbFMHFEe BExpdiayg ed Edbgn 33qgson ¥ doesdodo
doog) gb¥Ygqn FAILED (bg edoydqb), E yagqpongbsg, ®©o92dgq bq
29pnpqg3Eyasdy Rqasgn 33goso9p Y doedodoRQE¥ysdy doog) gb¥qn E

E e6dY3qQdqgqbbon 3geqgq e6dY¥pnpgdq eo2eFr Fbg 92ayceYr 3yqoWedq yaqb
yagongbhsol e2a93gqbh Yf e2a¥Yo9Ye¥Y evobosdoay QqodsosseckF ¥ edodq
bgédgr ocEdbge daoaoR¢ ¥ ©dqosoed2ad23. ygqeosodgqgq Yf yosYe daa-
293q3FEr¥ys OoORY(EDbYyaudic 3a¥asBwY Idqpony eFe (qdoaj Yq (bEed¥Ynqgd,
9 QFaqbboj dEBJaqEdayY +Fecoa)jgqgbg Y e0o0yso2pa 209p0q3qbg ©vEFe c¢cFAI
VEdoaoysqaecbhbos dgeopngbdeaqsasdy bEdsdoY¥Yse 3dg o909pnpqgq3qgqbbgq g
yagongbsg 3 dooodqBUHGgEYYEDY dqrocFEdbodoy.

MPUMEP UCINMOJIb3OBAHMUA NESSUS AJiA OC UNIX
NMOCPEACTBOM KOMAHOHOM CTPOKM

MONYYEHME NPOBEPOK COOTBETCTBUA CTAHAAPTAM

6dayY dqqonob bh¥essius b bE e2093qb¥q eo0deavy3FEqnge pDO(doagy 3
Professional Feed, 92 3 eEo9Fao2jq eoeavy3Fqgnge pnpodaaqy ¢|
oFyao03 ©6do3dqdey¥ dnobins.3gqoasdsdyYy

noaoga3>vValqq bgqopPpgogdBFyaudit 33qdgfr e62doFa e620dqdReY Tenabl e S
Port al a®httBs@/Gupport.tenable.com/support-center/ ¥ eopbgqdoa¥sq Ye 3 eEosEFaodij
coear3Fqnge pnpodesaqy pluginE #ddoge vbde¥hqadoFEboIozrbge ¢
60 9D203EDbYY yo9o0 daqQear)] Yy evEosFKFaoij:
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/opt/nessus/lib/nessus/plugins

BoaY eo(earvy3FEqngg podaay¥Y ¢€o(dsas 0X 03 WHaym 2¢30 cecpc esamqm FA g €
po(doaaqgal , Ydeoacecrognge deEbqdoon Nessus qay deEbYdoIEbYy
DoRbo DbEysY, 3geoab¥l conbide dFde®¥d§ERHEDO

# Is compliance*nbin database*nbin unix*nbin cisco_compliance*nbin

cisco_compliance_check.nbin database_compliance_check.nbin
compliance_check.nbin u nix_compliance_check.nbin
compliance_check_windows_file_content.nbin

EofrpoRbBbO BbEaY3Yq (QdmbihYe codfgydoodls E3agbbge ©vopneEbYqy Tenab
bEed¥ngd eodeavy3Fqnojo pbpo(desay Skype, ©oosodgy bYeFe bq
doosldqgqoeadsasdyYy.

ndY 299dosdsd3YYoaoiloeE © aFes¥Yzgdeona (dgonoba Nessus,
goa0G6fo3FEsqay Y eFdoay Qqay 3IeodEF DbE dqddqd, de¥Ydoe co2(de
ftEFedod¥osc d copndipwsaYoasFmYeooEbMmessusdogdg@eYcobERHEDO

# [opt/nessus/bin/nessus -xXp 192.168.20 .1 1241 username password | grep
21156

*** The plugins that have the ability to crash remote services or hosts

have been disabled. You should activate them if you want your security

audit to be complete

21156|Policy Compliance|Checks if the remote system i s compliant with the
policy|infos|This script is Copyright (C) 2006 Tenable Network
Security|Check compliance policy|$Revision: 1.3
$|NOCVE|NOBID|NOXREF|\ nSynopsis :  \ n\ n Compliance

checks \ n\ nDescription : \ n\ nUsing the supplied credentials this
script perfo rm a compliance  \ ncheck against the given
policy. \ n\ nRisk factor : \ n\ nNone

Egeoabqgqb¥q frEedodE pnoRgqs frEbysce (o eys¥Y pbp¥Yboes. oO0da¥Y r E
bo bYeFKFeYe (qEbbge e0200023gqbo bg €gaod2, ys9 fbE3x>Ys, 390 6d:
9aqQFagbbgy deEBgqdgdN&&sdaqbg bgq ¢€gay.

yqeoosodgg va¥Ygqbsg Nessus qay Uni x 9FeRq eof3payrs ¢ FEj d:
ea¥Ygbs Nessus 4 day Mac OS X poRbo ¥Ydecooadir DEFosc (qay f Ej
9aQFaqbboey d¥Ydosqpna.

MCnonb30BAHUE ®AUNIOB .NESSUS

] eEbgqd NpsBRgs doedhEmwesogbbgg eo2aYasy¥YeY deFEbYdqo3EbYy, 3q
adodoydoalF dqos¥ Y anessusog &Fr &Eadniooqgd Ydeoacr oI EDYY
coacfro3Fsgacdeojo Yhomel¥dgd#E gqeedydoe dorf QFbrMessuse,Ey a
doqqdRE)] qfj o ediedlvbeYvgeosd EbYy dqay edo23qQqgb¥Yy edodqdoe doosd
Obdodee3¥Y 62 J3geoabqb¥Yy deEbYJdodEbBYyYy Yr evoDnDEDb(gboy doad:
nessus dn. 3 ctoaedolo(doaldq e9aawrd) Fhdqmodp :Nessuse
http://www.tenable.com/documentation/.
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MCnonb30BAHUE ®AUNOB .NESSUSRC

OaYqbs vopbpEb(bNgsswsgoe®eRq desodogqb yedsodsYdodEsc bEd:
6o00YoYeY deEbYdoJ3Ehegsysrc . oaBpognoRges €goe ado¢bo day o9¢q
deEbYdo3EDbYyYy d eo9pD2) ey voEKFMEDO adig dd@dyoacr 03 EDbYy
codcfro3Fsgacdeosjo Yhomel¥dgd#Egedyueodydoe dor QEbBYYy e0a¥YoYe
deEbYdo3dEbYy Qqay d23gdqb¥Yy edodgdoe dooslqoadsld¥Yy 3 Ne.

toodg 3gr IEoc deBEDbYdolIEbBbYq d copnojcy Ngssdgwvgoe¥ddqdds 3o
bgogeod¥Yno oevE+FEoae dagQev) qq:

co(dear3Eqngg pnpo2(dea¥ e6dodqdey¥Y doos3qgqsosdoasd¥Yy d(qay ] Uni »
QEbbge;
dqed¥r ¥Yoag 3qaqgqlge €2ds923, ©vo292dgq ¢o9des deEb¥YdoIEscdl

2dYb YaY bogdEpazmbdi dJday dJdEgd@ddravy3zFEqgqopge pbpo(desagqy e6do23qd
dooosdgdyYy,;

3290 fEIYdYopods¥Y Jearszqbg.

] 0993qg9o9doadorv) Vg aHhcoEsdi¥rc Yoqrybagq(dev) Yy o20dpEs (3Edsoec
dodqdRYpnpoj o edoscoa) qbk):

begin(SERVER_PREFS)
e
auto_enable_dependencies = yes
é
end(SERVER_PREFS)
begin(PLUGINS_PREFS)
e
Compliance policy file(s) : =
federal_nsa_microsoft_xp_file_permissions.audit

é
end(PLUGINS_PREFS)
begin(PLUGIN_SET)

21156 = yes

21157 = yes
é
End(PLUGIN_SET)

E 6dqdgds)qn wmhXpYdgqzEZdsyY Ebbge, oevFErglEr) Ye, eEFeoq dr
poRbO J3geoab¥se, 0268} qbg. nd o eRavjaq Fg yd qBbdray dvod@opdi cr 9 3 £
eobedqoaboj o oFEyaludieoaV¥eYarwqby¥Yq frE3IYdYpnodoaqy Y dEopY 62(Q
podeaay¥ e6do3qgqdoe doosl3gqsdsidiyYy.

BbINONHEHUE CKAHUPOBAHMSA

OFcode deEbYdodEbYy d Jeavyaqbbgon¥ cdodqdeEn¥Y doosdqods.
290Y3KFqody o2€§qdepEN¥eddEEDYJoIEDbYyYy EFoa(QYoF aoeFacbge YdedFEF
2édga3bojo deBEbYdol3IEbYyYy dgqos¥. AKEFes¥Yazqde¥Y, 3dg ysY edodqd:
2¢dqdyYbyse QqQay fEFeadeF o(boddgngbbo.
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MPUMEP PE3YNIbTATOB

OFe ¥ 3 daoss3Fq va¥Yqbsosod d jdEaYaqdeYn Yhbaogdadywdadmd Yydq
Y bqdoosdgoadosd¥Yy 95dqg¢oIEbYyn 09090¢dERE¥yasdy 3 daqQeary}qnp

192.168.20.16|unknown (0/tcp)|21156|Security Hole|'Reset lockout account

counter after" : [FAILED] \ n\ nRemote value: 30  \ nPolicy value:
20\ n\n\' n
192.168.20.16|unknown (0/tcp)|2115 6|Security Hole|"Minimum password
length" : [FAILED] \ n\ nRemote value: 0  \ nPolicy value: 8 \n\n\n

192.168.20.16|unknown (0/tcp)|21156|Security Hole|"Minimum password age" :

[FAILED] \ n\ nRemote value: 0  \ nPolicy value: 1 \n\n\n
192.168.20.16|unknown (0/tcp)|21156 |Security Hole|"Maximum password age" :
[FAILED] \ n\ nRemote value: 42  \ nPolicy value: 182 \n\n\n

192.168.20.16|unknown (0/tcp)|21156|Security Hole|"Enforce password

history" : [FAILED] \ n\ nRemote value: 0  \ nPolicy value: 5 \n\n\n
192.168.20.16|unknown (O/tcp)|21 156|Security Hole|"Account lockout

threshold" : [FAILED] \ n\ nRemote value: 0  \ nPolicy value: 3 \n\n\n
192.168.20.16|unknown (0/tcp)|21156|Security Hole|"Account lockout

duration” : [FAILED] \ n\ nRemote value: 30 \ nPolicy value: 60 \'n\n\n

BoaY qEbbgge¥YdqBseszgasE deEbqdE Nessus. Bso 3dq doggoaYy
bgdoosdqoeadesd¥Yy o95dqgo3IEbYyn.

UCNOJIb3OBAHUE KOHCOJIA SECURITYCENTER

i.} ndy¥y3qdqbbFy bYRq YbaodoEs3sYy odbo3EDE DE 3gc
C doosl3qodosldyYqg doEbqEdoaFEpn d eo9p2)j6y evobdoa¥Y ¢
cof @b 3gqdd¥y. noacrfro3IEsqaynp 3qdd¥YY Securit.y
Ydeooc+t 903Foe (QoeoanqbhosE3aY¥Yy eobdodow sSoeschuaryi tbyZ
co2dosFaq Tenabl e Shtiwp/dsupbortRPemable.avh/support-center/.

NMONYYEHME NPOBEPOK COOTBETCTBUA CTAHOAPTAM

Edq ®va¥Yqbsg SecurityCenter Yobpqyao o@padasyons eef beFoa(Fe oNvessKsquosg D
Professional Feed. Bso Jeavy3Fqos eoQqeavy3Fqpngq pnpo(dsa¥ doo:
Wi ndows, Windows File Cont eretasy 3 qhagtga boaosCes.a YB o6 fe3oo@ y ¥ 9
co2aG6f 93Foqay fFEjdoREose BbE dqddgqd Y 3geoabyscec deEbYdolEl
doEbQEdoEpn d c2pD2)6Y e6dgqQIEdY¥sqacecho dor QF hdudite, ¥ bEdsdE’
codosBFElaygonge vopneEDbYqy Tenabl e. 0 v.guditg oboqgRbgdo n@BEX¥Ppe o Fy
bE codosFaq Tenabl e Suppohttps:/RBupgott.ehablecom/&ichdraatser/. Bo Y

ey agaudit poRg9j dof Yoae 3 eobdoac SecurityCenter aYgoy 60
dFfr dgegb¥q CrteaRiel eAsud(iidor QEbYq oaFyad23d Eoa(q¥YsEKE), d 62D} G
File (Qo¢KFEIaqby¥Yq oEyaos3d Eo(d¥YosE) DE J3eaF(deq Support (e92
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Audit Files

@® Add Audit File

WEEI Cracle Audit

LI DISA VB R1.2

G DISA_SRRChkIst_Oracle_ver1_2.audit

ovrégaFEyaagudit , fEFjdoaRqbbggq 3 evobdoac SecurityCenter, ¢€2aqQ
6o006G6fO3FEosqayry SecurityCentem¥YqYqejadqmea PhEfidqes (dor QEDY
Oobdoac SecurityCenter osFeRq J3geoabygs dEdsdodsdEbqbyq
dqddgd oBudinoGay deF Nessusd

HACTPOMKA NOJIMTUKMU CKAHUPOBAHMUA ONA BbINOMHEHUA AYOUTA

COOTBETCTBUA

Oay 3geoabgb¥Yy de #bWoobBlvy skl Yq dosEbQEJdoa¥EpD d c62D2jG6Y¥ ®©
SecurityCenterc oaef 03 Esqay¥Y (oaRbg bEdsdo¥Yscec coa¥asYea deEbYdo.
2edqqaqbbgonyY bEdosdoyeBEnY, eEdE¥y) YoYdy doosdqoadsesd¥Yy. E
2edqqayrsdy eFdEnqoadg deEbYdolEbYy, eaEyag Ea(QqYsE, J3Jea
podeaa¥ Y (doeoab¥Yosqaecbhgq dqdeo3sqb¥Yy. VE 3sodoy dosdEbY:
e kr g3Erody.aedE y,ageos gdpgde s Ydecoaecfr o0IFEosecdy qay Ea(Qq¥YsE do:

Scan Policies
(® Edit Scan Policy Select Audit File
DISA Win XP
Basic
Audit Files
Plugins

Preferences

Perform PCI DSS Analysis

6qqdce pDoRDO 3 g &Yooy b goddeYoba ¢ e saudit By ad g g a Y J.auditf yYo

bEREJI ebooemiat SubsecdEIY¥Ysc). Oay 3g¢godREaulligdedenocaedcrres yosfay a 0 3
eafF3YeGrl». o0da¥Y odqg¢oeqsdy ¢€FEfrodgy EDFayYfr PClI DSS, (o 95
gga o9doFEbo3agbh a20FERoe Perform PCIEDBSYAnNnBCYWsDSS) J3geoab

] sEbQEdsg ¢aqr o6 Edbip ddoayq ddoff bebagiEs qRbge ©eFEds (PCI DSS) 6dqC
dogoy evoneaqedbgy bEE€god doEb(qKEdqood €qfroecKFdbodoay¥Y, dodosFE.

AsTopckue npaea © 2002 - 2011 rr. Tenable Network Security, Inc.




ZOSTENABLE Network Security®

PCl Security Standards Council, 3ear¥y3Fy Visa, American
Services ¥ MasterCard. | oFbQFEgeb PQdy DSESqeeqEhbyYy o€) qi -
YoFaobE @€qgfroecBEdbodoasy¥Y vobaY(Qqb3sYFaecbge (qEbbge qqdREsqaq
pEdoe ¢gEbeodde¥Ye vEdos. Bososs doEDbQFKEds Ydeoacecroaqody opbboj’
yaqeosdobboy ®vopnpnpqgqd3YY, ®©o090dgq edYbYonpE¥yos Y. edEbys JEbBD

OoneEbYYy Tenable sdqQodsFdayqs s5dY soea¥y3zFEqonge podaay
eobdoa¥ SecurityCenter, ®©2902dgq FIosopnEosYfr¥Ydoavys edo3qdd
Boso daqQer) Yqg eo2ear3Fgpngqgq pnpo(daay:

PCI DSS compliance: tests requiremelPC$ OES095dqagédsIEH"
e 9qdsEnpn)

PCI DSS compliance: passed (doosdqgqodoady¥Yq doEbQEdoas P
PClI DSS compliance (doosdqoedsasd¥Yq doEbQKEdsa PCI DSS)

BoaY gco(Qearvy3Fgngqgq po(daa¥ 203qb¥Y3IEvys dgqroacoFoasg deEbYdoIE
eobo¥YjodE3aYy deE@Q&uy odZdbgyqQqagby¥Yy 9242, doosdgqsdslaqs a¥
JcofayYeolEbbgn 9dqé¢o3IEbYyn doosldqgqosdsdy¥Yy PCl. Bs¥Y godea
Jgeoaby¥vys bgqeoddqdsdqbbojo deEbYdodEDbYy, o9bY e6dodqdyr:
codear3FEqnge poCdoaqy. tosogg EeosYIVaaFo®PCtoQSEY3xEqngeo
adoEbo dU¥dRoe Perform PCI DSS Analysis (3geoab¥Yoacec EBFEaY
Compliance (doosdqoeadsoasd¥Yq).

Eg¢gdEI boRbggauwdtEywadEdoadoyeY PCl DSS, sqdgqyd¥sq bE JeaRkE(Q
(so0Qear3Fqngqgq podaa¥Y) Qqay s69ds eadrRENLYE bDBHdsdage Oud

Jgeoabqgqb¥Yy deEbYdo3lEbYyYy DbE doosdqoasdosd¥Yq doEbQEdosED 3 69
yaqnqgbsosg dgongqydosdE eco(dearvy3FEgnge pbpo(deaqy Policy Compli ant

425 ndW¥géodg e2ac6fo23FEaqgagn o(Qdbojo Ya¥ bqdeombGe
Audit Files (eoEFEyag Ea(qYsE) c2a0YsYe¥ deEbYdc:
codearvy3FEqngg poQgaay¥Y KFIosopnEoa¥Yazqde¥Y JeavrszEvyoc
(seo(eara3Fqngqgq pnpo(deay¥Y). Oobdoaec SecurityCent
oFfyagudit Y J3eavy3zEqos bE 0dbo3EDbYY oxWaH bboR g
coear3KEqngq. no(deaay

E dgonqydsdq Policy Compliance (dooosdgoadsesd¥Yq e2a¥s¥Yeq)
poQeaaqy Qqay EFEa(qYosE doosldqgqoadsld¥Yy. yYYRq oevEf Ebg ysY e2(e

OqqbsYaYeFl Oby

codear3Eqnleodeary3Eqnoj|) e YdEDYqQeeunoy 3 Z2qnoj 9 0220

21156 Windows Compliance Odgoacfaqgqady day EadYsFE
Checks (edo3 Windows.
doosdqoadoasdyy
Windows)

21157 Unix Compliance Odeosacfroaqoady Qqay EFea(dqYskE
Checks (6do9 3 Unix.
doos3goadosdyYy
Unix)
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sdy Qqay Fa(QqYskFk
YEaebojo dodqgdR®
Wi ndows.

24760 Windows File Odeoacf aq
Contents Compliance ([ eoba¥Y(dqbsa
Checks (edo3dqddqdFEe
doosdqoadsd Yy
doqqdRYnoj o
aFyaod | ] Wi

33814 Database Compliance Odgora@sqsdy dqay EaQYosE o¢}
Checks (edod ¢Ffr (Ebbge.
doosdqoadosdyy
gEr (QEbDbge)

33929 PCI DSS compliance L edgQgadogggdRYs a¥Y oa(qEFaqft
(doosdqgqoeadsesld3yYdgqddggqr 3¥Ynodoay¥Y dqay EosEFEe «
doEbqEdoeaa PCded¥YesEnY (XSS),aWdkeaobida ¥

edY¥eos2509j dEaYyY SSL2. @Y J3gec:
odFdgleqgopj dEnpnbog oéqdeq
6003qgdRgbhe BIdFbgn oayfr 3 Y¥Ynods

CVSS >= 4).
33930 PCI DSS Compliance: Odeoacfay Yoqgqy¥)oardy Ybaoc
Passed deEZbYdo3EDbYy, deEbqgqd Nes:

(doo93gqods3YeFeYevVYgo belddaadsloav) Ye do
doEbqEdooa PCbEdoeeqgqb¥Yy bBE ysopn eo2dsq.
62093 qdRggbo

33931 PCI DSS Compliance: AbFa¥Yf doos3qoadsd¥Yy deEb?®
Tests Requirements 5dgégo3IEDBYyn © osqdsEn PCI .
(doo93qodesd3YedoeoRQgbYy o9qeby¥Yasygdeyeo:«
doEbQEdsesa PCpnoRgs €gose bgqdodsEsozqgh (
9dqgo3IEDYYy o9dqdiqdE.

46689 Cisco I0S Compliance Odesoacf agqoady (dqay EaQqyYskEk
Checks (sdodadsdoydsd Cisco.
doosldqoadsesdyy
Cisco 1I0S)

YNPABJIEHUE YYETHbIMU OAHHbLIMU

L dbo ¥Yf ©dgq¥pnpaj gdsd elebndtoearY cSdeYc udrgictoya bgbyYyY deEbYdoJIEDbYy
Ydeoocec+fr 903IEDYqn o23qsbge (QEbbge dodso¥Ys 3 so9p, 3590 O0bE ¢
Ydeoacfraqngnpny >qobgonyY qEbbgon¥Y. @3gsbgq qEbbgqgq 3 eobdo

)
dofr dF9s6, e6qdqgqyqQy bE 3eaFEesa Support (eoiqdllqgs Re#3Iqo bDFERESJI
QFEbbgg) Y eboegea Add ((qoéF3IY¥Yosa).

@ Add Credential

Windows Systems

(WECTLGET SR administrator

Password:

Group
Domain:

Visibility
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p3gqobgg QEbbggqg Uni x, Windows ¥ Cisco edEbysdy Y acdEJda
deZbYdo3IEDbYyYy. om3qoabgg qEbbgq pbojoes dor qEIEscdy d 3I¥Y(JdYo:
Qay o929ea}qj o9 e2ac6fo3IFosqay( FajiYEOYrgB Y y)at iBnaddaqdbgnon dac
Dofj @9 YdeoaecfroIFosedy (ddoj YODY c02a0a6f 23Fsqayn vobdoa¥ Sec
6o006G6fo3Eosqayn dFEEgooFoac d dqfro0GcoFo9FnY deEbYdodIEbYy Y 3
deEZbYdo3IEbYyYy ¢€qf bgogeod¥Ynodos¥Y +bEosc oEeddemaeXgqgarqob:
deEbYdo3IEDYY.

Oay deEbYdodEbYy dYdosqon ¢Fr (qEbbge sdgqgoevysdy dosoab¥sq
930qobggqg QFbbgq doedEbyxysdy 3 eo2a¥Yoa¥Yeq deEbYdo3IEbYy Y b
Database settings (bEdodoye¥Y ¢€FE+rg (qEbBbbge) (eodeavy3zFqgqDpg:
c6dgeo39qb¥Yye eo0a¥oa¥Ye¥Y deEbYJdo3IEDbDYy. BoaY o3qobgqgq QqEbbgq
29 9309bge (qEbbge, oevE+Ebbge 3 ©6dgdgQdeygqgn FE¢fr E3q.

AHANU3 PE3YNIbTATOB

Oobdoaec SecurityCenter pbpoRgqe YdeoacfrodFEoscdy dEfaYsbgpy
293q9o9bodoa¥Y 60 (Ebbgn d23FHEIdHPYn deEbYdoIEDLBYynY Nessu
t EdedodoadEbqbbgq 993q9g 3deavy3zExs daqgqQeavy) Yq.

] eYdoe 3dqe doosdqodsoasdar)y¥Ye ¥ bg doosdqodosdorv) Ye doEt
jdesscEpn dgdaddod.

] eYdoe 3dqe dooslqgqoadsesloar),¥Ye ¥ bgq dooslqodoslory Ye doBt
eo®d® Ya¥Y dqosyn.

Lgfrod 3dge bg doosdgosdosloxy Ye doEDbqEdoaEn scdodaqn.
AaQqYs bEdsdoqe ¢Frg QEbbge BDE bDEaYaYq dEdesdodosdEbqbb

Lo3goabodose o9 doKEosoadgq e2ac6+fo23IFosqaqy Ya¥Y cdoj dEopoboj o
Odcosdggbodoaqy.

réhY o™

nodaq e62093qberyo Q#EbbxyI qoados 3 YY doEbQKEJdosEpn d co9p2})G6Y¥ ©IDO
pDoRbo 3odeoacecfo3IEscdy €YaqoEnyY, o293qobodascy Y EbEaYsyYs
2edqqaqb¥Yy oesYopFaehojo eodyqel dqqydsesdYy day Yfrogqbqby
c6dodqdgqbbge EFoa(Qq¥osopn oadosdoydoldoc BeoHEBPOYQYDHDIBEMBg €4
cEdFaaqaebo d Qqdoajoy YbaodoE3Yqgqy o¢ oayfrd¥Yopodosye, YdecdE.
cEddyY3bo oébEdoRgbboy YbaodpnpE3Yqy.

YVYRq 6dY3gqQgbg ed¥pnpgdg db¥Ypnpeod yedEbBE ®wvobdoa¥ Security
Qay EBbEaYfrE YboaodonE3YY dodmdig oddieWwp YHol@E €c02dsosFe:
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Plugin ID
1000282
1000285
1000284
1000283
1000282
1000281
1000280
1000289
1000288
1000287
1000286
1000285
1000284
1000283
1000296
1000281
1000280
1000279
1000278
1000277
1000276
1000275
1000274
1000273
1000272
1000271
1000270
1000269

IP Address

103

A2

Total

B . - T — T e o I . T T — T e e e A S

High
Low

High
High
High

Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium

High

lted®kjte My dme O
fr] lIISdSIShJ B

106 [ 4and 5]

Name

HELMVsoftwaretimicrosoftiwindows nthcurrentversionwinlogoniallocatedasd
HELMUSoftware\MicrosoftiWindows NTWCurrentVersion\WinlogWAutoAdminLogon
HELMUSystemtCurrentControl SetiControltSecurePipeServersiWinreghillowedPathstMachine
HELMUSystemtCurrentControlSetiServicestiLanManServeriParameterstiMullSessionPipes
HELMUSystemtCurrentControl SetiServicestiLanManServeriiParameterstiNullSessionShares
HELMUSoftwarel\Policies\Microsofti Cryptography!\ForcekeyProtection
HELMUSystemtCurrentControlSetiiControltLsal\ForceGuest
HELMUSystemtCurrentControlSetiControltLsaliLimitBlankPasswordUse
HELMUSystemtCurrentControl SetiControltLsatiMS\V1_MNTLMMInClientSec
HELMUSystemtCurrentControl SetiControltLsaliMSV1_IMNTLMMinServerSec
HELMUSystemtCurrentControl SetiControltLsalNoDefaultAd minCwner
HELMUSystemtCurrentControl SetiServicestLDAPILD AP Clientintegrity
HELMUSoftwareMicrosoft\Criver SigningiPolicy

HELMsoftwaretimicrosoftinon-driver signingpolicy

HELMUSystemtCurrentControl SetiControlFileSystemiMtfsDisableBdot3NameCreation
HELMWsoftwaretimicrosoftiwindows nticurrentversiontwinlogoniiscremoveoption
HELMWsystemiicurrentcontralsetiicontroltlsatimcompatibilitylevel
HELMWsystemiicurrentcontralsetiicontraltprintiprovidersilanman print servicestiserversiaddprinterdrive
HELMWS oftwaretiMicrosoftiWindows NTWCurrentVersion\WWinlogontAutoAdminLogon
HELMUS oftwareliMicrosoftiWindows\CurrentWersioniiPoliciesiiNetwarkNaDiallin
HELMUSoftwarelMicrosoftiWindows\CurrentWersioniiPoliciesiNetworkHideSharePwds
HELMWS oftwareliMicrosoftiWindows\CurrentWersion\iPolicies\ExploreriNo DriveTypeAuto Run
HELMUsystemiiCurrentControl SethServices\TcpiptParametersiiPerformRouterDiscovery
HELMsystemiCurrentControlSetiServices\TcpiptParametersiiSynAttackProtect
HELMUsystermiCurrentControlSetiServices\TopiptParameterstiDisablelPSourceRouting
HELMsystemiCurrentControlSetiServices\TopiptParametersiKeepAliveTime
HELMUsystemiCurrentControlSetiServices\TopiptParametersiEnableDead GWDetect
HELMsysterniCurrentControlSetiServices\TopiptParametersiEnablel CMPRedirect

Oz H dfleds ffigiOHsldcad jo IO Istpisde™s
Ctsdemsdzd SecurityCenter

H Odzdz" n

(2 results/ 1 page

102 | dand 5)

Repository Name Score Total Critical High Medium Low
dand 5 1366 221 123
Aand 5 1364 2 1 123

leddite Mfdmso

HOdzdz" = Ol H dfldeds fifigtsideode IKHftisss ¢
SecurityCenter 5 Mjtco ] tcOW

¢ s dzf ts dzq
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Oogcoab¥Ysqachgq ofd @by r 0 IEDbYY vobdoa¥Y SecurityCenter
SecurityCenter, Qo dshamb/suppons.tenaeddnyalimort-center/.

AONONTHUTENNIbHAA UHOOPMALIUA
OopnecEhTreynabl e s60Qj 09093YaF dEra¥Ysbgq (doeepnqbsg, dodqdRFE)
o¢ o9doEboleq, dEfr3IqdogdEDbYY, DbDEdosdoyeq, e2a6fo23Foqacde:
95qdoa¥YdoIEbYY deEbqdE Nessus:

tovol3o(dsosdo o9 odoEboreop FNeosisowgs deeos3o(ddoalo 020 oadoEbo

tovold€3o eoac+fo2IFoquoybResdupge”Z Y dEEo9sF d Ybosgdeqydo
6o0G6f O93IFEosqay Nessus.

ndodqde¥Y Nessus d Ydeoac+fr o23IEDYqn oa93(Qq
d3qdqb¥Yy 9 eo0dyQeq 3geoabqgb¥Yy deEb¥Y(
6o0D2} Y deFbqgqdE oymssu¥pnpodoaqy Ne

] sdqE3o3zbYe 602 6do3gdeEp dooo dopodbdyy dvesssiwsqdas 3o 602
dYbsFedY¥Ydas do3qdoe doosdqoadsasd¥Yy Nessus.

AodonFEs aEyao23 NesdougqdRYs o2eYdEDbYq doadoesadg ao2dpEosE
.nessus , ®vOoOo9ogdggay 33 qdgbh d 3qdd¥Yyny¥ Nessus 3.2 ¥ NessusCl

] 603 YaYeFE3Yy edoosoeoal -REGSd W9 YMRYs o2ec¥YdEDbYQg do9o0eoa
XML-RPC ¥ ¥YbsgdeqydE 3 Nessus.

Oobosdoac doosdqgqeadsasd¥Yy 3 dqRYpnpq PqEDGHIRYs Jagmowad Ysoj o,
eFe dqegqb¥Yy vopneEbYY Tenable pojoas YdeoaecfoaIFEosecdy (al
dEfr bgeodYpododEddoadqbbge ¥ oYbEbdodge bodno.

s b QE®bge (qay U
23 y

ge
EbY dqoaqy d 6

agqfr e©o0qeéFEbYYy eYeYosq bEbp 9 EQqdouwdodtgmabbeecadobboy 6239g
sales@tenable.comYa¥ eodgoYosqdBE¥e &g ¢ BEchdqdw.tenable.com/.

ABTtopckue npasa © 2002 - 2011 rr. Tenable Network Security, Inc.



https://support.tenable.com/support-center/
mailto:support@tenable.com
mailto:sales@tenable.com
http://www.tenable.com/

ZO>STENABLE Network Security®

O KOMIMNAHUU TENABLE NETWORK SECURITY

OonecEbTYegnabl e Net wor k Security, JgqQoay
pobY¥YsodYbjE dqgroecEdbodol, ydayqgqoady dEr
sFeRq Haqdqnp dgesqb¥yy eodeodFoayY3dboj o e , b q adq¢g
bgedgqdgldbojo pbpob¥Yosod¥YbjE oyr 3IY¥Ypnpodosqy, a € pgqds ®©ob
96 dFIaqbYy RoadbEFEaEDY Y o¢bEdeRqbYy 3Ifraopnod d 3qacy 2

eoODGEDBYy 3

Euy
dE 3Yeon deEb
ak

d

dgqoaqy Y do9293godosd¥Yy B,dqBELIMAYYSBANDCCAG ¥ PCI . ndodse:
Tenabl e, fr EdaaRY3IeYq dqEfa¥Yzbgq bEj dEQQg, Ydeoaegfoavoady
Gl obal 2000 Y j odaqEddoeadgqbbgny 93dqRqb¥Yyny dauy 96

d3yrEbbge d dgsyon¥ dq¥Ydeod Qo bobpY¥YbYooeoE.o.Ookh-dEFdqaecbgaq
http://www.tenable.com/.

Tenable Network Security, Inc.
7063 Columbia Gateway Drive
Suite 100

Columbia, MD 21046
410.872.0555
www.tenable.com
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