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ВВЕДЕНИЕ 

Ȩ ɣɘɔɒ Ɋɔɐəɒɋɓɘɋ ɔɕɎɗɡɈɆɋɘɗɥ ɕɔɖɥɊɔɐ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɗɐɆɓɋɖɆ Nessus 4.x Ɋɑɥ 

ɕɖɔɈɋɊɋɓɎɥ ɆəɊɎɘɆ ɐɔɓɚɎɉəɖɆɜɎɎ ȴȷ Unix, Windows, ɇɆɍ ɊɆɓɓɡɛ, SCADA Ɏ Cisco ɗ 

ɜɋɑɢɤ ɕɖɔɈɋɖɐɎ ɗɔɇɑɤɊɋɓɎɥ ɕɔɑɎɘɎɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ, Ɇ ɘɆɐɌɋ ɈɡɕɔɑɓɋɓɎɥ ɕɔɎɗɐɆ 

ɎɓɚɔɖɒɆɜɎɎ, ɐɔɘɔɖɆɥ ɒɔɌɋɘ ɥɈɑɥɘɢɗɥ ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɔɏ, Ɉ ɗɔɊɋɖɌɎɒɔɒ ɖɆɍɑɎɝɓɡɛ 

ɗɎɗɘɋɒ. 

 

 

Ȩ ɐɔɓɘɋɐɗɘɋ ɓɆɗɘɔɥɟɋɉɔ ɊɔɐəɒɋɓɘɆ ɈɡɖɆɌɋɓɎɥ çɗɔɔɘɈɋɘɗɘɈɎɋ ɕɔɑɎɘɎɐɋè Ɏ 

çɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥè Ɏɗɕɔɑɢɍəɤɘɗɥ ɈɍɆɎɒɔɍɆɒɋɓɥɋɒɔ. 

 

 

Nessus ɕɔɍɈɔɑɥɋɘ ɕɖɔɈɔɊɎɘɢ ɆəɊɎɘ ɗɎɗɘɋɒɡ SCADA, ɔɊɓɆɐɔ ɣɘɆ 

ɚəɓɐɜɎɔɓɆɑɢɓɆɥ ɈɔɍɒɔɌɓɔɗɘɢ ɈɡɛɔɊɎɘ ɍɆ ɖɆɒɐɎ ɓɆɗɘɔɥɟɋɉɔ ɊɔɐəɒɋɓɘɆ. 

ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ ɗɈɋɊɋɓɎɥ ɗɒ. ɓɆ ɎɓɚɔɖɒɆɜɎɔɓɓɔɏ ɗɘɖɆɓɎɜɋ Nessus.org ɕɔ 

SCADA, ɖɆɍɒɋɟɋɓɓɔɏ ɍɊɋɗɢ. 

 

ȵɖɔɈɋɊɋɓɎɋ ɆəɊɎɘɆ ɗɔɔɘɈɋɘɗɘɈɎɥ ɗɑɋɊəɋɘ ɔɘɑɎɝɆɘɢ ɔɘ ɈɡɕɔɑɓɋɓɎɥ ɗɐɆɓɎɖɔɈɆɓɎɥ 

əɥɍɈɎɒɔɗɘɋɏ, ɛɔɘɥ ɣɘɎ ɕɖɔɜɋɊəɖɡ ɒɔɉəɘ Ɉ ɓɋɐɔɘɔɖɔɏ ɗɘɋɕɋɓɎ ɗɔɈɕɆɊɆɘɢ. ȵɖɎ 

ɕɖɔɈɋɊɋɓɎɎ ɆəɊɎɘɆ ɗɔɔɘɈɋɘɗɘɈɎɥ ɔɕɖɋɊɋɑɥɋɘɗɥ, ɓɆɗɘɖɔɋɓɆ ɑɎ ɗɎɗɘɋɒɆ Ɉ ɗɔɔɘɈɋɘɗɘɈɎɎ ɗ 

əɗɘɆɓɔɈɑɋɓɓɔɏ ɕɔɑɎɘɎɐɔɏ. ȵɖɎ ɗɐɆɓɎɖɔɈɆɓɎɎ əɥɍɈɎɒɔɗɘɎ ɔɕɖɋɊɋɑɥɋɘɗɥ, ɋɗɑɎ ɑɎ Ɉ 

ɗɎɗɘɋɒɋ ɓɋəɗɘɖɆɓɋɓɓɡɋ ɎɍɈɋɗɘɓɡɋ əɥɍɈɎɒɔɗɘɎ. ȽɎɘɆɘɋɑɎ əɍɓɆɤɘ ɘɎɕɡ ɕɆɖɆɒɋɘɖɔɈ 

ɓɆɗɘɖɔɏɐɎ Ɏ ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɡɛ ɊɆɓɓɡɛ, ɆəɊɎɘ ɐɔɘɔɖɡɛ ɈɔɍɒɔɌɋɓ, ɐɆɐ ɓɆɗɘɖɔɎɘɢ 

ɗɐɆɓɋɖ Nessus Ɋɑɥ ɈɡɕɔɑɓɋɓɎɥ ɆəɊɎɘɆ Ɏ ɐɆɐ ɕɖɋɊɑɆɉɆɋɒɔɋ ɐɔɒɕɆɓɎɋɏ Tenable ɗɖɋɊɗɘɈɔ 

SecurityCenter ɒɔɌɋɘ ɇɡɘɢ ɎɗɕɔɑɢɍɔɈɆɓɔ Ɋɑɥ əɕɖɆɈɑɋɓɎɥ ɣɘɎɒ ɕɖɔɜɋɗɗɔɒ Ɏ ɋɉɔ 

ɆɈɘɔɒɆɘɎɍɆɜɎɎ. 

 

НЕОБХОДИМЫЕ УСЛОВИЯ 

Ȫɑɥ ɎɍəɝɋɓɎɥ ɣɘɔɉɔ ɊɔɐəɒɋɓɘɆ ɕɖɋɊɕɔɑɆɉɆɋɘɗɥ ɓɆɑɎɝɎɋ ɔɕɖɋɊɋɑɋɓɓɔɉɔ əɖɔɈɓɥ ɍɓɆɓɎɏ 

ɗɐɆɓɋɖɆ əɥɍɈɎɒɔɗɘɋɏ Nessus. Ȫɑɥ ɕɔɑəɝɋɓɎɥ ɊɔɕɔɑɓɎɘɋɑɢɓɡɛ ɗɈɋɊɋɓɎɏ ɔ ɘɔɒ, ɐɆɐ 

ɒɔɌɓɔ ɓɆɗɘɖɔɎɘɢ Nessus Ɋɑɥ ɈɡɕɔɑɓɋɓɎɥ ɆəɊɎɘɆ ɎɗɕɖɆɈɑɋɓɎɏ ɑɔɐɆɑɢɓɡɛ ɗɎɗɘɋɒ Unix Ɏ 

Windows ɗɒ. Ɋɔɐəɒɋɓɘ çȵɖɔɈɋɖɐɎ Nessus ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ əɝɋɘɓɡɛ ɊɆɓɓɡɛ Ɋɑɥ Unix Ɏ 

Windowsè, ɖɆɍɒɋɟɋɓɓɡɏ ɕɔ ɆɊɖɋɗə http://www.nessus.org/documentation/. 

 

КЛИЕНТЫ, ИМЕЮЩИЕ ПОДПИСКУ NESSUS PROFESSIONALFEED И 

ПОЛЬЗУЮЩИЕСЯ КОНСОЛЬЮ SECURITYCENTER 

Ȫɑɥ ɈɡɕɔɑɓɋɓɎɥ ɕɖɔɈɋɖɔɐ ɗɔɔɘɈɋɘɗɘɈɎɥ, ɔɕɎɗɆɓɓɡɛ Ɉ ɣɘɔɒ Ɋɔɐəɒɋɓɘɋ, ɕɔɑɢɍɔɈɆɘɋɑɎ 

ɊɔɑɌɓɡ Ɏɒɋɘɢ ɕɔɊɕɎɗɐə Nessus ProfessionalFeed ɎɑɎ ɕɔɑɢɍɔɈɆɘɢɗɥ ɗɖɋɊɗɘɈɔɒ 

SecurityCenter. ȴɇɆ ɕɖɔɊəɐɘɆ ɒɔɌɓɔ ɕɖɎɔɇɖɋɗɘɎ ə ɐɔɒɕɆɓɎɎ Tenable Network Security 

(http://www.tenable.com/). ȧɔɑɋɋ ɕɔɊɖɔɇɓɡɏ ɗɕɎɗɔɐ ɘɋɛɓɎɝɋɗɐɎɛ ɘɖɋɇɔɈɆɓɎɏ Ɋɑɥ 

ɕɖɔɈɋɊɋɓɎɥ ɆəɊɎɘɆ ɕɖɎɈɋɊɋɓ Ɉ ɗɑɋɊəɤɟɎɛ ɓɋɗɐɔɑɢɐɎɛ ɉɑɆɈɆɛ. 

 

СТАНДАРТЫ И УСЛОВНЫЕ ОБОЗНАЧЕНИЯ 

Ƀɘɔɘ Ɋɔɐəɒɋɓɘ ɥɈɑɥɋɘɗɥ ɕɋɖɋɈɔɊɔɒ ɔɖɎɉɎɓɆɑɢɓɔɏ ɈɋɖɗɎɎ ɓɆ ɆɓɉɑɎɏɗɐɔɒ ɥɍɡɐɋ. ȽɆɗɘɢ 

ɘɋɐɗɘɆ ɔɗɘɆɋɘɗɥ ɓɆ ɆɓɉɑɎɏɗɐɔɒ ɥɍɡɐɋ, ɝɘɔɇɡ ɕɔɐɆɍɆɘɢ, ɐɆɐ ɣɘɔɘ ɘɋɐɗɘ ɕɖɋɊɗɘɆɈɑɋɓ Ɉ 

ɕɖɔɉɖɆɒɒɓɔɒ ɕɖɔɊəɐɘɋ. 

 

Ȩ ɖɆɒɐɆɛ Ɉɗɋɏ ɊɔɐəɒɋɓɘɆɜɎɎ ɎɒɋɓɆ ɚɆɏɑɔɈ, ɊɋɒɔɓɔɈ Ɏ Ɏɗɕɔɑɓɥɋɒɡɛ ɒɔɊəɑɋɏ ɈɡɊɋɑɋɓɡ 
ɞɖɎɚɘɔɒ courier bold . 

 

http://www.nessus.org/products/professional-feed/index.php?view=scada
http://www.nessus.org/documentation/
http://www.tenable.com/
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ȵɆɖɆɒɋɘɖɡ Ɏ ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ ɘɆɐɌɋ ɈɡɊɋɑɋɓɡ ɞɖɎɚɘɔɒ courier 

bold . ȵɆɖɆɒɋɘɖɡ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ ɒɔɉəɘ ɈɐɑɤɝɆɘɢ ɎɑɎ ɓɋ ɈɐɑɤɝɆɘɢ ɕɖɎɉɑɆɞɋɓɎɋ 

ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ Ɏ ɈɡɈɔɊɎɒɡɏ Ɉ ɖɋɍəɑɢɘɆɘɋ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ ɘɋɐɗɘ. ȽɆɗɘɔ 

ɈɡɕɔɑɓɥɋɒɆɥ ɐɔɒɆɓɊɆ ɕɖɎɈɔɊɎɘɗɥ ɌɎɖɓɡɒ ɞɖɎɚɘɔɒ, ɝɘɔɇɡ ɈɡɊɋɑɎɘɢ ɓɆɇɎɖɆɋɒɡɏ 
ɕɔɑɢɍɔɈɆɘɋɑɋɒ ɘɋɐɗɘ. ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɕɖɎɒɋɖ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ Unix pwd. 

 
# pwd 

/home/test/  

# 

 

 

ɃɘɎɒ ɗɎɒɈɔɑɔɒ Ɏ ɖɆɒɐɔɏ ɗ ɗɋɖɡɒ ɚɔɓɔɒ ɈɡɊɋɑɋɓɡ ɈɆɌɓɡɋ ɕɖɎɒɋɝɆɓɎɥ Ɏ 

ɗɔɔɇɖɆɌɋɓɎɥ. 

 

 

ɃɘɎɒ ɗɎɒɈɔɑɔɒ Ɏ ɖɆɒɐɔɏ ɗ ɗɎɓɎɒ ɚɔɓɔɒ Ɏ ɇɋɑɡɒ ɘɋɐɗɘɔɒ ɈɡɊɋɑɋɓɡ ɗɔɈɋɘɡ, 

ɕɖɎɒɋɖɡ Ɏ ɔɕɘɎɒɆɑɢɓɡɋ ɒɋɘɔɊɡ. 

 

СТАНДАРТЫ СООТВЕТСТВИЯ 

ȷəɟɋɗɘɈəɋɘ ɒɓɔɌɋɗɘɈɔ ɖɆɍɑɎɝɓɡɛ ɘɎɕɔɈ ɘɖɋɇɔɈɆɓɎɏ ɐ ɗɔɔɘɈɋɘɗɘɈɎɤ, əɗɘɆɓɆɈɑɎɈɆɋɒɡɛ 

ɉɔɗəɊɆɖɗɘɈɋɓɓɡɒɎ Ɏ ɚɎɓɆɓɗɔɈɡɒɎ ɔɖɉɆɓɎɍɆɜɎɥɒɎ. ȨɆɌɓɔ ɕɔɓɎɒɆɘɢ, ɝɘɔ ɣɘɎ ɘɖɋɇɔɈɆɓɎɥ 

ɐ ɗɔɔɘɈɋɘɗɘɈɎɤ ɥɈɑɥɤɘɗɥ ɒɎɓɎɒɆɑɢɓɡɒ ɇɆɍɔɈɡɒ əɖɔɈɓɋɒ, ɐɔɘɔɖɡɏ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ 

ɐɔɒɒɋɖɝɋɗɐɎɛ ɍɆɊɆɝ ɔɖɉɆɓɎɍɆɜɎɎ ɒɔɌɓɔ ɎɓɘɋɖɕɖɋɘɎɖɔɈɆɘɢ ɕɔ-ɖɆɍɓɔɒə. ȸɖɋɇɔɈɆɓɎɥ ɐ 

ɗɔɔɘɈɋɘɗɘɈɎɤ ɊɔɑɌɓɡ ɇɡɘɢ ɗɔɕɔɗɘɆɈɑɋɓɡ ɗ ɐɔɒɒɋɖɝɋɗɐɎɒɎ ɜɋɑɥɒɎ Ɋɑɥ ɔɇɋɗɕɋɝɋɓɎɥ 

ɓɆɊɑɋɌɆɟɋɉɔ ɈɡɥɈɑɋɓɎɥ Ɏ ɗɓɎɌɋɓɎɥ ɖɎɗɐɔɈ. ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ ɗɈɋɊɋɓɎɥ ɔ ɖɆɍɈɎɘɎɎ 

ɣɘɔɉɔ ɕɖɔɜɋɗɗɆ ɗɒ. Ɉ Ɋɔɐəɒɋɓɘɋ ɐɔɒɕɆɓɎɎ Tenable çMaximizing ROI on Vulnerability 

Managementè (ȪɔɗɘɎɌɋɓɎɋ ɒɆɐɗɎɒɆɑɢɓɔɏ ɔɐəɕɆɋɒɔɗɘɎ ɎɓɈɋɗɘɎɜɎɏ Ɉ əɕɖɆɈɑɋɓɎɋ 

əɥɍɈɎɒɔɗɘɥɒɎ), ɖɆɍɒɋɟɋɓɓɔɒ ɕɔ ɆɊɖɋɗə http://www.tenable.com/whitepapers/. 

 

ȳɆɕɖɎɒɋɖ, ɕɖɋɊɕɖɎɥɘɎɋ ɒɔɌɋɘ Ɏɒɋɘɢ ɕɔɑɎɘɎɐə, ɘɖɋɇəɤɟəɤ, ɝɘɔɇɡ ɓɆ Ɉɗɋɛ ɗɋɖɈɋɖɆɛ ɗ 

ɕɔɍɈɔɑɥɤɟɋɏ əɗɘɆɓɔɈɎɘɢ ɑɎɝɓɔɗɘɢ ɐɑɎɋɓɘɔɈ ɎɓɚɔɖɒɆɜɎɋɏ (PII) ɇɡɑɆ ɈɐɑɤɝɋɓɆ 

ɖɋɉɎɗɘɖɆɜɎɥ Ɏ ɒɎɓɎɒɆɑɢɓɆɥ ɊɑɎɓɆ ɕɆɖɔɑɥ ɗɔɗɘɆɈɑɥɑɆ ɓɋ ɒɋɓɋɋ 10 ɗɎɒɈɔɑɔɈ. ɃɘɆ 

ɕɔɑɎɘɎɐɆ ɒɔɌɋɘ ɕɔɒɔɝɢ ɔɖɉɆɓɎɍɆɜɎɎ Ɉ ɋɋ ɗɘɖɋɒɑɋɓɎɎ ɔɇɋɗɕɋɝɎɘɢ ɗɔɔɘɈɋɘɗɘɈɎɋ ɑɤɇɡɒ 

ɓɔɖɒɆɒ Ɏ ɕɖɆɈɎɑɆɒ. 

 

Ȱ ɝɎɗɑə ɖɆɗɕɖɔɗɘɖɆɓɋɓɓɡɛ ɓɔɖɒ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɏ ɖəɐɔɈɔɊɗɘɈ ɕɔ ɗɔɔɘɈɋɘɗɘɈɎɤ ɔɘɓɔɗɥɘɗɥ: 

 

> BASEL II 

> ȷɘɆɓɊɆɖɘɡ ȼɋɓɘɖɆ Ɏɓɘɋɖɓɋɘ-ɇɋɍɔɕɆɗɓɔɗɘɎ (CIS) 

> ȭɆɊɆɝɎ ɐɔɓɘɖɔɑɥ, ɐɆɗɆɤɟɎɋɗɥ ɗɈɥɍɆɓɓɡɛ ɗ ɎɓɚɔɖɒɆɜɎɋɏ ɘɋɛɓɔɑɔɉɎɏ (COBIT) 

> ȶəɐɔɈɔɊɗɘɈɆ STIG ȹɕɖɆɈɑɋɓɎɥ ɎɓɚɔɖɒɆɜɎɔɓɓɔɉɔ ɔɇɋɗɕɋɝɋɓɎɥ ȲɎɓɎɗɘɋɖɗɘɈɆ 
ɔɇɔɖɔɓɡ ȷȾȦ (DISA) 

> ȺɋɊɋɖɆɑɢɓɡɏ ɍɆɐɔɓ ɔɇ əɕɖɆɈɑɋɓɎɎ ɇɋɍɔɕɆɗɓɔɗɘɢɤ ɎɓɚɔɖɒɆɜɎɎ (FISMA) 

> ȧɆɍɔɈɆɥ ɐɔɓɚɎɉəɖɆɜɎɥ ɚɋɊɋɖɆɑɢɓɡɛ ɓɆɗɘɔɑɢɓɡɛ ɐɔɒɕɢɤɘɋɖɔɈ (FDCC) 

> ȭɆɐɔɓ ȩɖɣɒɒɆ-ȱɎɝɆ-ȧɑɆɏɑɎ (GLBA) 

> ȭɆɐɔɓ ɔɇ ɔɘɈɋɘɗɘɈɋɓɓɔɗɘɎ Ɏ ɕɋɖɋɓɔɗɋ ɊɆɓɓɡɛ ɔ ɗɘɖɆɛɔɈɆɓɎɎ ɍɊɔɖɔɈɢɥ ɉɖɆɌɊɆɓ 
(HIPAA) 

> ȷɘɆɓɊɆɖɘɡ ɇɋɍɔɕɆɗɓɔɗɘɎ ISO 27002/17799 

http://www.tenable.com/whitepapers/
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> ȧɎɇɑɎɔɘɋɐɆ ɎɓɚɔɖɒɆɜɎɎ ɕɔ ɎɓɚɔɖɒɆɜɎɔɓɓɡɒ ɘɋɛɓɔɑɔɉɎɥɒ (ITIL) 

> ȶəɐɔɈɔɊɗɘɈɆ ɕɔ ɐɔɓɚɎɉəɖɆɜɎɎ ȳɆɜɎɔɓɆɑɢɓɔɉɔ ɎɓɗɘɎɘəɘɆ ɗɘɆɓɊɆɖɘɎɍɆɜɎɎ ȷȾȦ (NIST) 

> ȶəɐɔɈɔɊɗɘɈɆ ɕɔ ɐɔɓɚɎɉəɖɆɜɎɎ ȹɕɖɆɈɑɋɓɎɥ ɓɆɜɎɔɓɆɑɢɓɔɏ ɇɋɍɔɕɆɗɓɔɗɘɎ ȷȾȦ (NSA) 

> ȷɘɆɓɊɆɖɘɡ ɇɋɍɔɕɆɗɓɔɗɘɎ ɊɆɓɓɡɛ Ɉ ɗɚɋɖɋ ɕɑɆɘɋɌɓɡɛ ɐɆɖɘ (PCI DSS) 

> ȭɆɐɔɓ ȷɆɖɇɋɏɓɗɆ-ȴɐɗɑɎ (SOX) 

> ȭɆɟɎɘɆ ɊɆɓɓɡɛ ɓɆ ɔɇɠɋɐɘɆɛ (SDP) 

> ȶɆɍɑɎɝɓɡɋ ɍɆɐɔɓɡ ɞɘɆɘɔɈ (ɓɆɕɖɎɒɋɖ, ȭɆɐɔɓ ɔɇ əɈɋɊɔɒɑɋɓɎɎ ɔ ɓɆɖəɞɋɓɎɎ 

ɇɋɍɔɕɆɗɓɔɗɘɎ ɞɘɆɘɆ ȰɆɑɎɚɔɖɓɎɥ; SB 1386) 

 

ɃɘɎ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɘɆɐɌɋ ɓɆɕɖɆɈɑɋɓɡ ɓɆ ɔɘɗɑɋɌɎɈɆɓɎɋ Ɉ ɖɋɌɎɒɋ ɖɋɆɑɢɓɔɉɔ 

ɈɖɋɒɋɓɎ, ɓɆɕɖɎɒɋɖ ɔɗəɟɋɗɘɈɑɋɓɎɋ ɈɡɥɈɑɋɓɎɥ ɕɖɔɓɎɐɓɔɈɋɓɎɏ Ɏ ɐɔɓɘɖɔɑɢ ɊɔɗɘəɕɆ. Ȫɑɥ 

ɕɔɑəɝɋɓɎɥ ɊɔɕɔɑɓɎɘɋɑɢɓɔɏ ɎɓɚɔɖɒɆɜɎɎ ɔ ɘɔɒ, ɐɆɐ ɕɖɋɊɑɆɉɆɋɒɡɋ ɐɔɒɕɆɓɎɋɏ Tenable 

ɖɋɞɋɓɎɥ Ɋɑɥ ɆəɊɎɘɆ ɐɔɓɚɎɉəɖɆɜɎɏ, əɕɖɆɈɑɋɓɎɥ əɥɍɈɎɒɔɗɘɥɒɎ, əɗɘɖɆɓɋɓɎɥ əɘɋɝɋɐ 

ɎɓɚɔɖɒɆɜɎɎ, ɆɓɆɑɎɍɆ ɌəɖɓɆɑɔɈ ɖɋɉɎɗɘɖɆɜɎɎ Ɏ ɓɆɇɑɤɊɋɓɎɥ ɍɆ ɗɋɘɢɤ ɒɔɉəɘ ɕɔɒɔɝɢ Ɉ 

ɈɡɕɔɑɓɋɓɎɎ əɕɔɒɥɓəɘɡɛ ɓɔɖɒ Ɏ ɕɖɆɈɎɑ ɗɔɔɘɈɋɘɗɘɈɎɥ ɘɖɋɇɔɈɆɓɎɥɒ ɔɇɖɆɟɆɏɘɋɗɢ ɕɔ 

ɆɊɖɋɗə ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɡ sales@tenable.com, ɝɘɔɇɡ ɍɆɕɖɔɗɎɘɢ ɣɐɍɋɒɕɑɥɖ ɊɔɐəɒɋɓɘɆ 

«Real-Time Compliance Monitoringè (ȳɆɇɑɤɊɋɓɎɋ ɍɆ ɗɔɔɘɈɋɘɗɘɈɎɋɒ Ɉ ɖɋɌɎɒɋ ɖɋɆɑɢɓɔɉɔ 

ɈɖɋɒɋɓɎ). 

 

АУДИТ КОНФИГУРАЦИЙ, УТЕЧКИ ИНФОРМАЦИИ И СООТВЕТСТВИЕ 

ТРЕБОВАНИЯМ 

 

Что такое аудит? 
 

 

ȷɐɆɓɋɖ Nessus ɕɔɍɈɔɑɥɋɘ ɕɖɔɈɔɊɎɘɢ ɆəɊɎɘ ɗɎɗɘɋɒɡ SCADA, ɔɊɓɆɐɔ ɣɘɆ 

ɚəɓɐɜɎɔɓɆɑɢɓɆɥ ɈɔɍɒɔɌɓɔɗɘɢ ɈɡɛɔɊɎɘ ɍɆ ɖɆɒɐɎ ɓɆɗɘɔɥɟɋɉɔ ɊɔɐəɒɋɓɘɆ. 

ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ ɗɈɋɊɋɓɎɥ ɗɒ. ɓɆ ɎɓɚɔɖɒɆɜɎɔɓɓɔɏ ɗɘɖɆɓɎɜɋ Nessus.org ɕɔ 

SCADA, ɖɆɍɒɋɟɋɓɓɔɏ ɍɊɋɗɢ. 

 

ȷɐɆɓɋɖ Nessus ɒɔɌɋɘ ɇɡɘɢ ɎɗɕɔɑɢɍɔɈɆɓ Ɋɑɥ ɈɛɔɊɆ ɓɆ ɗɋɖɈɋɖɡ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Unix 

Ɏ Windows, Ɉ ɗɎɗɘɋɒɡ əɗɘɖɔɏɗɘɈ Cisco, ɗɎɗɘɋɒɡ SCADA Ɏ ɇɆɍɡ ɊɆɓɓɡɛ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ 

ɘɔɉɔ, ɓɆɗɘɖɔɋɓɡ ɑɎ ɔɓɎ Ɉ ɗɔɔɘɈɋɘɗɘɈɎɎ ɗ ɑɔɐɆɑɢɓɔɏ ɕɔɑɎɘɎɐɔɏ ɇɋɍɔɕɆɗɓɔɗɘɎ ɔɇɠɋɐɘɆ. 

ȷɐɆɓɋɖ Nessus ɒɔɌɋɘ Ɉɡɕɔɑɓɥɘɢ ɕɔɎɗɐ ɕɔ Ɉɗɋɒə Ɍɋɗɘɐɔɒə ɊɎɗɐə ɗɎɗɘɋɒ Windows Ɏ Unix 

ɗ ɜɋɑɢɤ ɕɔɎɗɐɆ ɓɋɖɆɍɖɋɞɋɓɓɔɉɔ ɗɔɊɋɖɌɎɒɔɉɔ. 

 

Ȫɑɥ ɔɇɋɗɕɋɝɋɓɎɥ ɓɆɊɑɋɌɆɟɋɏ ɍɆɟɎɘɡ ɆɐɘɎɈɔɈ ɈɆɌɓɔ, ɝɘɔɇɡ ɔɖɉɆɓɎɍɆɜɎɎ ɔɕɖɋɊɋɑɥɑɎ 

ɕɔɑɎɘɎɐə ɇɋɍɔɕɆɗɓɔɗɘɎ ɔɇɠɋɐɘɔɈ Ɋɔ ɕɖɔɈɋɊɋɓɎɥ ɆəɊɎɘɆ. ȴɜɋɓɐɆ əɥɍɈɎɒɔɗɘɋɏ ɕɔɍɈɔɑɎɘ 

ɔɕɖɋɊɋɑɎɘɢ, əɥɍɈɎɒɡ ɑɎ ɗɎɗɘɋɒɡ Ɋɑɥ ɎɍɈɋɗɘɓɡɛ ɣɐɗɕɑɔɏɘɔɈ (ɗɖɋɊɗɘɈ ɈɍɑɔɒɆ, 

ɎɗɕɔɑɢɍəɤɟɎɛ əɥɍɈɎɒɔɗɘɎ), ɓɔ ɓɋ ɊɆɗɘ ɈɔɍɒɔɌɓɔɗɘɎ ɔɕɖɋɊɋɑɎɘɢ, ɓɆɕɖɎɒɋɖ, ɛɖɆɓɥɘɗɥ ɑɎ 

ɖɋɉɎɗɘɖɆɜɎɔɓɓɡɋ ɊɆɓɓɡɋ ɗɔɘɖəɊɓɎɐɔɈ ɓɆ ɔɇɟɋɊɔɗɘəɕɓɔɒ ɗɋɖɈɋɖɋ. 

 

Ȧɇɗɔɑɤɘɓɔɉɔ ɗɘɆɓɊɆɖɘɆ ɇɋɍɔɕɆɗɓɔɗɘɎ ɓɋ ɗəɟɋɗɘɈəɋɘ ð ɣɘɔ Ɉɔɕɖɔɗ əɕɖɆɈɑɋɓɎɥ ɖɎɗɐɆɒɎ, 

ɕɔɊɛɔɊ ɐ ɐɔɘɔɖɔɒə ɍɆɈɎɗɎɘ ɔɘ ɐɔɓɐɖɋɘɓɔɏ ɔɖɉɆɓɎɍɆɜɎɎ. 

 

ȳɆɕɖɎɒɋɖ, ɕɖɋɊɗɘɆɈɢɘɋ ɘɆɐɎɋ ɘɖɋɇɔɈɆɓɎɥ ɐ ɕɆɖɔɑɥɒ, ɐɆɐ ɕɔɑɎɘɎɐɎ Ɉ ɔɘɓɔɞɋɓɎɎ 

ɒɎɓɎɒɆɑɢɓɔɉɔ Ɏ ɒɆɐɗɎɒɆɑɢɓɔɉɔ ɗɖɔɐɆ ɊɋɏɗɘɈɎɥ ɕɆɖɔɑɋɏ Ɏ ɇɑɔɐɎɖɔɈɐɎ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ. 

ȨɔɍɒɔɌɓɔ ɗəɟɋɗɘɈɔɈɆɓɎɋ ɔɝɋɓɢ ɗɋɖɢɋɍɓɡɛ ɕɖɎɝɎɓ Ɋɑɥ ɝɆɗɘɔɏ ɎɑɎ ɓɋɝɆɗɘɔɏ ɗɒɋɓɡ 

ɕɆɖɔɑɋɏ. ȸɆɐɌɋ ɈɔɍɒɔɌɓɔ ɗəɟɋɗɘɈɔɈɆɓɎɋ ɔɝɋɓɢ ɗɋɖɢɋɍɓɡɛ ɕɖɎɝɎɓ ɇɑɔɐɎɖɔɈɐɎ əɝɋɘɓɔɏ 

ɍɆɕɎɗɎ Ɉ ɗɑəɝɆɋ ɇɔɑɋɋ ɝɋɒ ɕɥɘɎ ɓɋəɊɆɝɓɡɛ ɕɔɕɡɘɔɐ ɈɛɔɊɆ Ɉ ɗɎɗɘɋɒə, ɓɔ ɋɗɑɎ ɊɆɓɓɆɥ 

mailto:sales@tenable.com
http://www.nessus.org/products/professional-feed/index.php?view=scada
http://www.nessus.org/products/professional-feed/index.php?view=scada
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ɗɎɗɘɋɒɆ ɎɗɐɑɤɝɎɘɋɑɢɓɔ ɈɆɌɓɆ Ɋɑɥ ɕɖɋɊɕɖɎɥɘɎɥ Ɉ ɜɋɑɔɒ, ɘɔ əɗɘɆɓɔɈɐɆ ɇɔɑɋɋ Ɉɡɗɔɐɔɉɔ 

ɍɓɆɝɋɓɎɥ ɎɑɎ ɊɆɌɋ ɔɘɐɑɤɝɋɓɎɋ ɇɑɔɐɎɖɔɈɐɎ ɕɔɑɓɔɗɘɢɤ ɒɔɌɋɘ ɔɐɆɍɆɘɢɗɥ ɇɔɑɋɋ 

ɖɆɍəɒɓɡɒ. 

 

ɃɘɎ ɕɆɖɆɒɋɘɖɡ ɐɔɓɚɎɉəɖɆɜɎɎ ɥɈɑɥɤɘɗɥ ɗəɟɋɗɘɈɋɓɓɔɏ ɝɆɗɘɢɤ əɕɖɆɈɑɋɓɎɥ ɗɎɗɘɋɒɔɏ Ɏ 

ɕɔɑɎɘɎɐɎ ɇɋɍɔɕɆɗɓɔɗɘɎ, ɓɔ ɓɋ ɔɘɓɔɗɥɘɗɥ ɐ ɐɔɓɐɖɋɘɓɡɒ əɥɍɈɎɒɔɗɘɥɒ ɗɎɗɘɋɒɡ ɎɑɎ 

ɔɘɗəɘɗɘɈəɤɟɎɒ ɎɗɕɖɆɈɑɋɓɎɥɒ. ȷɐɆɓɋɖ Nessus ɒɔɌɋɘ Ɉɡɕɔɑɓɥɘɢ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ 

ɘɖɋɇɔɈɆɓɎɥɒ ɗɋɖɈɋɖɔɈ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Unix Ɏ Windows. ȵɔɑɎɘɎɐɎ ɒɔɉəɘ ɇɡɘɢ ɔɝɋɓɢ 

ɕɖɔɗɘɡɒɎ ɎɑɎ ɔɝɋɓɢ ɗɑɔɌɓɡɒɎ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɘɖɋɇɔɈɆɓɎɏ, ɕɖɋɊɠɥɈɑɥɋɒɡɛ ɕɖɎ 

ɐɆɌɊɔɒ ɐɔɓɐɖɋɘɓɔɒ ɗɐɆɓɎɖɔɈɆɓɎɎ ɗɎɗɘɋɒɡ Ɋɑɥ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ. 

 

Аудит в сравнении со сканированием уязвимостей 
ȷɐɆɓɋɖ Nessus ɒɔɌɋɘ Ɉɡɕɔɑɓɥɘɢ ɗɐɆɓɎɖɔɈɆɓɎɋ əɥɍɈɎɒɔɗɘɋɏ ɗɋɘɋɈɡɛ ɗɑəɌɇ, Ɇ ɘɆɐɌɋ 

Ɉɡɕɔɑɓɥɘɢ ɈɛɔɊ ɓɆ ɗɋɖɈɋɖ Ɋɑɥ ɈɡɥɈɑɋɓɎɥ ɑɤɇɡɛ ɓɋɊɔɗɘɆɤɟɎɛ ɎɗɕɖɆɈɑɋɓɎɏ. ȴɊɓɆɐɔ 

ɔɘɗəɘɗɘɈɎɋ əɥɍɈɎɒɔɗɘɋɏ ɓɋ ɔɍɓɆɝɆɋɘ, ɝɘɔ ɗɋɖɈɋɖɡ ɓɆɗɘɖɔɋɓɡ ɕɖɆɈɎɑɢɓɔ ɎɑɎ 

çɗɔɔɘɈɋɘɗɘɈəɤɘè ɔɕɖɋɊɋɑɋɓɓɔɒə ɗɘɆɓɊɆɖɘə. 

 

ȵɖɋɎɒəɟɋɗɘɈɔ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɗɐɆɓɋɖɆ Nessus Ɋɑɥ ɈɡɕɔɑɓɋɓɎɥ ɗɐɆɓɎɖɔɈɆɓɎɥ 

əɥɍɈɎɒɔɗɘɋɏ Ɏ ɕɖɔɈɋɊɋɓɎɥ ɆəɊɎɘɆ ɗɔɔɘɈɋɘɗɘɈɎɥ ɘɖɋɇɔɈɆɓɎɥɒ ɍɆɐɑɤɝɆɋɘɗɥ Ɉ ɘɔɒ, ɝɘɔ Ɉɗɋ 

ɊɆɓɓɡɋ ɒɔɉəɘ ɇɡɘɢ ɕɔɑəɝɋɓɡ ɔɊɓɔɈɖɋɒɋɓɓɔ. ȳɆɑɎɝɎɋ ɍɓɆɓɎɏ ɔ ɘɔɒ, ɐɆɐ ɓɆɗɘɖɔɋɓ 

ɗɋɖɈɋɖ, ɐɆɐɎɋ ɎɗɕɖɆɈɑɋɓɎɥ ɕɖɎɒɋɓɋɓɡ Ɏ ɐɆɐɎɋ əɥɍɈɎɒɔɗɘɎ ɗəɟɋɗɘɈəɤɘ, ɒɔɌɋɘ ɕɔɒɔɝɢ 

ɔɕɖɋɊɋɑɎɘɢ ɒɋɖɡ ɕɔ ɗɓɎɌɋɓɎɤ ɖɎɗɐɆ. 

 

ȳɆ ɇɔɑɋɋ Ɉɡɗɔɐɔɒ əɖɔɈɓɋ, ɋɗɑɎ ɣɘɆ ɎɓɚɔɖɒɆɜɎɥ ɔɇɔɇɟɆɋɘɗɥ Ɋɑɥ ɜɋɑɔɏ ɗɋɘɎ ɎɑɎ ɐɑɆɗɗɆ 

ɗɖɋɊɗɘɈ (ɓɆɕɖɎɒɋɖ, ɗ ɕɔɒɔɟɢɤ ɗɖɋɊɗɘɈɆ SecurityCenter ɐɔɒɕɆɓɎɎ Tenable), 

ɇɋɍɔɕɆɗɓɔɗɘɢ Ɏ ɖɎɗɐɎ ɒɔɌɓɔ ɆɓɆɑɎɍɎɖɔɈɆɘɢ ɉɑɔɇɆɑɢɓɔ. Ƀɘɔ ɕɔɍɈɔɑɥɋɘ ɆəɊɎɘɔɖɆɒ Ɏ 

ɖəɐɔɈɔɊɎɘɋɑɥɒ ɗɋɘɋɏ ɈɡɥɈɑɥɘɢ ɘɋɓɊɋɓɜɎɎ, ɐɆɗɆɤɟɎɋɗɥ ɓɋ ɔɘɈɋɝɆɤɟɎɛ ɘɖɋɇɔɈɆɓɎɥɒ 

ɗɎɗɘɋɒ, Ɏ ɐɔɖɖɋɐɘɎɖɔɈɆɘɢ ɗɖɋɊɗɘɈɆ ɐɔɓɘɖɔɑɥ Ɋɑɥ ɇɔɑɋɋ ɒɆɗɞɘɆɇɓɔɉɔ Ɏɛ əɗɘɖɆɓɋɓɎɥ. 

 

Пример элементов аудита 
Ȩ ɕɔɗɑɋɊəɤɟɎɛ ɖɆɍɊɋɑɆɛ ɔɕɎɗɡɈɆɤɘɗɥ ɆəɊɎɘɡ ɐɔɓɚɎɉəɖɆɜɎɎ ȴȷ Windows, Unix, ɇɆɍ 

ɊɆɓɓɡɛ Ɏ ɗɎɗɘɋɒ Cisco. 

 

 

ȲɔɊəɑɢ ɖɋɉəɑɥɖɓɡɛ ɈɡɖɆɌɋɓɎɏ ɗɐɆɓɋɖɆ Nessus 4 ɔɗɓɔɈɆɓ ɓɆ ɊɎɆɑɋɐɘɋ ɥɍɡɐɆ 

Perl Ɏ ɗɝɎɘɆɋɘɗɥ çɖɆɗɞɎɖɋɓɓɡɒ POSIXè Ɏɍ-ɍɆ ɕɖɎɗəɟɋɏ ɋɒə ɉɎɇɐɔɗɘɎ Ɏ 

ɗɐɔɖɔɗɘɎ ɖɆɇɔɘɡ. 

 

Windows 
ȷɐɆɓɋɖ Nessus ɒɔɌɋɘ ɘɋɗɘɎɖɔɈɆɘɢ ɑɤɇɡɋ ɕɆɖɆɒɋɘɖɡ, ɐɔɘɔɖɡɋ ɒɔɉəɘ ɇɡɘɢ ɍɆɊɆɓɡ ɓɆ 

ɕɑɆɘɚɔɖɒɋ Microsoft Windows Ɉ ɈɎɊɋ ɕɔɑɎɘɎɐɎ. ȷəɟɋɗɘɈəɋɘ ɓɋɗɐɔɑɢɐɔ ɗɔɘɋɓ ɕɆɖɆɒɋɘɖɔɈ 

ɖɋɋɗɘɖɆ, ɐɔɘɔɖɡɋ ɒɔɉəɘ ɇɡɘɢ ɕɖɔɈɋɖɋɓɡ, Ɇ ɘɆɐɌɋ ɒɔɉəɘ ɇɡɘɢ ɕɖɔɆɓɆɑɎɍɎɖɔɈɆɓɡ 

ɖɆɍɖɋɞɋɓɎɥ ɚɆɏɑɔɈ, ɐɆɘɆɑɔɉɔɈ Ɏ ɔɇɠɋɐɘɔɈ. ȳɋɕɔɑɓɡɏ ɕɋɖɋɝɋɓɢ ɕɖɎɒɋɖɔɈ ɆəɊɎɘɆ 

ɈɐɑɤɝɆɋɘ ɎɗɕɡɘɆɓɎɋ ɗɑɋɊəɤɟɎɛ ɓɆɗɘɖɔɋɐ: 

 

> ɊɑɎɘɋɑɢɓɔɗɘɢ ɇɑɔɐɎɖɔɈɐɎ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ; 

> ɛɖɆɓɋɓɎɋ ɌəɖɓɆɑɆ ɇɋɍɔɕɆɗɓɔɗɘɎ; 

> ɈɔɍɒɔɌɓɔɗɘɢ ɑɔɐɆɑɢɓɔɉɔ ɈɛɔɊɆ Ɉ ɗɎɗɘɋɒə; 

> ɈɋɊɋɓɎɋ ɌəɖɓɆɑɆ ɕɆɖɔɑɋɏ. 

 

ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɕɖɎɒɋɖ ɣɑɋɒɋɓɘɆ ɆəɊɎɘɆ Ɋɑɥ ɗɋɖɈɋɖɔɈ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Windows: 
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<item>  

 name: "Minimum password length"  

 value: 7  

</item>  

 

Ƀɘɔɘ ɐɔɓɐɖɋɘɓɡɏ ɆəɊɎɘ Ɏɟɋɘ ɓɆ ɗɋɖɈɋɖɋ Windows ɕɆɖɆɒɋɘɖ çMinimum password lengthè 

(ɒɎɓɎɒɆɑɢɓɆɥ ɊɑɎɓɆ ɕɆɖɔɑɥ) Ɏ ɉɋɓɋɖɎɖəɋɘ ɗɎɉɓɆɑ ɘɖɋɈɔɉɎ, ɋɗɑɎ ɍɓɆɝɋɓɎɋ ɣɘɔɉɔ 

ɕɆɖɆɒɋɘɖɆ ɒɋɓɢɞɋ ɗɋɒɎ ɗɎɒɈɔɑɔɈ. 

 

ȷɐɆɓɋɖ Nessus ɒɔɌɋɘ ɘɆɐɌɋ ɕɖɔɎɍɈɔɊɎɘɢ ɕɔɎɗɐ ɓɆ ɐɔɒɕɢɤɘɋɖɆɛ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ 

Windows ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɡɛ ɊɆɓɓɡɛ. ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɕɖɎɒɋɖ ɈɡɕɔɑɓɋɓɎɥ ɕɔɎɗɐɆ 

ɓɔɒɋɖɔɈ ɐɖɋɊɎɘɓɡɛ ɐɆɖɘ Visa Ɉ ɚɆɏɑɆɛ ɖɆɍɑɎɝɓɡɛ ɚɔɖɒɆɘɔɈ: 

 

<item>  

 type: FILE_CONTENT_CHECK  

 description: "Determine if a file contains a valid VISA Credit Card 

Number"  

 file_exte nsion: "xls" | "pdf" | "txt"  

 regex: "([^0 - 9- ]|^)(4[0 - 9]{3}( | - |)([0 - 9]{4})( | - |)([0 - 9]{4})( | - |)([0 -

9]{4}))([^0 - 9- ]|$)"  

 expect: "VISA" | "credit" | "Visa" | "CCN"  

 max_size: "50K"  

 only_show: "4"  

</item>  

 

ɃɘɆ ɕɖɔɈɋɖɐɆ Ɏɟɋɘ ɕɔ ɚɆɏɑɆɒ ɕɖɎɑɔɌɋɓɎɏ Excel, Adobe Ɏ ɘɋɐɗɘɔɈɡɒ ɚɆɏɑɆɒ 

ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɔɕɖɋɊɋɑɋɓɓɡɒ ɔɇɖɆɍɜɆɒ ɚɖɆɉɒɋɓɘɡ ɘɋɐɗɘɆ, ɗɈɎɊɋɘɋɑɢɗɘɈəɤɟɎɋ ɔ 

ɓɆɑɎɝɎɎ ɔɊɓɔɉɔ ɎɑɎ ɓɋɗɐɔɑɢɐɎɛ ɊɋɏɗɘɈɎɘɋɑɢɓɡɛ ɓɔɒɋɖɔɈ ɐɖɋɊɎɘɓɡɛ ɐɆɖɘ Visa. 

 

Unix 
ȷɐɆɓɋɖ Nessus ɒɔɌɓɔ ɞɎɖɔɐɔ ɎɗɕɔɑɢɍɔɈɆɘɢ Ɋɑɥ ɘɋɗɘɎɖɔɈɆɓɎɥ ɖɆɍɖɋɞɋɓɎɏ ɚɆɏɑɔɈ, 

ɗɔɊɋɖɌɎɒɔɉɔ ɚɆɏɑɔɈ, ɈɡɕɔɑɓɥɤɟɎɛɗɥ ɕɖɔɜɋɗɗɔɈ Ɏ ɐɔɓɘɖɔɑɥ ɊɔɗɘəɕɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɉ 

ɖɆɍɑɎɝɓɡɛ ɗɎɗɘɋɒɆɛ ɓɆ ɔɗɓɔɈɋ Unix. Ȩ ɓɆɗɘɔɥɟɋɋ Ɉɖɋɒɥ ɕɖɋɊɑɆɉɆɤɘɗɥ ɕɖɔɈɋɖɐɎ Ɋɑɥ 

ɔɗəɟɋɗɘɈɑɋɓɎɥ ɆəɊɎɘɆ ɘɆɐɎɛ ɕɖɔɎɍɈɔɊɓɡɛ ɔɘ Unix ɗɎɗɘɋɒ, ɐɆɐ Solaris, Red Hat, AIX, HP-

UX, SuSE, Gentoo Ɏ FreeBSD. 

 

<item>  

 name: "min_password_length"  

 description: "Minimum password length"  

 value: "14..MAX"  

</item>  

 

Ƀɘɔɘ ɆəɊɎɘ ɕɖɔɈɋɖɥɋɘ, əɗɘɆɓɔɈɑɋɓɆ ɑɎ Ɉ ɗɎɗɘɋɒɋ Unix ɒɎɓɎɒɆɑɢɓɆɥ ɊɑɎɓɆ ɕɆɖɔɑɥ 14 

ɗɎɒɈɔɑɔɈ. 

 

Cisco 
ȷɐɆɓɋɖ Nessus ɒɔɌɋɘ ɎɗɕɡɘɡɈɆɘɢ ɘɋɐəɟəɤ ɐɔɓɚɎɉəɖɆɜɎɤ ɗɎɗɘɋɒ, ɖɆɇɔɘɆɤɟɎɛ ɕɔɊ 

əɕɖɆɈɑɋɓɎɋɒ ȴȷ Cisco IOS, Ɏ ɕɔɊɘɈɋɖɌɊɆɘɢ Ɏɛ ɗɔɔɘɈɋɘɗɘɈɎɋ ɗɘɆɓɊɆɖɘɆɒ ɕɔɑɎɘɎɐ 

ɇɋɍɔɕɆɗɓɔɗɘɎ. ȵɖɔɈɋɖɐɎ ɒɔɌɓɔ Ɉɡɕɔɑɓɥɘɢ, Ɏɗɕɔɑɢɍəɥ ɐɆɐəɤ-ɑɎɇɔ əɝɋɘɓəɤ ɍɆɕɎɗɢ ɇɋɍ 
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ɊɔɕɔɑɓɎɘɋɑɢɓɡɛ ɕɖɆɈ ɎɑɎ əɝɋɘɓəɤ ɍɆɕɎɗɢ ɗ ɔɇɋɗɕɋɝɎɈɆɤɟɎɒ ɊɔɕɔɑɓɎɘɋɑɢɓɡɋ ɕɖɆɈɆ 

ɕɆɖɔɑɋɒ enable. 

 

<item>  

 type: CONFIG_CHECK  

 description: "Require AAA service"  

 info: "Verify centralized authentication, authorization and accounting"  

 info: "(AAA)service (new - model) is enabled."  

 item: "aaa new - model"  

</item>  

 

ɹʘʟʳ ʜʘʥʥʳʭ 
ȷɐɆɓɋɖ Nessus ɒɔɌɋɘ ɇɡɘɢ ɓɆɗɘɖɔɋɓ Ɋɑɥ ɈɛɔɊɆ Ɉ ɇɆɍɡ ɊɆɓɓɡɛ ɗɑɋɊəɤɟɋɉɔ ɘɎɕɆ Ɏ 

ɔɕɖɋɊɋɑɋɓɎɥ ɗɔɔɘɈɋɘɗɘɈɎɥ ɘɖɋɇɔɈɆɓɎɥɒ Ɏɛ ɑɔɐɆɑɢɓɡɛ ɕɔɑɎɘɎɐ ɇɋɍɔɕɆɗɓɔɗɘɎ: 

 

> SQL Server 

> Oracle 

> MySQL 

> PostgreSQL 

> DB2 

> Informix/DRDA 

 

ȦəɊɎɘɡ ɇɆɍ ɊɆɓɓɡɛ ɔɇɡɝɓɔ ɗɔɗɘɔɥɘ Ɏɍ ɖɥɊɆ ɔɕɋɖɆɘɔɖɔɈ, ɎɍɈɑɋɐɆɤɟɎɛ Ɏɍ ɇɆɍɡ ɊɆɓɓɡɛ 

ɗɈɥɍɆɓɓɡɋ ɗ ɇɋɍɔɕɆɗɓɔɗɘɢɤ ɗɈɋɊɋɓɎɥ, ɓɆɕɖɎɒɋɖ ɔ ɗəɟɋɗɘɈɔɈɆɓɎɎ ɎɑɎ ɗɘɆɘəɗɋ 

ɓɋɇɋɍɔɕɆɗɓɡɛ ɛɖɆɓɎɒɡɛ ɕɖɔɜɋɊəɖ. ȵɖɎɈɋɊɋɒ ɕɖɎɒɋɖ, ɔɕɖɋɊɋɑɥɤɟɎɏ, ɈɐɑɤɝɋɓɆ ɑɎ 

ɕɔɘɋɓɜɎɆɑɢɓɔ ɔɕɆɗɓɆɥ ɛɖɆɓɎɒɆɥ ɕɖɔɜɋɊəɖɆ xp_cmdshell : 

 

<custom_item>  

 type: SQL_PO LICY  

 description: "xp_cmdshell option"  

 info: "The xp_cmdshell extended stored procedures allows execution of 

host executables outside the controls of database access 

permissions and may be exploited by malicious users."  

 info: "Checking that the xp_cmdsh ell stored procedure is set to '0'"  

 sql_request: "select value_in_use from sys.configurations where name = 

'xp_cmdshell'"  

 sql_types: POLICY_INTEGER  

 sql_expect: "0"  

</custom_item>  

 

ȨɔɍɒɔɌɓɔɗɘɢ ɓɆɕɎɗɆɘɢ ɚɆɏɑɡ ɆəɊɎɘɆ Ɋɑɥ ɐɆɌɊɔɏ ɔɖɉɆɓɎɍɆɜɎɎ Ɏ Ɉɡɕɔɑɓɥɘɢ ɕɔɎɗɐ 

ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɡɛ ɊɆɓɓɡɛ ɔɝɋɓɢ ɕɔɑɋɍɓɆ. Ȩ ɣɘɔɒ Ɋɔɐəɒɋɓɘɋ ɔɕɎɗɡɈɆɋɘɗɥ, ɐɆɐ ɗɔɍɊɆɘɢ 

ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɋ ɕɔɑɎɘɎɐɎ ɕɔɎɗɐɆ ɊɆɓɓɡɛ ɖɆɍɑɎɝɓɡɛ ɘɎɕɔɈ. 

 

Отчеты об аудите 
ȵɖɎ ɈɡɕɔɑɓɋɓɎɎ ɆəɊɎɘɆ ɗɐɆɓɋɖ Nessus ɕɡɘɆɋɘɗɥ ɔɕɖɋɊɋɑɎɘɢ, ɝɘɔ ɛɔɗɘ ɗɔɔɘɈɋɘɗɘɈəɋɘ 

ɘɖɋɇɔɈɆɓɎɥɒ, ɓɋ ɗɔɔɘɈɋɘɗɘɈəɋɘ ɘɖɋɇɔɈɆɓɎɥɒ ɎɑɎ ɝɘɔ ɖɋɍəɑɢɘɆɘɡ ɥɈɑɥɤɘɗɥ 

ɓɋɔɐɔɓɝɆɘɋɑɢɓɡɒɎ. 
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ȶɋɍəɑɢɘɆɘɡ, ɗɈɎɊɋɘɋɑɢɗɘɈəɤɟɎɋ ɔ ɓɋɗɔɔɘɈɋɘɗɘɈɎɎ ɘɖɋɇɔɈɆɓɎɥɒ, ɖɋɉɎɗɘɖɎɖəɤɘɗɥ 

ɗɐɆɓɋɖɔɒ Nessus ɐɆɐ çNoteè ɗ əɐɆɍɆɓɎɋɒ əɖɔɈɓɥ ɗɋɖɢɋɍɓɔɗɘɎ, ɖɋɍəɑɢɘɆɘɡ, 

ɕɔɊɘɈɋɖɌɊɆɤɟɎɋ ɓɋɗɔɔɘɈɋɘɗɘɈɎɋ ɘɖɋɇɔɈɆɓɎɥɒ, ɖɋɉɎɗɘɖɎɖəɤɘɗɥ ɐɆɐ çHoleè (ɇɖɋɞɢ), Ɇ 

ɓɋɔɐɔɓɝɆɘɋɑɢɓɡɋ ɖɋɍəɑɢɘɆɘɡ (ɓɆɕɖɎɒɋɖ, ɕɖɔɈɋɖɐɆ ɖɆɍɖɋɞɋɓɎɏ Ɋɑɥ ɚɆɏɑɆ, ɐɔɘɔɖɡɏ ɓɋ 

ɇɡɑ ɓɆɏɊɋɓ Ɉ ɗɎɗɘɋɒɋ) ɖɋɉɎɗɘɖɎɖəɤɘɗɥ ɐɆɐ çWarningè (ɕɖɋɊəɕɖɋɌɊɋɓɎɋ). ȵɖɋɊɑɆɉɆɋɒɔɋ 

ɐɔɒɕɆɓɎɋɏ Tenable ɗɖɋɊɗɘɈɔ SecurityCenter Ɏɗɕɔɑɢɍəɋɘ ɗɑɋɊəɤɟəɤ ɉɖɆɊɆɜɎɤ 

ɗɋɖɢɋɍɓɔɗɘɎ: çlowè (ɓɎɍɐɆɥ), çmediumè (ɗɖɋɊɓɥɥ) Ɏ çhighè (ɈɡɗɔɐɆɥ). ȵɖɎ ɣɘɔɒ 

ɕɖɔɈɋɖɐɎ, ɐɔɘɔɖɡɋ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɘɖɋɇɔɈɆɓɎɥɒ, ɕɔɑəɝɆɤɘ əɖɔɈɋɓɢ ɗɋɖɢɋɍɓɔɗɘɎ «low», 

ɓɋ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ð çhighè, Ɇ ɓɋɔɐɔɓɝɆɘɋɑɢɓɡɋ ð «medium». 

 

Ȩ ɔɘɑɎɝɎɋ ɔɘ ɕɖɔɈɋɖɐɎ əɥɍɈɎɒɔɗɘɋɏ, Ɉ ɖɋɍəɑɢɘɆɘɋ ɐɔɘɔɖɔɏ ɗɔɔɇɟɆɋɘɗɥ ɘɔɑɢɐɔ ɔ 

ɚɆɐɘɎɝɋɗɐɎ ɗəɟɋɗɘɈəɤɟɎɛ əɥɍɈɎɒɔɗɘɥɛ, ɕɖɔɈɋɖɐɆ ɗɔɔɘɈɋɘɗɘɈɎɥ ɈɗɋɉɊɆ ɗɔɔɇɟɆɋɘ ɘɋ ɎɑɎ 

Ɏɓɡɋ ɖɋɍəɑɢɘɆɘɡ. ȸɆɐɎɒ ɔɇɖɆɍɔɒ, ɕɔɑəɝɋɓɓɡɋ ɊɆɓɓɡɋ ɒɔɉəɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɉ ɐɆɝɋɗɘɈɋ 

ɔɗɓɔɈɡ ɔɘɝɋɘɆ ɔɇ ɆəɊɎɘɋ Ɋɑɥ ɊɋɒɔɓɗɘɖɆɜɎɎ ɘɔɉɔ, ɝɘɔ ɛɔɗɘ ɕɖɔɞɋɑ ɎɑɎ ɓɋ ɕɖɔɞɋɑ 

ɐɔɓɐɖɋɘɓɔɋ ɎɗɕɡɘɆɓɎɋ ɑɎɇɔ ɓɋ ɒɔɉ ɇɡɘɢ ɓɆɊɑɋɌɆɟɎɒ ɔɇɖɆɍɔɒ ɎɗɕɡɘɆɓ. 

 

НЕОБХОДИМЫЕ ТЕХНОЛОГИИ 

 

Подключаемые модули Nessus .nbin для проверки соответствия 
конфигурации ОС Unix и Windows требованиям 
ȰɔɒɕɆɓɎɥ Tenable ɈɡɕəɗɘɎɑɆ ɊɈɆ ɕɔɊɐɑɤɝɆɋɒɡɛ ɒɔɊəɑɥ Nessus (ɎɊɋɓɘɎɚɎɐɆɘɔɖɡ 21156 

Ɏ 21157), ɐɔɘɔɖɡɋ ɥɈɑɥɤɘɗɥ ɖɋɆɑɎɍɆɜɎɋɏ ɎɓɘɋɖɚɋɏɗɔɈ API, Ɏɗɕɔɑɢɍəɋɒɡɛ Ɋɑɥ 

ɕɖɔɈɋɊɋɓɎɥ ɆəɊɎɘɆ ɗɎɗɘɋɒ Unix Ɏ Windows. ɃɘɎ ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ ɇɡɑɎ 
ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ ɗɐɔɒɕɎɑɎɖɔɈɆɓɡ Ɉ ɚɔɖɒɆɘ Nessus ç.nbin ». 

 

ɃɘɎ ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ Ɏ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɕɔɑɎɘɎɐɎ ɆəɊɎɘɆ Ɋɔɗɘəɕɓɡ ɐɑɎɋɓɘɆɒ, 

ɎɒɋɤɟɎɒ ɕɔɊɕɎɗɐə ɓɆ ɐɆɓɆɑ ProfessionalFeed, ɎɑɎ ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɐɔɓɗɔɑɎ 

SecurityCenter. Ȩ ɊɆɓɓɔɒ Ɋɔɐəɒɋɓɘɋ ɘɆɐɌɋ ɔɕɎɗɡɈɆɤɘɗɥ ɊɈɆ ɗɖɋɊɗɘɈɆ Ɋɑɥ ȴȷ Windows, 
ɐɔɘɔɖɡɋ ɕɔɒɔɉɆɤɘ ɗɔɍɊɆɈɆɘɢ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɋ ɚɆɏɑɡ ç.audit è Ɋɑɥ ȴȷ Windows, Ɏ 

ɔɊɓɔ ɗɖɋɊɗɘɈɔ Ɋɑɥ ȴȷ Unix, ɕɖɋɊɓɆɍɓɆɝɋɓɓɔɋ Ɋɑɥ ɗɔɍɊɆɓɎɥ ɚɆɏɑɔɈ ç.audit è Ɋɑɥ ȴȷ 

Unix. 

 

Подключаемый модуль .nbin Nessus для проверки соответствия 
содержимого ОС Windows  
ȰɔɒɕɆɓɎɥ Tenable ɈɡɕəɗɘɎɑɆ ɕɔɊɐɑɤɝɆɋɒɡɏ ɒɔɊəɑɢ Nessus  (ɎɊɋɓɘɎɚɎɐɆɘɔɖ 24760) 

ɕɔɊ ɓɆɍɈɆɓɎɋɒ çWindows File Contents Checkè (ɕɖɔɈɋɖɐɆ ɗɔɊɋɖɌɎɒɔɉɔ ɚɆɏɑɔɈ 

Windows), ɐɔɘɔɖɡɏ ɥɈɑɥɋɘɗɥ ɖɋɆɑɎɍɆɜɎɋɏ ɎɓɘɋɖɚɋɏɗɔɈ API, Ɏɗɕɔɑɢɍəɋɒɡɛ Ɋɑɥ 

ɕɖɔɈɋɖɐɎ ɗɎɗɘɋɒ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Windows ɓɆ ɓɆɑɎɝɎɋ ɓɋ ɔɘɈɋɝɆɤɟɋɉɔ 

ɘɖɋɇɔɈɆɓɎɥɒ ɗɔɊɋɖɌɎɒɔɉɔ, ɓɆɕɖɎɒɋɖ ɑɎɝɓɡɛ ɗɈɋɊɋɓɎɏ (Personally Identifiable 

Information, PII) ɎɑɎ ɍɆɟɎɟɆɋɒɡɛ ɒɋɊɎɜɎɓɗɐɎɛ ɗɈɋɊɋɓɎɏ (Protected Health Information, 

PHI). ɃɘɎ ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ ɗɐɔɒɕɎɑɎɖɔɈɆɓɡ Ɉ ɚɔɖɒɆɘ Nessus 
«.nbin è. ɃɘɎ ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ Ɏ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɕɔɑɎɘɎɐɎ ɆəɊɎɘɆ Ɋɔɗɘəɕɓɡ 

ɐɑɎɋɓɘɆɒ, ɎɒɋɤɟɎɒ ɕɔɊɕɎɗɐə ɓɆ ɐɆɓɆɑ ProfessionalFeed, ɎɑɎ ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɐɔɓɗɔɑɎ 

SecurityCenter. 

 

Подключаемый модуль .nbin Nessus для проверки соответствия баз 
данных 
ȰɔɒɕɆɓɎɥ Tenable ɈɡɕəɗɘɎɑɆ ɕɔɊɐɑɤɝɆɋɒɡɏ ɒɔɊəɑɢ Nessus  (ɎɊɋɓɘɎɚɎɐɆɘɔɖ 33814) 

ɕɔɊ ɓɆɍɈɆɓɎɋɒ çDatabase Compliance Checksè (ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ɇɆɍ ɊɆɓɓɡɛ), 

ɐɔɘɔɖɡɏ ɥɈɑɥɋɘɗɥ ɖɋɆɑɎɍɆɜɎɋɏ ɎɓɘɋɖɚɋɏɗɔɈ API, Ɏɗɕɔɑɢɍəɋɒɡɛ Ɋɑɥ ɆəɊɎɘɆ ɖɆɍɑɎɝɓɡɛ 

ɗɎɗɘɋɒ ɇɆɍ ɊɆɓɓɡɛ. Ƀɘɔɘ ɕɔɊɐɑɤɝɆɋɒɡɏ ɒɔɊəɑɢ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ ɗɐɔɒɕɎɑɎɖɔɈɆɓ Ɉ 
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ɚɔɖɒɆɘ Nessus ç.nbin è. Ƀɘɔɘ ɕɔɊɐɑɤɝɆɋɒɡɏ ɒɔɊəɑɢ Ɏ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɕɔɑɎɘɎɐɎ 

ɆəɊɎɘɆ Ɋɔɗɘəɕɓɡ ɐɑɎɋɓɘɆɒ, ɎɒɋɤɟɎɒ ɕɔɊɕɎɗɐə ɓɆ ɐɆɓɆɑ ProfessionalFeed, ɎɑɎ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɐɔɓɗɔɑɎ SecurityCenter. 

 

 

ȵɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɇɆɍ ɊɆɓɓɡɛ ɓɋɊɔɗɘəɕɓɡ Ɉ Security Center ɈɋɖɗɎɎ 3.4.3 

Ɏ ɇɔɑɋɋ ɖɆɓɓɎɛ ɈɋɖɗɎɥɛ. 

 

Подключаемый модуль .nbin Nessus для проверки соответствия 
содержимого ОС Cisco 
ȰɔɒɕɆɓɎɥ Tenable ɈɡɕəɗɘɎɑɆ ɕɔɊɐɑɤɝɆɋɒɡɏ ɒɔɊəɑɢ Nessus  (ɎɊɋɓɘɎɚɎɐɆɘɔɖ 46689) 

ɕɔɊ ɓɆɍɈɆɓɎɋɒ çCisco IOS Compliance Checksè (ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ȴȷ Cisco IOS), 

ɐɔɘɔɖɡɏ ɥɈɑɥɋɘɗɥ ɖɋɆɑɎɍɆɜɎɋɏ ɎɓɘɋɖɚɋɏɗɔɈ API, Ɏɗɕɔɑɢɍəɋɒɡɛ Ɋɑɥ ɆəɊɎɘɆ ɗɎɗɘɋɒ ɕɔɊ 

əɕɖɆɈɑɋɓɎɋɒ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɡ CISCO IOS. Ƀɘɔɘ ɕɔɊɐɑɤɝɆɋɒɡɏ ɒɔɊəɑɢ 
ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ ɗɐɔɒɕɎɑɎɖɔɈɆɓ Ɉ ɚɔɖɒɆɘ Nessus ç.nbin è. Ƀɘɔɘ ɕɔɊɐɑɤɝɆɋɒɡɏ ɒɔɊəɑɢ 

Ɏ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɕɔɑɎɘɎɐɎ ɆəɊɎɘɆ Ɋɔɗɘəɕɓɡ ɐɑɎɋɓɘɆɒ, ɎɒɋɤɟɎɒ ɕɔɊɕɎɗɐə ɓɆ ɐɆɓɆɑ 

ProfessionalFeed. ɃɘɆ ɕɖɔɈɋɖɐɆ ɗɔɔɘɈɋɘɗɘɈɎɥ ɒɔɌɋɘ Ɉɡɕɔɑɓɥɘɢɗɥ Ɋɑɥ ɗɔɛɖɆɓɋɓɓɡɛ 

(Saved), ɍɆɕəɟɋɓɓɡɛ (Running) Ɏ ɓɆɝɆɑɢɓɡɛ (Startup) ɐɔɓɚɎɉəɖɆɜɎɏ. 

 

Политики аудита 
ȰɔɒɕɆɓɎɥ Tenable ɖɆɍɖɆɇɔɘɆɑɆ ɖɥɊ ɕɔɑɎɘɎɐ ɆəɊɎɘɆ Ɋɑɥ ɕɑɆɘɚɔɖɒ Unix, Windows Ɏ Cisco. 

ȴɓɎ ɕɔɗɘɆɈɑɥɤɘɗɥ Ɉ ɈɎɊɋ ɘɋɐɗɘɔɈɡɛ ɚɆɏɑɔɈ .audit  ɕɔɊɕɎɗɝɎɐɆɒ ProfessionalFeed Ɏ 

ɒɔɉəɘ ɇɡɘɢ ɍɆɉɖəɌɋɓɡ ɝɋɖɋɍ ɕɔɖɘɆɑ ɕɔɊɊɋɖɌɐɎ Tenable Support Portal, ɖɆɗɕɔɑɔɌɋɓɓɡɏ 

ɕɔ ɆɊɖɋɗə https://support.tenable.com/support-center/. ȵɔɗɑɋɊɓɎɋ ɗɈɋɊɋɓɎɥ ɔ 

ɚəɓɐɜɎɔɓɆɑɢɓɡɛ ɈɔɍɒɔɌɓɔɗɘɥɛ ɕɖɔɈɋɊɋɓɎɥ ɆəɊɎɘɆ ɕɖɔɊəɐɘɔɈ Tenable Ɏ Ɉɗɋɛ ɕɔɗɑɋɊɓɎɛ 
ɈɡɕəɗɐɆɛ ɚɆɏɑɔɈ .audit  ɗɒ. ɓɆ ɊɎɗɐəɗɗɎɔɓɓɡɛ ɚɔɖəɒɆɛ ɕɔ ɆɊɖɋɗə: 

https://discussions.nessus.org/. 

 

ȵɖɎ ɓɆɕɎɗɆɓɎɎ ɣɘɎɛ ɕɔɑɎɘɎɐ ɆəɊɎɘɆ ɇɡɑɎ əɝɘɋɓɡ ɒɓɔɉɎɋ Ɇɗɕɋɐɘɡ ɖɆɗɕɖɔɗɘɖɆɓɋɓɓɡɛ 

ɆəɊɎɘɔɈ ɗɔɔɘɈɋɘɗɘɈɎɥ, ɓɆɕɖɎɒɋɖ ɘɖɋɇɔɈɆɓɎɥ SOX, FISMA Ɏ PCI DSS, ɓɔ ɔɓɎ ɓɋ ɥɈɑɥɤɘɗɥ 

ɚɆɏɑɆɒɎ ɔɚɎɜɎɆɑɢɓɔɉɔ ɆəɊɎɘɆ ɕɔ ɣɘɎɒ ɐɖɎɘɋɖɎɥɒ. ȵɔɑɢɍɔɈɆɘɋɑɥɒ ɖɋɐɔɒɋɓɊəɋɘɗɥ 
ɎɍəɝɎɘɢ ɣɘɎ ɕɔɑɎɘɎɐɎ .audit  Ɏ ɎɓɊɎɈɎɊəɆɑɢɓɔ ɓɆɗɘɖɔɎɘɢ ɣɘɎ ɕɖɔɈɋɖɐɎ ɕɔɊ ɗɈɔɎ 

ɑɔɐɆɑɢɓɡɋ ɗɖɋɊɡ. ȵɔɑɢɍɔɈɆɘɋɑɎ ɒɔɉəɘ ɕɋɖɋɎɒɋɓɔɈɡɈɆɘɢ ɣɘɎ ɚɆɏɑɡ .audit  Ɉ 

ɗɔɔɘɈɋɘɗɘɈɎɎ ɗ ɑɔɐɆɑɢɓɡɒɎ ɔɕɎɗɆɓɎɥɒɎ. ȪɖəɉɎɋ ɕɔɑɎɘɎɐɎ .audit  ɗɑɋɊəɤɘ Ɏɍ 

ɖɋɐɔɒɋɓɊɔɈɆɓɓɡɛ ɔɖɉɆɓɎɍɆɜɎɥɒɎ CERT, CIS, NSA Ɏ NIST ɓɆɗɘɖɔɋɐ ɐɔɓɚɎɉəɖɆɜɎɎ. 

 

ȰɔɒɕɆɓɎɥ Tenable ɗɔɇɎɖɆɋɘɗɥ ɓɆ ɔɗɓɔɈɋ ɔɘɍɡɈɔɈ ɐɑɎɋɓɘɔɈ Ɏ ɒɋɓɥɤɟɎɛɗɥ 

ɖɋɐɔɒɋɓɊɔɈɆɓɓɡɛ ɒɋɘɔɊɎɐ ɈɡɕəɗɘɎɘɢ ɓɋɗɐɔɑɢɐɔ ɚɆɏɑɔɈ .audit  ɖɆɍɑɎɝɓɔɉɔ ɘɎɕɆ. 

ȳɆɗɐɔɑɢɐɔ ɐɔɓɗɆɑɘɎɓɉɔɈɡɛ ɔɖɉɆɓɎɍɆɜɎɏ Ɏ ɐɑɎɋɓɘɡ ɐɔɒɕɆɓɎɎ Tenable ɘɆɐɌɋ ɓɆɝɆɑɎ 

ɈɓɋɊɖɥɘɢ ɗɔɇɗɘɈɋɓɓɡɋ ɕɔɑɎɘɎɐɎ .audit  Ɏ ɕɖɔɥɈɎɑɎ Ɏɓɘɋɖɋɗ ɕɔɊɋɑɎɘɢɗɥ ɎɒɎ ɗ ɊɖəɉɎɒɎ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ Nessus ProfessionalFeed. ȵɖɔɗɘɡɒ ɗɕɔɗɔɇɔɒ ɖɆɗɕɖɔɗɘɖɆɓɋɓɎɥ ɕɔɑɎɘɎɐ 
.audit  ɎɑɎ ɕɖɔɗɘɔ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɗ ɗɔɔɇɟɋɗɘɈɔɒ Nessus ɥɈɑɥɤɘɗɥ ɊɎɗɐəɗɗɎɔɓɓɡɋ 

ɚɔɖəɒɡ Discussion Forum ɕɔɖɘɆɑɆ Tenable Network Security, ɖɆɗɕɔɑɔɌɋɓɓɡɋ ɕɔ ɆɊɖɋɗə 

https://discussions.nessus.org/. 

 

Полезные служебные программы 
ȰɔɒɕɆɓɎɥ Tenable ɖɆɍɖɆɇɔɘɆɑɆ ɗɖɋɊɗɘɈɔ ɕɖɋɔɇɖɆɍɔɈɆɓɎɥ ɚɆɏɑɔɈ .inf  Ɉ ɚɆɏɑɡ .audit  

Ɋɑɥ Nessus, ɕɖɋɊɓɆɍɓɆɝɋɓɓɡɋ Ɋɑɥ ɈɡɕɔɑɓɋɓɎɥ ɆəɊɎɘɆ ȴȷ Windows. Ƀɘɔ ɗɖɋɊɗɘɈɔ 

ɓɆɍɡɈɆɋɘɗɥ i2a  Ɏ ɘɆɐɌɋ ɔɕɎɗɡɈɆɋɘɗɥ ɊɆɑɋɋ Ɉ ɣɘɔɒ Ɋɔɐəɒɋɓɘɋ. 

 

https://support.tenable.com/support-center/
https://discussions.nessus.org/
http://www.cert.org/
http://www.cisecurity.org/
http://www.nsa.gov/
http://www.nist.gov/
https://discussions.nessus.org/
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ȷəɟɋɗɘɈəɋɘ ɊɈɆ ɗɖɋɊɗɘɈɆ Ɋɑɥ ȴȷ Unix, ɐɔɘɔɖɡɋ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ Ɋɑɥ ɗɔɍɊɆɓɎɥ 
ɚɆɏɑɔɈ .audit  Ɋɑɥ ȴȷ Unix. ȵɋɖɈɔɋ ɗɖɋɊɗɘɈɔ ɕɔɊ ɓɆɍɈɆɓɎɋɒ c2a  (ɗɔɐɖɆɟɋɓɎɋ ɔɘ 

«configuration to audit» ð ɆəɊɎɘ Ɏɍ ɐɔɓɚɎɉəɖɆɜɎɎ) ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ Ɋɑɥ ɗɔɍɊɆɓɎɥ 
ɚɆɏɑɔɈ .audit  Ɋɑɥ ȴȷ Unix ɓɋɕɔɗɖɋɊɗɘɈɋɓɓɔ Ɏɍ ɗəɟɋɗɘɈəɤɟɎɛ ɚɆɏɑɔɈ ɐɔɓɚɎɉəɖɆɜɎɎ. 

ȳɆɕɖɎɒɋɖ, ɋɗɑɎ ɚɆɏɑ ɐɔɓɚɎɉəɖɆɜɎɎ ɕɖɔɉɖɆɒɒɡ Sendmail ɗɔɔɘɈɋɘɗɘɈəɋɘ ɕɔɑɎɘɎɐɋ 
ɈɆɞɋɉɔ ɔɇɠɋɐɘɆ, ɘɔ ɗɖɋɊɗɘɈɔ c2a  ɒɔɌɋɘ ɗɔɍɊɆɘɢ ɕɔɑɎɘɎɐə ɆəɊɎɘɆ ɓɆ ɔɗɓɔɈɋ ɐɔɓɘɖɔɑɢɓɔɏ 

ɗəɒɒɡ MD5 ɚɆɏɑɆ ɎɑɎ ɐɔɓɐɖɋɘɓɡɛ ɕɆɖ ɍɓɆɝɋɓɎɏ Ɏ ɆɖɉəɒɋɓɘɔɈ, ɗɔɊɋɖɌɆɟɎɛɗɥ Ɉ ɚɆɏɑɋ  

sendmail.cf . Ȩɘɔɖɔɋ ɗɖɋɊɗɘɈɔ, ɓɆɍɡɈɆɋɒɔɋ p2a (ɗɔɐɖɆɟɋɓɎɋ ɔɘ çpackage to auditè ð 

ɆəɊɎɘ Ɏɍ ɕɆɐɋɘɆ), ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɋɑɥ ɗɔɍɊɆɓɎɥ ɚɆɏɑɔɈ .audit  Ɋɑɥ ȴȷ Unix Ɏɍ 

ɇɆɍɔɈɔɉɔ ɕɆɐɋɘɆ, əɗɘɆɓɔɈɑɋɓɓɔɉɔ Ɉ ɗɎɗɘɋɒɋ Unix (ɓɆ ɔɗɓɔɈɋ RPM Ɉ Linux ɎɑɎ Solaris 10), 

ɎɑɎ Ɏɍ ɕɖɔɗɘɔɉɔ ɘɋɐɗɘɔɈɔɉɔ ɚɆɏɑɆ ɗɔ ɗɕɎɗɐɔɒ ɓɆɍɈɆɓɎɏ ɕɆɐɋɘɔɈ. 

 

Сканеры Nessus для Unix или Windows 
Ȫɑɥ ɈɡɕɔɑɓɋɓɎɥ ɕɖɔɈɋɖɔɐ ɗɔɔɘɈɋɘɗɘɈɎɥ ɒɔɉəɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ ɖɆɍɑɎɝɓɡɋ ɕɑɆɘɚɔɖɒɡ, Ɏ 

ɔɇɡɝɓɔ ɑɋɌɆɟɆɥ Ɉ ɔɗɓɔɈɋ ɔɕɋɖɆɜɎɔɓɓɆɥ ɗɎɗɘɋɒɆ, ɓɆ ɐɔɘɔɖɔɏ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ ɗɐɆɓɋɖ 

Nessus, ɍɓɆɝɋɓɎɥ ɓɋ Ɏɒɋɋɘ. ȦəɊɎɘ ɗɔɔɘɈɋɘɗɘɈɎɥ ɗɋɖɈɋɖɆ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Windows 

2003 ɒɔɌɓɔ Ɉɡɕɔɑɓɥɘɢ ɗ ɕɔɖɘɆɘɎɈɓɔɉɔ ɐɔɒɕɢɤɘɋɖɆ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ OS X, Ɇ ɆəɊɎɘ 

ɗɋɖɈɋɖɆ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Solaris ɒɔɌɓɔ ɕɖɔɈɔɊɎɘɢ ɗ ɕɔɖɘɆɘɎɈɓɔɉɔ ɐɔɒɕɢɤɘɋɖɆ ɕɔɊ 

əɕɖɆɈɑɋɓɎɋɒ ȴȷ Windows. 

 

Учетные данные для подлежащих аудиту устройств 
Ȩɔ Ɉɗɋɛ ɗɑəɝɆɥɛ Ɋɑɥ ɈɛɔɊɆ ɓɆ ɜɋɑɋɈɡɋ ɗɋɖɈɋɖɡ ɗɐɆɓɋɖə Nessus ɘɖɋɇəɤɘɗɥ əɝɋɘɓɡɋ 

ɊɆɓɓɡɋ ɔɇɔɑɔɝɐɎ SSH ɗɎɗɘɋɒɡ Unix, ɊɔɒɋɓɆ Windows, ȴȷ Cisco IOS ɎɑɎ ɇɆɍɡ ɊɆɓɓɡɛ.  

Ȩ ɇɔɑɢɞɎɓɗɘɈɋ ɗɑəɝɆɋɈ ɣɘɔɘ ɕɔɑɢɍɔɈɆɘɋɑɢ ɊɔɑɌɋɓ ɇɡɘɢ ɗəɕɋɖ-ɕɔɑɢɍɔɈɆɘɋɑɋɒ ɎɑɎ 

ɔɇɡɝɓɡɒ ɕɔɑɢɍɔɈɆɘɋɑɋɒ ɗ ɈɔɍɒɔɌɓɔɗɘɢɤ ɕɔɈɡɞɋɓɎɥ ɕɔɑɓɔɒɔɝɎɏ (ɓɆɕɖɎɒɋɖ, sudo , su  

ɎɑɎ su+sudo ). ȫɗɑɎ ɈɡɕɔɑɓɥɤɟɎɏ ɆəɊɎɘ ɕɔɑɢɍɔɈɆɘɋɑɢ ɓɋ Ɏɒɋɋɘ ɕɖɆɈ ɗəɕɋɖ-

ɕɔɑɢɍɔɈɆɘɋɑɥ, ɘɔ ɒɓɔɉɎɋ ɐɔɒɆɓɊɡ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɡ ɓɋɈɔɍɒɔɌɓɔ ɇəɊɋɘ ɈɡɕɔɑɓɎɘɢ, 

ɎɑɎ ɈɔɍɈɖɆɟɆɋɒɡɋ ɖɋɍəɑɢɘɆɘɡ ɇəɊəɘ ɓɋɕɖɆɈɎɑɢɓɡɒɎ. 

 

ȹɝɋɘɓɆɥ ɍɆɕɎɗɢ ȴȷ Windows, ɎɗɕɔɑɢɍəɋɒɆɥ Ɉ ɐɆɝɋɗɘɈɋ ɖɋɐɈɎɍɎɘɔɈ Ɋɑɥ ɈɛɔɊɆ, ɊɔɑɌɓɆ 

Ɏɒɋɘɢ ɕɖɆɈɔ ɝɘɋɓɎɥ ɕɔɑɎɘɎɐɎ ɑɔɐɆɑɢɓɔɏ ɒɆɞɎɓɡ. ȫɗɑɎ ɜɋɑɋɈɔɏ əɍɋɑ ɓɋ ɈɛɔɊɎɘ Ɉ Ɋɔɒɋɓ 

Windows, ɘɔ əɝɋɘɓɆɥ ɍɆɕɎɗɢ ɊɔɑɌɓɆ ɇɡɘɢ ɝɑɋɓɔɒ ɉɖəɕɕɡ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɛɔɗɘɆ. ȫɗɑɎ 

ɛɔɗɘ ɈɛɔɊɎɘ Ɉ Ɋɔɒɋɓ, ɘɔ ɉɖəɕɕɆ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɊɔɒɋɓɆ ɇəɊɋɘ ɈɛɔɊɎɘɢ Ɉ ɉɖəɕɕə 

ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɛɔɗɘɆ Ɏ əɝɋɘɓɆɥ ɍɆɕɎɗɢ ɇəɊɋɘ Ɏɒɋɘɢ Ɋɔɗɘəɕ ɐ ɕɔɑɎɘɎɐɋ ɑɔɐɆɑɢɓɔɏ 

ɒɆɞɎɓɡ, ɋɗɑɎ ɔɓɆ ɈɛɔɊɎɘ Ɉ ɉɖəɕɕə ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɊɔɒɋɓɆ. 

 

Ȫɑɥ ɈɡɕɔɑɓɋɓɎɥ ɕɖɔɈɋɖɔɐ ɗɔɔɘɈɋɘɗɘɈɎɥ ɗɔɊɋɖɌɎɒɔɉɔ ȴȷ Windows ɐɖɔɒɋ ɈɛɔɊɆ Ɉ 

ɗɎɗɘɋɒə ɗ ɊɔɕɔɑɓɎɘɋɑɢɓɡɒɎ ɕɖɆɈɆɒɎ Ɉ ɔɘɓɔɞɋɓɎɎ ɊɔɒɋɓɆ ɓɋɔɇɛɔɊɎɒɔ ɘɆɐɌɋ Ɏɒɋɘɢ 

Ɋɔɗɘəɕ ɐ ɎɓɗɘɖəɒɋɓɘɆɖɎɤ əɕɖɆɈɑɋɓɎɥ Windows (WMI). ȵɖɎ ɔɘɗəɘɗɘɈɎɎ ɘɆɐɔɉɔ ɊɔɗɘəɕɆ 

ɗɐɆɓɋɖ Nessus ɗɔɔɇɟɎɘ, ɝɘɔ Ɋɔɗɘəɕ ɐ WMI Ɋɑɥ ɈɡɕɔɑɓɋɓɎɥ ɗɐɆɓɎɖɔɈɆɓɎɥ ɔɘɗəɘɗɘɈəɋɘ. 

 

ȵɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɇɆɍ ɊɆɓɓɡɛ ɘɖɋɇəɤɘ Ɋɑɥ ɈɡɕɔɑɓɋɓɎɥ ɕɔɑɓɔɉɔ ɆəɊɎɘɆ 

ɗɔɔɘɈɋɘɗɘɈɎɥ ɇɆɍɡ ɊɆɓɓɡɛ ɘɔɑɢɐɔ ɓɆɑɎɝɎɥ əɝɋɘɓɡɛ ɊɆɓɓɡɛ ɇɆɍɡ ɊɆɓɓɡɛ. Ƀɘɔ ɗɈɥɍɆɓɔ ɗ 

ɘɋɒ, ɝɘɔ Ɉɡɕɔɑɓɥɋɘɗɥ ɗɐɆɓɎɖɔɈɆɓɎɋ ɗɔɔɘɈɋɘɗɘɈɎɥ ɘɖɋɇɔɈɆɓɎɥɒ ɓɋ ɔɕɋɖɆɜɎɔɓɓɔɏ 

ɗɎɗɘɋɒɡ ɛɔɗɘɆ, Ɇ ɇɆɍɡ ɊɆɓɓɡɛ. 

 

ȵɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ȴȷ Cisco IOS Ɋɑɥ ɈɡɕɔɑɓɋɓɎɥ ɕɔɑɓɔɉɔ ɆəɊɎɘɆ ɗɔɔɘɈɋɘɗɘɈɎɥ 

ɐɔɓɚɎɉəɖɆɜɎɎ ɗɎɗɘɋɒɡ ɔɇɡɝɓɔ ɘɖɋɇəɤɘ ɓɆɑɎɝɎɥ ɕɆɖɔɑɥ enable. Ƀɘɔ ɗɈɥɍɆɓɔ ɗ ɘɋɒ, ɝɘɔ 
ɗɐɆɓɋɖ Nessus Ɉɡɕɔɑɓɥɋɘ ɆəɊɎɘ ɖɋɍəɑɢɘɆɘɆ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ «show config », 

Ɋɔɗɘəɕɓɔɏ ɘɔɑɢɐɔ ɕɖɎɈɎɑɋɉɎɖɔɈɆɓɓɔɒə ɕɔɑɢɍɔɈɆɘɋɑɤ. ȫɗɑɎ ɕɖɎɒɋɓɥɋɒɡɏ Ɋɑɥ 

ɈɡɕɔɑɓɋɓɎɥ ɆəɊɎɘɆ ɕɔɑɢɍɔɈɆɘɋɑɢ ɗɐɆɓɋɖɆ Nessus əɌɋ Ɏɒɋɋɘ ɕɖɆɈɆ enable, ɘɔ ɕɆɖɔɑɢ 

enable ɓɋ ɘɖɋɇəɋɘɗɥ. 
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ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ ɗɈɋɊɋɓɎɥ ɔ ɓɆɗɘɖɔɏɐɋ ɗɐɆɓɋɖɆ Nessus ɎɑɎ ɗɖɋɊɗɘɈɆ SecurityCenter Ɋɑɥ 

ɈɡɕɔɑɓɋɓɎɥ ɕɖɔɈɋɖɐɎ əɥɍɈɎɒɔɗɘɋɏ ɗ ɑɔɐɆɑɢɓɡɒɎ ɖɋɐɈɎɍɎɘɆɒɎ ɈɛɔɊɆ, ɗɒ. Ɉ Ɋɔɐəɒɋɓɘɋ 

çȵɖɔɈɋɖɐɎ Nessus ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ əɝɋɘɓɡɛ ɊɆɓɓɡɛ Ɋɑɥ Unix Ɏ Windowsè, 

ɖɆɍɒɋɟɋɓɓɔɒ ɕɔ ɆɊɖɋɗə http://www.nessus.org/documentation/. 

 

Использование «su», «sudo» и «su+sudo» для выполнения аудита 
 

 

Ȯɗɕɔɑɢɍəɏɘɋ «su+sudo » Ɉ ɗɑəɝɆɥɛ, ɐɔɉɊɆ ɕɔɑɎɘɎɐɆ ɐɔɒɕɆɓɎɎ ɓɋ ɕɔɍɈɔɑɥɋɘ 

ɗɐɆɓɋɖə Nessus Ɉɡɕɔɑɓɥɘɢ ɈɛɔɊ ɓɆ əɊɆɑɋɓɓɡɏ əɍɋɑ Ɉ ɐɆɝɋɗɘɈɋ ɕɔɑɢɍɔɈɆɘɋɑɥ 
root Ɏ ɕɔɑɢɍɔɈɆɘɋɑɥ ɗ ɕɖɆɈɆɒɎ «sudo ». ȵɖɎ əɊɆɑɋɓɓɔɒ ɈɛɔɊɋ Ɉ ɗɎɗɘɋɒə ɓɋ 

ɎɒɋɤɟɎɏ ɊɔɕɔɑɓɎɘɋɑɢɓɡɛ ɕɖɆɈ ɕɔɑɢɍɔɈɆɘɋɑɢ ɗɐɆɓɋɖɆ Nessus ɒɔɌɋɘ ɕɔɒɋɓɥɘɢ 
ɕɔɑɢɍɔɈɆɘɋɑɥ (ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ «su») ɓɆ Ɏɒɋɤɟɋɉɔ ɕɖɆɈɆ «sudo ». 

 

ȳɆɎɇɔɑɋɋ ɣɚɚɋɐɘɎɈɓɔ ɗɐɆɓɎɖɔɈɆɓɎɋ ɗ əɝɋɘɓɡɒɎ ɊɆɓɓɡɒɎ, ɋɗɑɎ ɕɖɋɊɔɗɘɆɈɑɋɓɡ əɝɋɘɓɡɋ 

ɊɆɓɓɡɋ ɗ ɕɖɆɈɆɒɎ root. ȵɔɗɐɔɑɢɐə ɒɓɔɉɎɋ əɍɑɡ ɓɋ ɊɔɕəɗɐɆɤɘ əɊɆɑɋɓɓɔɉɔ ɈɛɔɊɆ ɗ 
ɕɖɆɈɆɒɎ root, ɕɔɑɢɍɔɈɆɘɋɑɎ Nessus ɒɔɉəɘ ɈɡɍɡɈɆɘɢ çsu», «sudoè ɎɑɎ çsu+sudo è ɗ 

ɔɘɊɋɑɢɓɡɒ ɕɆɖɔɑɋɒ Ɋɑɥ əɝɋɘɓɔɏ ɍɆɕɎɗɎ, ɐɔɘɔɖɔɏ ɕɖɎɗɈɔɋɓɡ ɣɘɎ ɕɖɆɈɆ. 

 
Ȱɖɔɒɋ ɘɔɉɔ, ɋɗɑɎ ɚɆɏɑ SSH known_hosts  Ɋɔɗɘəɕɋɓ Ɏ ɕɖɋɊɔɗɘɆɈɑɋɓ Ɉ ɖɆɒɐɆɛ ɕɔɑɎɘɎɐɎ 

ɗɐɆɓɎɖɔɈɆɓɎɥ, Nessus ɇəɊɋɘ ɕɡɘɆɘɢɗɥ ɈɡɕɔɑɓɎɘɢ ɈɛɔɊ ɘɔɑɢɐɔ Ɉ ɛɔɗɘɡ, əɐɆɍɆɓɓɡɋ Ɉ ɣɘɔɒ 

ɚɆɏɑɋ. Ƀɘɔ ɉɆɖɆɓɘɎɖəɋɘ, ɝɘɔ Ɏɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɏ ɕɆɖɔɑɢ, Ɏɗɕɔɑɢɍəɋɒɡɋ ɈɆɒɎ Ɋɑɥ ɆəɊɎɘɆ 

ɎɍɈɋɗɘɓɡɛ ɗɋɖɈɋɖɔɈ SSH, ɓɋ ɇəɊəɘ ɎɗɕɔɑɢɍɔɈɆɓɡ Ɋɑɥ ɕɔɕɡɘɐɎ ɈɛɔɊɆ Ɉ ɗɎɗɘɋɒə, ɐɔɘɔɖɆɥ 

ɒɔɌɋɘ ɇɡɘɢ Ɉɓɋ ɈɆɞɋɉɔ ɐɔɓɘɖɔɑɥ. 

 

ʇʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʘʥʜʳ «sudo» 
ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɕɖɎɒɋɖ ɗɓɎɒɐɆ ɣɐɖɆɓɆ, ɕɔɐɆɍɡɈɆɤɟɎɏ ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɐɔɒɆɓɊɡ sudo  Ɉ 

ɗɔɝɋɘɆɓɎɎ ɗ ɐɑɤɝɆɒɎ SSH. Ȩ ɣɘɔɒ ɕɖɎɒɋɖɋ əɝɋɘɓɆɥ ɍɆɕɎɗɢ ɕɔɑɢɍɔɈɆɘɋɑɥ ð audit, 
ɐɔɘɔɖɆɥ ɇɡɑɆ ɊɔɇɆɈɑɋɓɆ Ɉ ɚɆɏɑ /etc/sudoers  ɓɆ ɗɐɆɓɎɖəɋɒɔɏ ɗɎɗɘɋɒɋ. 

ȵɖɋɊɔɗɘɆɈɑɋɓɓɡɏ ɕɆɖɔɑɢ ɥɈɑɥɋɘɗɥ ɕɆɖɔɑɋɒ əɝɋɘɓɔɏ ɍɆɕɎɗɎ audit, Ɇ ɓɋ ɕɆɖɔɑɋɒ root. 

ȰɑɤɝɎ SSH ɗɔɔɘɈɋɘɗɘɈəɤɘ ɐɑɤɝɆɒ, ɗɉɋɓɋɖɎɖɔɈɆɓɓɡɒ Ɋɑɥ əɝɋɘɓɔɏ ɍɆɕɎɗɎ audit: 

 

http://www.nessus.org/documentation/
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ʇʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʘʥʜ «su+sudo»  
Ȩ ɈɋɖɗɎɎ Nessus 4.2.2 ɇɡɑ Ɉɐɑɤɝɋɓ ɓɔɈɡɏ ɒɋɘɔɊ ɕɔɈɡɞɋɓɎɥ ɕɖɆɈ Ɋɑɥ əɝɋɘɓɡɛ ɊɆɓɓɡɛ 
əɍɑɔɈ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Unix, ɓɆ ɐɔɘɔɖɡɛ əɗɘɆɓɔɈɑɋɓɆ ɕɖɔɉɖɆɒɒɆ sudo : «su+sudo ». 

Ƀɘɔɘ ɒɋɘɔɊ ɕɔɍɈɔɑɥɋɘ ɕɖɋɊɔɗɘɆɈɑɥɘɢ ɖɋɐɈɎɍɎɘɡ əɝɋɘɓɔɏ ɍɆɕɎɗɎ, ɓɋ Ɏɒɋɤɟɋɏ 
ɖɆɍɖɋɞɋɓɎɥ ɎɗɕɔɑɢɍɔɈɆɘɢ sudo, Ɋɑɥ ɣɘɔɉɔ ɓɆɊɔ ɈɔɗɕɔɑɢɍɔɈɆɘɢɗɥ ɐɔɒɆɓɊɔɏ su  Ɋɑɥ 

ɍɆɒɋɓɡ ɕɔɑɢɍɔɈɆɘɋɑɥ ɓɆ Ɏɒɋɤɟɋɉɔ ɘɆɐɔɋ ɕɖɆɈɔ Ɏ ɍɆɘɋɒ ɈɔɗɕɔɑɢɍɔɈɆɘɢɗɥ ɐɔɒɆɓɊɔɏ 
sudo . 

 

ɃɘɆ ɐɔɓɚɎɉəɖɆɜɎɥ ɔɇɋɗɕɋɝɎɈɆɋɘ ɇɔɑɢɞəɤ ɇɋɍɔɕɆɗɓɔɗɘɢ əɝɋɘɓɡɛ ɊɆɓɓɡɛ Ɉɔ Ɉɖɋɒɥ 

ɗɐɆɓɎɖɔɈɆɓɎɥ Ɏ əɊɔɈɑɋɘɈɔɖɥɋɘ ɘɖɋɇɔɈɆɓɎɥɒ ɒɓɔɉɎɛ ɔɖɉɆɓɎɍɆɜɎɏ. 

 

Ƚɘɔɇɡ ɈɐɑɤɝɎɘɢ ɣɘə ɚəɓɐɜɎɤ, ɕɖɔɗɘɔ ɈɡɇɋɖɎɘɋ çsu+sudoè Ɉ ɗɕɎɗɐɋ «Elevate privileges 

with» (ɕɔɈɡɗɎɘɢ əɖɔɈɋɓɢ ɕɖɎɈɎɑɋɉɎɏ ɗ ɕɔɒɔɟɢɤ) ɓɆ ɈɐɑɆɊɐɋ «Credentials high»  

(əɝɋɘɓɡɋ ɊɆɓɓɡɋ) ɖɆɍɊɋɑɆ «SSH settings» (ɓɆɗɘɖɔɏɐɎ SSH), ɐɆɐ ɕɔɐɆɍɆɓɔ ɓɆ ɗɑɋɊəɤɟɋɒ 

ɗɓɎɒɐɋ ɣɐɖɆɓɆ: 
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Ȩ ɕɔɑɥɛ çSSH user nameè (Ɏɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ SSH) Ɏ çSSH passwordè (ɕɆɖɔɑɢ SSH) 
ɈɈɋɊɎɘɋ ɖɋɐɈɎɍɎɘɡ, ɓɋ ɔɇɑɆɊɆɤɟɎɋ ɕɖɆɈɔɒ ɕɔɑɢɍɔɈɆɘɢɗɥ ɐɔɒɆɓɊɔɏ sudo. Ȩ 

ɕɖɎɈɋɊɋɓɓɔɒ Ɉɡɞɋ ɕɖɎɒɋɖɋ Ɏɗɕɔɑɢɍəɋɘɗɥ əɝɋɘɓɆɥ ɍɆɕɎɗɢ raven. Ȩ ɖɆɗɐɖɡɈɆɤɟɋɒɗɥ 

ɒɋɓɤ çElevate privileges withè (ɕɔɈɡɗɎɘɢ əɖɔɈɋɓɢ ɕɖɎɈɎɑɋɉɎɏ ɗ ɕɔɒɔɟɢɤ) ɈɡɇɋɖɎɘɋ 

çsu+sudoè. ȨɈɋɊɎɘɋ Ɉ ɕɔɑɥ çsu loginè (Ɏɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɋɑɥ ɐɔɒɆɓɊɡ «su») Ɏ 

çEscalation passwordè (ɕɆɖɔɑɢ Ɋɑɥ ɕɔɈɡɞɋɓɎɥ əɖɔɈɓɥ ɕɖɎɈɎɑɋɉɎɏ) Ɏɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɏ 

ɕɆɖɔɑɢ, ɐɔɘɔɖɡɋ ɔɇɑɆɊɆɤɘ ɕɖɎɈɎɑɋɉɎɥɒɎ. Ȩ ɊɆɓɓɔɒ ɗɑəɝɆɋ ɣɘɔ çsumiè. ȰɆɐɎɛ-ɑɎɇɔ 

Ɏɓɡɛ ɎɍɒɋɓɋɓɎɏ Ɉ ɕɔɑɎɘɎɐə ɗɐɆɓɎɖɔɈɆɓɎɥ ɈɓɔɗɎɘɢ ɓɋ ɘɖɋɇəɋɘɗɥ. 

 

ɺʘʞʥʳʝ ʧʨʠʤʝʯʘʥʠʷ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʢʦʤʘʥʜʳ sudo 
ȵɖɎ ɈɡɕɔɑɓɋɓɎɎ ɆəɊɎɘɆ ɗɎɗɘɋɒ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Unix ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊ su , sudo  

ɎɑɎ su+sudo  ɕɔɒɓɎɘɋ ɔ ɗɑɋɊəɤɟɎɛ ɒɔɒɋɓɘɆɛ: 

 

> ȫɗɑɎ ɇɋɍɔɕɆɗɓɔɗɘɢ ɗɎɗɘɋɒɡ Unix ɇɡɑɆ ɕɔɈɡɞɋɓɆ ɕəɘɋɒ ɔɉɖɆɓɎɝɋɓɎɥ ɕɋɖɋɝɓɥ 
ɐɔɒɆɓɊ, ɐɔɘɔɖɡɋ ɒɔɉəɘ Ɉɡɕɔɑɓɥɘɢɗɥ ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ sudo, ɎɑɎ ɚɆɏɑɔɈ, Ɋɔɗɘəɕ ɐ 

ɐɔɘɔɖɡɒ ɖɆɍɖɋɞɋɓ əɊɆɑɋɓɓɡɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ, ɣɘɔ ɒɔɌɋɘ ɕɔɈɑɎɥɘɢ ɓɆ ɆəɊɎɘ. ȵɖɎ 

ɈɔɍɓɎɐɓɔɈɋɓɎɎ ɕɔɊɔɍɖɋɓɎɏ, ɝɘɔ ɆəɊɎɘ ɔɉɖɆɓɎɝɎɈɆɋɘɗɥ ɒɋɖɆɒɎ ɇɋɍɔɕɆɗɓɔɗɘɎ, 

ɗɖɆɈɓɎɘɋ ɆəɊɎɘɡ, Ɉɡɕɔɑɓɋɓɓɡɋ ɓɋ ɗ əɝɋɘɓɔɏ ɍɆɕɎɗɢɤ root ɗ ɆəɊɎɘɆɒɎ, ɗ ɆəɊɎɘɆɒɎ, 

ɈɡɕɔɑɓɋɓɓɡɒɎ ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ əɝɋɘɓɔɏ ɍɆɕɎɗɎ root. 

> ȰɔɒɆɓɊɆ sudo  ɓɋ ɥɈɑɥɋɘɗɥ Ɉɗɘɖɔɋɓɓɔɏ Ɋɑɥ ɗɎɗɘɋɒɡ Solaris Ɏ ɘɖɋɇəɋɘ ɍɆɉɖəɍɐɎ Ɏ 

əɗɘɆɓɔɈɐɎ, ɋɗɑɎ ɜɋɑɋɈɆɥ ɗɎɗɘɋɒɆ ɖɆɇɔɘɆɋɘ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Solaris. ȹɇɋɊɎɘɋɗɢ, 

ɝɘɔ ɊɈɔɎɝɓɡɏ ɚɆɏɑ sudo  Ɋɔɗɘəɕɋɓ ɐɆɐ ç/usr/bin/sudo ». 

> ȵɖɎ ɗɐɆɓɎɖɔɈɆɓɎɎ ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ ɚɆɏɑɆ known_hosts  ɗɐɆɓɋɖə Nessus Ɉɗɋ ɖɆɈɓɔ 

ɓəɌɓɔ əɐɆɍɡɈɆɘɢ ɗɐɆɓɎɖəɋɒɡɏ ɛɔɗɘ. ȳɆɕɖɎɒɋɖ, Ɉ ɗɑəɝɆɋ ɗɐɆɓɎɖɔɈɆɓɎɥ ɐɑɆɗɗɆ C ɕɖɎ 
ɍɆɉɖəɌɋɓɓɔɒ ɚɆɏɑɋ known_hosts  ɗɔ Ɉɗɋɉɔ 20 ɔɘɊɋɑɢɓɡɒɎ ɛɔɗɘɆɒɎ Ɉ ɕɖɋɊɋɑɆɛ ɣɘɔɉɔ 

ɐɑɆɗɗɆ C, ɗɐɆɓɋɖ Nessus ɈɡɕɔɑɓɎɘ ɗɐɆɓɎɖɔɈɆɓɎɋ ɘɔɑɢɐɔ ɛɔɗɘɔɈ, əɐɆɍɆɓɓɡɛ Ɉ ɣɘɔɒ 

ɚɆɏɑɋ. 
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> ȳɋɐɔɘɔɖɡɋ ɐɔɓɚɎɉəɖɆɜɎɎ ɓɆ ɔɗɓɔɈɋ ȴȷ Unix ɘɖɋɇəɤɘ ɈɡɕɔɑɓɋɓɎɥ ɍɆɕəɗɐɆɋɒɡɛ ɗ 

ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ «sudo» ɐɔɒɆɓɊ Ɏɍ ɗɋɆɓɗɔɈ tty . ȷɐɆɓɎɖɔɈɆɓɎɋ əɥɍɈɎɒɔɗɘɋɏ ɗ 

ɕɔɒɔɟɢɤ Nessus, Ɉɡɕɔɑɓɥɋɒɔɋ Ɉ ɖɋɌɎɒɋ çsu+sudoè, ɓɋ ɔɘɈɋɝɆɋɘ ɣɘɔɒə ɘɖɋɇɔɈɆɓɎɤ. 

Ȩ ɗɑəɝɆɋ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɖɋɌɎɒɆ çsu+sudoè ɓɋɔɇɛɔɊɎɒɔ ɗɔɍɊɆɘɢ ɓɆ ɜɋɑɋɈɔɏ ɗɎɗɘɋɒɋ 

ɎɗɐɑɤɝɋɓɎɋ. Ƚɘɔɇɡ ɈɡɥɗɓɎɘɢ, ɓɋɔɇɛɔɊɎɒɔ ɑɎ ɣɘɔ Ɋɑɥ ɐɔɓɐɖɋɘɓɔɏ ɈɋɖɗɎɎ Unix, 

ɈɈɋɊɎɘɋ ɗɑɋɊəɤɟəɤ ɐɔɒɆɓɊə ɐɆɐ ɕɔɑɢɍɔɈɆɘɋɑɢ root ɓɆ ɗɎɗɘɋɒɋ, ɐɔɘɔɖəɤ ɇəɊɋɘɋ 

ɗɐɆɓɎɖɔɈɆɘɢ: 

 
# grep requiretty `locate sudoers` | grep - v "#" | grep /etc  

 

ȫɗɑɎ ɗɘɖɔɐɆ requiretty  ɈɐɑɤɝɋɓɆ Ɉ ɚɆɏɑ ɓɆɗɘɖɔɋɐ sudoers , ɘɔ Ɉ ɚɆɏɑ /etc/sudoers  

ɓɋɔɇɛɔɊɎɒɔ ɊɔɇɆɈɎɘɢ ɎɗɐɑɤɝɋɓɎɋ Ɏɍ ɣɘɔɉɔ ɕɖɆɈɎɑɆ ɗɑɋɊəɤɟɎɒ ɔɇɖɆɍɔɒ: 

 
Defaults    requiretty  

Defaults:{userid} !requiretty  

 

ȴɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ, ɝɘɔ {userid} ð ɣɘɔ Ɏɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ, ɐɔɘɔɖɔɋ ɇəɊɋɘ 

ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɋɑɥ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ «sudo» (ɕɔɑɋ çsu loginè (Ɏɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ 

Ɋɑɥ ɐɔɒɆɓɊɡ «su») ɓɆ ɈɐɑɆɊɐɋ «Credentials» (əɝɋɘɓɡɋ ɊɆɓɓɡɋ) ɖɆɍɊɋɑɆ «SSH 
settings» (ɓɆɗɘɖɔɏɐɎ SSH) ɕɔɑɎɘɎɐɎ). ȸɆɐɌɋ əɇɋɊɎɘɋɗɢ, ɝɘɔ Ɉ ɚɆɏɑ sudoers  

ɈɐɑɤɝɋɓɆ ɗɑɋɊəɤɟɆɥ ɗɘɖɔɐɆ: 

 
{userid}     ALL=(ALL)       ALL  

 

ȵɔɈɘɔɖɎɒɗɥ, {userid} ð ɣɘɔ Ɏɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ, ɐɔɘɔɖɔɋ ɇəɊɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɋɑɥ 

ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ «sudo» (ɕɔɑɋ çsu loginè (Ɏɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɋɑɥ ɐɔɒɆɓɊɡ «su») 

ɓɆ ɈɐɑɆɊɐɋ Credentials (əɝɋɘɓɡɋ ɊɆɓɓɡɋ) ɖɆɍɊɋɑɆ SSH settings (ɓɆɗɘɖɔɏɐɎ SSH) 

ɕɔɑɎɘɎɐɎ). 

 

ʇʨʠʤʝʨ ʜʣʷ ʆʉ Cisco IOS: 
 

 

ȵɔɊɊɋɖɌɎɈɆɋɘɗɥ ɘɔɑɢɐɔ ɕɖɔɈɋɖɐɆ ɕɔɊɑɎɓɓɔɗɘɎ ɝɋɖɋɍ SSH. ȹɗɘɆɖɋɈɞɎɋ 

əɗɘɖɔɏɗɘɈɆ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ IOS, ɐɔɘɔɖɡɋ ɘɖɋɇɔɈɆɑɎ Ɋɑɥ ɕɖɔɈɋɖɐɎ 

ɕɔɊɑɎɓɓɔɗɘɎ Telnet, ɓɋ ɕɔɍɈɔɑɥɤɘ ɈɡɕɔɑɓɎɘɢ ɗɐɆɓɎɖɔɈɆɓɎɋ ɗ ɕɔɒɔɟɢɤ 

ɕɖɔɈɋɖɔɐ ɗɔɔɘɈɋɘɗɘɈɎɥ Nessus Ɋɑɥ Cisco. 

 

ȶɋɐɈɎɍɎɘɡ Cisco IOS ɓɆɗɘɖɆɎɈɆɤɘɗɥ ɓɆ ɗɘɖɆɓɎɜɋ ɖɋɐɈɎɍɎɘɔɈ SSH settings  (ɓɆɗɘɖɔɏɐɎ 

SSH) ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɔɉɔ ɎɓɘɋɖɚɋɏɗɆ Nessus. ȨɈɋɊɎɘɋ Ɏɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɏ ɕɆɖɔɑɢ SSH, 

ɓɋɔɇɛɔɊɎɒɡɋ Ɋɑɥ ɈɛɔɊɆ Ɉ ɗɎɗɘɋɒə ɒɆɖɞɖəɘɎɍɆɘɔɖɆ Cisco. Ƚɘɔɇɡ əɐɆɍɆɘɢ, ɝɘɔ ɕɖɆɈɆ 

ɊɔɑɌɓɡ ɇɡɘɢ ɖɆɗɞɎɖɋɓɡ, ɗ ɕɔɒɔɟɢɤ Enable (ɖɆɍɖɋɞɎɘɢ), ɈɡɇɋɖɎɘɋ ɍɓɆɝɋɓɎɋ Cisco 

enable  (ɐɔɒɆɓɊɆ enable ɗɎɗɘɋɒɡ Cisco) Ɉ ɖɆɗɐɖɡɈɆɤɟɋɒɗɥ ɗɕɎɗɐɋ Elevate privileges 

with  (ɕɔɈɡɗɎɘɢ əɖɔɈɋɓɢ ɕɖɎɈɎɑɋɉɎɏ ɗ ɕɔɒɔɟɢɤ) Ɏ ɈɈɋɊɎɘɋ ɕɆɖɔɑɢ Ɋɑɥ ɐɔɒɆɓɊɡ enable 

(ɖɆɍɖɋɞɎɘɢ) Ɉ ɕɔɑɋ Escalation password  (ɕɆɖɔɑɢ Ɋɑɥ ɕɔɈɡɞɋɓɎɥ əɖɔɈɓɥ ɕɖɎɈɎɑɋɉɎɏ). 
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ПРЕОБРАЗОВАНИЕ ФАЙЛОВ .INF СИСТЕМЫ WINDOWS В 

ФАЙЛЫ .AUDIT С ПОМОЩЬЮ СЛУЖЕБНОЙ ПРОГРАММЫ I2A 

ȵɖɎ ɓɆɑɎɝɎɎ ɚɆɏɑɔɈ ɕɔɑɎɘɎɐ ȴȷ Windows (ɔɇɡɝɓɔ ɔɓɎ Ɏɒɋɤɘ ɖɆɗɞɎɖɋɓɎɋ .inf ) Ɏɛ 

ɒɔɌɓɔ ɕɖɋɔɇɖɆɍɔɈɆɘɢ Ɉ ɚɆɏɑɡ .audit , ɝɘɔɇɡ ɎɗɕɔɑɢɍɔɈɆɘɢ Ɉ ɆəɊɎɘɆɛ Nessus ɗɋɖɈɋɖɔɈ 

ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Windows. 

 

ПОЛУЧЕНИЕ И УСТАНОВКА ПРОГРАММЫ 

ȷɑəɌɋɇɓəɤ ɕɖɔɉɖɆɒɒə i2a  ɒɔɌɓɔ ɕɔɑəɝɎɘɢ Ɉ ɈɎɊɋ zip-ɆɖɛɎɈɆ ɝɋɖɋɍ ɕɔɖɘɆɑ ɕɔɊɊɋɖɌɐɎ 

Tenable Support Portal, ɖɆɗɕɔɑɔɌɋɓɓɡɏ ɕɔ ɆɊɖɋɗə https://support.tenable.com/support-

center/. ɃɘɆ ɕɖɔɉɖɆɒɒɆ ɓɋ Ɏɒɋɋɘ ɉɖɆɚɎɝɋɗɐɔɉɔ ɎɓɘɋɖɚɋɏɗɆ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɏ Ɉɡɕɔɑɓɥɋɘɗɥ 

Ɏɍ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ. 

 

ȶɆɗɕɆɐəɏɘɋ ɗɔɊɋɖɌɎɒɔɋ ɣɘɔɉɔ ɚɆɏɑɆ Ɉ ɐɆɘɆɑɔɉ ɕɔ ɗɈɔɋɒə Ɉɡɇɔɖə Ɏ ɍɆɘɋɒ ɕɋɖɋɒɋɗɘɎɘɋ 
ɚɆɏɑɡ ȴȷ Windows . inf  Ɉ ɣɘɔɘ Ɍɋ ɐɆɘɆɑɔɉ. 

 

ПРЕОБРАЗОВАНИЕ ФАЙЛОВ .INF В ФАЙЛЫ .AUDIT 

ȭɆɕəɗɘɎɘɋ ɗɖɋɊɗɘɈɔ ɕɖɋɔɇɖɆɍɔɈɆɓɎɥ Ɏɍ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ, ɕɖɔɗɘɔ ɈɈɋɊɥ ɗ ɐɑɆɈɎɆɘəɖɡ: 

 

# i2a - x.x.x.exe yourfile.inf file.audit  

 
Ȩ ɣɘɔɒ ɕɖɎɒɋɖɋ ɚɆɏɑ yo urfile.inf  ɥɈɑɥɋɘɗɥ ɎɗɛɔɊɓɡɒ ɚɆɏɑɔɒ .inf , Ɇ ɚɆɏɑ 

file.audit  ð ɕɔɑəɝɋɓɓɡɒ Ɉ ɖɋɍəɑɢɘɆɘɋ ɕɖɋɔɇɖɆɍɔɈɆɓɎɥ ɚɆɏɑɔɒ .audit . 

 

https://support.tenable.com/support-center/
https://support.tenable.com/support-center/
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АНАЛИЗ ПРЕОБРАЗОВАНИЯ 

ȰɔɒɕɆɓɎɥ Tenable ɕɔɕɡɘɆɑɆɗɢ ɊɔɇɎɘɢɗɥ 100-ɕɖɔɜɋɓɘɓɔɉɔ ɕɖɋɔɇɖɆɍɔɈɆɓɎɥ ɎɓɚɔɖɒɆɜɎɎ, 
ɐɔɘɔɖɆɥ ɒɔɌɋɘ ɇɡɘɢ ɔɕɎɗɆɓɆ Ɉ ɚɆɏɑɋ .i nf Ɏ ɐɔɘɔɖɆɥ ɒɔɌɋɘ ɇɡɘɢ ɎɗɕɔɑɢɍɔɈɆɓɆ Ɋɑɥ 

ɆəɊɎɘɆ Ɉ ɚɆɏɑɋ .audit . ȴɊɓɆɐɔ ɗɔɈɖɋɒɋɓɓɡɏ əɖɔɈɋɓɢ ɘɋɛɓɔɑɔɉɎɎ Nessus 4 ɓɋ 

ɕɔɍɈɔɑɥɋɘ ɎɗɕɡɘɡɈɆɘɢ ɓɋɐɔɘɔɖɡɋ ɣɑɋɒɋɓɘɡ ɕɔɑɎɘɎɐɎ. 

 

ȺɆɏɑ ɖɋɉɎɗɘɖɆɜɎɎ ɕɖɔɜɋɗɗɆ ɕɖɋɔɇɖɆɍɔɈɆɓɎɥ ɗɔɍɊɆɋɘɗɥ Ɋɑɥ ɐɆɌɊɔɉɔ ɍɆɕəɗɐɆ ɗɖɋɊɗɘɈɆ 
i2a . Ȩ ɓɋɒ ɗɔɊɋɖɌɎɘɗɥ ɕɔɗɘɖɔɝɓɡɏ ɆəɊɎɘ Ɉɗɋɉɔ ɕɖɔɜɋɗɗɆ ɕɖɋɔɇɖɆɍɔɈɆɓɎɥ. ȫɗɑɎ ɐɆɐɆɥ-

ɘɔ ɗɘɖɔɐɆ ɚɆɏɑɆ .inf  ɓɋ ɒɔɌɋɘ ɇɡɘɢ ɕɖɋɔɇɖɆɍɔɈɆɓɆ, ɘɔ ɔɓɆ ɇəɊɋɘ ɕɖɎɈɋɊɋɓɆ Ɉ ɣɘɔɒ 

ɚɆɏɑɋ ɖɋɉɎɗɘɖɆɜɎɎ. 

 

ПРАВИЛЬНЫЙ ФОРМАТ НАСТРОЕК В ФАЙЛЕ .INF 

ȵɖɔɈɋɖɢɘɋ ɗɔɔɘɈɋɘɗɘɈɎɋ ɕɖɎɈɋɊɋɓɓɡɛ Ɉ ɚɆɏɑɋ ɖɋɉɎɗɘɖɆɜɎɎ ɕɖɔɈɋɖɔɐ, ɐɔɘɔɖɡɋ ɓɋ 

əɊɆɑɔɗɢ ɔɇɖɆɇɔɘɆɘɢ, ɔɕɎɗɆɓɓɡɒ ɓɎɌɋ ɊɔɕəɗɘɎɒɡɒ ɚɔɖɒɆɘɆɒ. 

 

ȵɆɖɆɒɋɘɖɡ System Access  (Ɋɔɗɘəɕ ɐ ɗɎɗɘɋɒɋ), System Log  (ɗɎɗɘɋɒɓɡɏ ɌəɖɓɆɑ), 

Security Log  (ɌəɖɓɆɑ ɇɋɍɔɕɆɗɓɔɗɘɎ), Application Log  (ɌəɖɓɆɑ ɕɖɎɑɔɌɋɓɎɏ) Ɏ Event 

Audit  (ɆəɊɎɘ ɗɔɇɡɘɎɏ) Ɏɒɋɤɘ ɔɊɎɓɆɐɔɈɡɏ ɚɔɖɒɆɘ. ȰɆɌɊɆɥ ɍɆɕɎɗɢ ɔɕɎɗɡɈɆɋɘɗɥ ɐɆɐ 
ɕɆɖɆɒɋɘɖ (Key), ɕɔɗɑɋ ɐɔɘɔɖɔɉɔ ɗɑɋɊəɋɘ ɍɓɆɝɋɓɎɋ (value ). 

 

ȷɎɓɘɆɐɗɎɗ: 

 

Key = value  

 

Ȩ ɕɖɎɈɋɊɋɓɓɔɒ Ɉɡɞɋ ɗɑəɝɆɋ ɕɆɖɆɒɋɘɖ (Key) ð ɣɘɔ ɕɖɔɈɋɖɥɋɒɡɏ ɣɑɋɒɋɓɘ, Ɇ ɍɓɆɝɋɓɎɋ 

(value ) ð ɣɘɔ ɕɖɋɊɕɔɑɆɉɆɋɒɔɋ ɍɓɆɝɋɓɎɋ ɊɆɓɓɔɉɔ ɕɆɖɆɒɋɘɖɆ Ɉ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɋ. 

 

ȵɖɎɒɋɖ: 

 

MinimumPasswordLength = 8  

 

ȺɔɖɒɆɘ ɓɆɗɘɖɔɋɐ Privilege Rights  (ɕɖɎɈɎɑɋɉɎɖɔɈɆɓɓɡɋ ɕɖɆɈɆ) ɆɓɆɑɔɉɎɝɋɓ əɕɔɒɥɓəɘɔɒə 

Ɉɡɞɋ, ɓɔ Ɉ ɊɆɓɓɔɒ ɗɑəɝɆɋ ɍɓɆɝɋɓɎɋ ɒɔɌɋɘ ɇɡɘɢ ɕəɗɘɡɒ. 

 

ȷɎɓɘɆɐɗɎɗ: 

 

PriviledgeRight = User1 ,User2éUserN 

 

ȵɖɎɒɋɖ: 

 

SeNetworkLogonRight = *S - 1- 5- 32- 545,*S - 1- 5- 32- 544  

 

ȮɑɎ: 

 

SeTcbPrivilege =  
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ȵɆɖɆɒɋɘɖ Registry Key  (ɖɆɍɊɋɑ ɖɋɋɗɘɖɆ) ɗɔɗɘɔɎɘ Ɏɍ ɗɑɋɊəɤɟɎɛ ɝɋɘɡɖɋɛ ɝɆɗɘɋɏ: 

 

> Registry Key (ɖɆɍɊɋɑ ɖɋɋɗɘɖɆ) ï ɣɘɔ ɖɆɍɊɋɑ ɖɋɋɗɘɖɆ, ɐɔɘɔɖɡɏ ɓɋɔɇɛɔɊɎɒɔ ɕɖɔɈɋɖɎɘɢ. 

> Inheritance Value (ɍɓɆɝɋɓɎɋ ɓɆɗɑɋɊɔɈɆɓɎɥ) ï ɔɕɖɋɊɋɑɥɋɘ, əɓɆɗɑɋɊɔɈɆɓɡ ɎɑɎ ɓɋ 

əɓɆɗɑɋɊɔɈɆɓɡ ɖɆɍɖɋɞɋɓɎɥ Ɋɑɥ ɣɘɔɉɔ ɖɆɍɊɋɑɆ ɖɋɋɗɘɖɆ. ȭɓɆɝɋɓɎɋ ɒɔɌɋɘ ɇɡɘɢ Ɉ 

ɊɎɆɕɆɍɔɓɋ ɔɘ 0 Ɋɔ 4. 

> DACL ï ɗɕɎɗɔɐ DACL ɥɈɑɥɋɘɗɥ ɗɕɎɗɐɔɒ ACL, ɐɔɘɔɖɡɏ ɐɔɓɘɖɔɑɎɖəɋɘɗɥ ɈɑɆɊɋɑɢɜɋɒ 

ɔɇɠɋɐɘɆ Ɏ ɔɕɖɋɊɋɑɥɋɘ ɕɖɆɈɆ ɊɔɗɘəɕɆ ɐɆɌɊɔɉɔ ɐɔɓɐɖɋɘɓɔɉɔ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɏ ɐɆɌɊɔɏ 

ɉɖəɕɕɡ ɐ ɣɘɔɒə ɔɇɠɋɐɘə. 

> SACL ï ɗɕɎɗɔɐ SACL ɥɈɑɥɋɘɗɥ ɗɕɎɗɐɔɒ ACL, ɐɔɘɔɖɡɏ əɕɖɆɈɑɥɋɘ ɉɋɓɋɖɎɖɔɈɆɓɎɋɒ 

ɗɔɔɇɟɋɓɎɏ ɆəɊɎɘɆ Ɉ ɗɑəɝɆɋ ɕɔɕɡɘɔɐ ɕɔɑəɝɎɘɢ Ɋɔɗɘəɕ ɐ ɍɆɟɎɟɆɋɒɔɒə ɔɇɠɋɐɘə. 

 

ȷɎɓɘɆɐɗɎɗ: 

 

"Registry Key",Inheritance value,  

"D:dacl_flags(string_ace1)...(string_acen)S:sacl_flags(string_ace1)... 

(string_acen)"  

 

ȵɔɑɥ DACL Ɏ SACL ɒɔɉəɘ ɇɡɘɢ ɕəɗɘɡɒɎ, Ɏ Ɉ ɣɘɔɒ ɗɑəɝɆɋ ɊɆɓɓɆɥ ɕɖɔɈɋɖɐɆ ɇəɊɋɘ 

ɕɖɔɎɉɓɔɖɎɖɔɈɆɓɆ. 

 

ȵɖɎɒɋɖ: 

 

"MACHINE\ SYSTEM\ CurrentControlSet \ Control \ Class",0,"D:PAR(A;CI;KA;;;BA)(A;C

IIO;KA;;;CO)S:PAR(AU;OICIFA;CC;;;WD)"  

 

ȺɔɖɒɆɘ ɕɆɖɆɒɋɘɖɆ File Security  (ɇɋɍɔɕɆɗɓɔɗɘɢ ɚɆɏɑɔɈ) ɆɓɆɑɔɉɎɝɋɓ ɚɔɖɒɆɘə ɔɕɎɗɆɓɓɡɛ 

Ɉɡɞɋ ɕɆɖɆɒɋɘɖɔɈ Registry Key (ɖɆɍɊɋɑ ɖɋɋɗɘɖɆ). 

 

ȷɎɓɘɆɐɗɎɗ: 

 

"File Object",Inheritance value, 

"D:dacl_flags(string_ace1)...(string_acen)S:sacl_flags(string_ace1)

... (string_acen)"  

 

ȵɖɎɒɋɖ: 

 

"%SystemRoot% \ system32 \ ciadv.msc",2,"D:PAR(A;OICI;FA;;;BA)(A;OICI;FA;;;SY)S

:PAR(AU;OICIFA;CC;;;WD)"  

 

ȵɆɖɆɒɋɘɖ Service General  (ɔɇɟɎɋ ɕɆɖɆɒɋɘɖɡ ɗɑəɌɇ) ɗɔɗɘɔɎɘ Ɏɍ ɗɑɋɊəɤɟɎɛ ɝɋɘɡɖɋɛ 

ɝɆɗɘɋɏ: 

 

> Service Name (Ɏɒɥ ɗɑəɌɇɡ) ï ɗɑəɌɇɆ, ɆəɊɎɘ ɐɔɘɔɖɔɏ ɓɋɔɇɛɔɊɎɒɔ ɕɖɔɈɋɗɘɎ. 

> Service start type (ɘɎɕ ɍɆɕəɗɐɆ ɗɑəɌɇɡ) ï Manual (Ɉɖəɝɓəɤ), Automatic (ɆɈɘɔɒɆɘɎɝɋɗɐɎ) 

ɎɑɎ Disabled (ɔɘɐɑɤɝɋɓɆ). ȭɓɆɝɋɓɎɋ ɒɔɌɋɘ ɇɡɘɢ Ɉ ɊɎɆɕɆɍɔɓɋ ɔɘ 2 Ɋɔ 4. 
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> DACL ï ɗɕɎɗɔɐ DACL ɥɈɑɥɋɘɗɥ ɗɕɎɗɐɔɒ ACL, ɐɔɘɔɖɡɏ ɐɔɓɘɖɔɑɎɖəɋɘɗɥ ɈɑɆɊɋɑɢɜɋɒ 

ɔɇɠɋɐɘɆ Ɏ ɔɕɖɋɊɋɑɥɋɘ ɕɖɆɈɆ ɊɔɗɘəɕɆ ɐɆɌɊɔɉɔ ɐɔɓɐɖɋɘɓɔɉɔ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɏ ɐɆɌɊɔɏ 

ɉɖəɕɕɡ ɐ ɣɘɔɒə ɔɇɠɋɐɘə. 

> SACL ï ɗɕɎɗɔɐ SACL ɥɈɑɥɋɘɗɥ ɗɕɎɗɐɔɒ ACL, ɐɔɘɔɖɡɏ əɕɖɆɈɑɥɋɘ ɉɋɓɋɖɎɖɔɈɆɓɎɋɒ 

ɗɔɔɇɟɋɓɎɏ ɆəɊɎɘɆ Ɉ ɗɑəɝɆɋ ɕɔɕɡɘɔɐ ɕɔɑəɝɎɘɢ Ɋɔɗɘəɕ ɐ ɍɆɟɎɟɆɋɒɔɒə ɔɇɠɋɐɘə. 

 

ȷɎɓɘɆɐɗɎɗ: 

 

Service Name,Start type, 

"D:dacl_flags(string_ace1)...(string_acen)S:sacl_flags(string_ace1).

..(string_acen)"  

 

ȵɖɎɒɋɖ: 

 

kdc,3,"D:AR(A;;CCDCLCS WRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCLCSWLOCRRC;;;AU)(A;;CC

LCSWRPWPDTLOCRRC;;;SY)" 

 

ȫɗɑɎ ɕɖɔɈɋɖɥɘɢ ɕɆɖɆɒɋɘɖ çpermissions for a serviceè (ɕɖɆɈɆ ɗɑəɌɇɡ) ɓɋ ɘɖɋɇəɋɘɗɥ Ɏ 

ɊɔɗɘɆɘɔɝɓɔ ɕɖɔɈɋɖɎɘɢ ɕɆɖɆɒɋɘɖ çstartup typeè (ɘɎɕ ɍɆɕəɗɐɆ), ɘɔ ɣɘɔ ɒɔɌɓɔ ɈɡɕɔɑɓɎɘɢ 

ɗɑɋɊəɤɟɎɒ ɔɇɖɆɍɔɒ. 

 

ȷɎɓɘɆɐɗɎɗ: 

 

Service Name,Start type  

 

ȵɖɎɒɋɖ: 

 

kdc,3,""  

 

ȵɆɖɆɒɋɘɖ Registry Value  (ɍɓɆɝɋɓɎɋ ɖɋɋɗɘɖɆ) ɗɔɗɘɔɎɘ Ɏɍ ɗɑɋɊəɤɟɎɛ ɘɖɋɛ ɝɆɗɘɋɏ: 

 

> RegistryKey (ɖɆɍɊɋɑ ɖɋɋɗɘɖɆ) ï ɣɘɔ ɖɆɍɊɋɑ ɖɋɋɗɘɖɆ, ɐɔɘɔɖɡɏ ɓɋɔɇɛɔɊɎɒɔ ɕɖɔɈɋɖɎɘɢ. 

> RegistryType (ɘɎɕ ɖɋɋɗɘɖɆ) ï ɘɎɕ ɖɋɋɗɘɖɆ: REG_DWORD, REG_SZ Ɏ ɘ. Ɋ. 

> RegistryValue (ɍɓɆɝɋɓɎɋ ɖɋɋɗɘɖɆ) ï ɍɓɆɝɋɓɎɋ ɖɆɍɊɋɑɆ ɖɋɋɗɘɖɆ. 

 

 

ȵɆɖɆɒɋɘɖ RegistryValue (ɍɓɆɝɋɓɎɋ ɖɋɋɗɘɖɆ) ɒɔɌɋɘ ɇɡɘɢ ɔɕɖɋɊɋɑɋɓ Ɉ ɊɈɔɏɓɡɛ, 

ɔɊɎɓɔɝɓɡɛ ɐɆɈɡɝɐɆɛ ɎɑɎ ɇɋɍ ɓɎɛ. 

 

ȷɎɓɘɆɐɗɎɗ: 

RegistryKey,RegistryType,RegistryVal ue 

 

ȵɖɎɒɋɖ: 

MACHINE\ SYSTEM\ CurrentControlSet \ Services \ Tcpip \ Parameters \ EnableDeadGWDet

ect=4,0  
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ȵɖɎ ɌɋɑɆɓɎɎ ɐ ɑɤɇɔɏ ɗɘɖɔɐɋ ɚɆɏɑɆ .inf  ɒɔɌɓɔ ɊɔɇɆɈɎɘɢ Ɉ ɓɆɝɆɑɋ ɘɔɝɐə ɗ ɍɆɕɥɘɔɏ, Ɏ 

ɗɐɖɎɕɘ ɕɖɔɕəɗɘɎɘ ɣɘə ɗɘɖɔɐə ɐɆɐ ɐɔɒɒɋɓɘɆɖɎɏ. 

 

ПРЕОБРАЗОВАНИЕ ФАЙЛОВ КОНФИГУРАЦИИ ОС UNIX В 

ФАЙЛЫ .AUDIT С ПОМОЩЬЮ ПРОГРАММЫ C2A 

ȷɖɋɊɗɘɈɔ  c2a.pl  ɕɖɋɊɓɆɍɓɆɝɋɓɔ Ɋɑɥ ɘɔɉɔ, ɝɘɔɇɡ ɕɔɒɔɝɢ ɆəɊɎɘɔɖɆɒ ɗɔɍɊɆɈɆɘɢ ɚɆɏɑɡ  

.audit  Ɋɑɥ ɆəɊɎɘɆ ɐɔɓɚɎɉəɖɆɜɎɏ ɕɖɎɑɔɌɋɓɎɏ Ɉ ɔɕɖɋɊɋɑɋɓɓɔɏ ɗɋɘɎ. ȳɆɕɖɎɒɋɖ, ɋɗɑɎ 

ɓəɌɓɔ, ɝɘɔɇɡ Ɉɗɋ Ɉɋɇ-ɗɋɖɈɋɖɡ ɔɕɖɋɊɋɑɋɓɓɔɏ ɗɋɘɎ ɇɡɑɎ ɓɆɗɘɖɔɋɓɡ ɘɔɝɓɔ ɘɆɐ Ɍɋ, ɐɆɐ 
ɉɑɆɈɓɡɏ ɛɔɗɘ X, ɘɔ ɗɑɋɊəɋɘ ɍɆɕəɗɘɎɘɢ ɣɘə ɕɖɔɉɖɆɒɒə ɓɆ ɗɋɖɈɋɖɋ X, ɗɔɍɊɆɘɢ ɚɆɏɑ .audit  

Ɋɑɥ httpd  ɓɆ ɣɘɔɏ ɗɎɗɘɋɒɋ, Ɇ ɍɆɘɋɒ ɎɗɕɔɑɢɍɔɈɆɘɢ ɣɘɔɘ ɚɆɏɑ Ɉ ɐɆɝɋɗɘɈɋ ɎɗɛɔɊɓɔɉɔ Ɋɑɥ 

ɊɋɒɔɓɆ Nessus Ɏ ɍɆɕəɗɘɎɘɢ ɗɐɆɓɎɖɔɈɆɓɎɋ Ɉɗɋɛ ɊɖəɉɎɛ Ɉɋɇ-ɗɋɖɈɋɖɔɈ ɗ ɜɋɑɢɤ ɕɖɔɈɋɖɐɎ 

Ɏɛ ɗɔɔɘɈɋɘɗɘɈɎɥ. 

 

ȵɖɎ ɌɋɑɆɓɎɎ ɣɘɔ ɗɖɋɊɗɘɈɔ ɘɆɐɌɋ ɒɔɌɋɘ ɇɡɘɢ ɎɗɕɔɑɢɍɔɈɆɓɔ Ɋɑɥ ɗɔɍɊɆɓɎɥ ɚɆɏɑɔɈ ɆəɊɎɘɆ 

ɐɔɊɔɈ MD5 Ɉɗɋɉɔ əɍɑɆ. Ȩ ɐɆɝɋɗɘɈɋ ɎɗɛɔɊɓɔɉɔ ɚɆɏɑɆ ɋɒə ɕɔɘɖɋɇəɋɘɗɥ ɗɕɎɗɔɐ ɚɆɏɑɔɈ ɎɑɎ 

ɐɆɘɆɑɔɉɔɈ, ɐɔɘɔɖɡɋ ɓəɌɓɔ ɕɖɔɈɋɖɎɘɢ, ɐɔɘɔɖɡɋ ɇəɊəɘ ɔɇɖɆɇɔɘɆɓɡ ɊɆɓɓɡɒ ɗɖɋɊɗɘɈɔɒ Ɉ 

ɗɑəɝɆɋ ɐɆɘɆɑɔɉɔɈ ɖɋɐəɖɗɎɈɓɔ Ɋɑɥ ɗɔɍɊɆɓɎɥ ɚɆɏɑɆ .audit  Ɋɑɥ ɗɎɗɘɋɒɡ. ȵɔɍɊɓɋɋ ɣɘɔɘ 

ɚɆɏɑ ɒɔɌɓɔ ɇəɊɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢ Ɋɑɥ ɗɐɆɓɎɖɔɈɆɓɎɥ ɎɍɒɋɓɋɓɎɏ Ɉ ɔɗɓɔɈɓɡɛ ɚɆɏɑɆɛ Ɏ 

ɐɆɘɆɑɔɉɆɛ. 

 

ПОЛУЧЕНИЕ И УСТАНОВКА ПРОГРАММЫ 

ȷɑəɌɋɇɓəɤ ɕɖɔɉɖɆɒɒə c2a ɒɔɌɓɔ ɕɔɑəɝɎɘɢ Ɉ ɈɎɊɋ tar -ɆɖɛɎɈɆ ɝɋɖɋɍ ɕɔɖɘɆɑ ɕɔɊɊɋɖɌɐɎ 

Tenable Support Portal, ɖɆɗɕɔɑɔɌɋɓɓɡɏ ɕɔ ɆɊɖɋɗə https://support.tenable.com/support-

center/. 

 

ȶɆɍɈɋɖɓɎɘɋ ɗɔɊɋɖɌɎɒɔɋ ɚɆɏɑɆ  c2a - x.x.x.tar.gz  ɓɆ ɑɔɐɆɑɢɓɔɏ ɒɆɞɎɓɋ ɗ ɕɔɒɔɟɢɤ 

ɗɑɋɊəɤɟɋɏ ɐɔɒɆɓɊɡ: 

 

# tar xzf c2a - x.x.x.tar.gz  

 
ȵɖɎ ɣɘɔɒ Ɉ ɘɋɐəɟɋɒ ɐɆɘɆɑɔɉɋ ɇəɊɋɘ ɗɔɍɊɆɓ ɐɆɘɆɑɔɉ c2a , Ɉ ɐɔɘɔɖɡɏ ɇəɊəɘ ɖɆɗɕɆɐɔɈɆɓɡ 

ɚɆɏɑɡ. ȵɖɎ ɌɋɑɆɓɎɎ ɖɆɗɕɆɐɔɈɆɘɢ ɗɔɊɋɖɌɎɒɔɋ Ɉ ɐɆɐɔɏ-ɘɔ ɔɕɖɋɊɋɑɋɓɓɡɏ ɐɆɘɆɑɔɉ 

Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɗɑɋɊəɤɟɋɏ ɐɔɒɆɓɊɔɏ: 

 

# tar xzf c2a.x.x.x.tar.gz ïC /path/to/directory  

 
ȵɔɗɑɋ ɘɔɉɔ ɐɆɐ ɆɖɛɎɈ ɇəɊɋɘ ɖɆɗɕɆɐɔɈɆɓ, Ɉ ɐɆɘɆɑɔɉɋ ~/c2a  ɊɔɑɌɓɡ ɓɆɛɔɊɎɘɢɗɥ 

ɗɑɋɊəɤɟɎɋ ɚɆɏɑɡ: 

 

> c2a.pl  

> c2a.map  

> c2a_regex.map  

> cmv.pl  

> ReadMe.txt  

 

https://support.tenable.com/support-center/
https://support.tenable.com/support-center/
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СОЗДАНИЕ ФАЙЛА АУДИТА КОДОВ MD5 

ȭɆɕəɗɘɎɘɋ ɗɖɋɊɗɘɈɔ ɕɖɋɔɇɖɆɍɔɈɆɓɎɥ ɗ ɕɆɖɆɒɋɘɖɔɒ - md5, ɈɈɋɊɥ ɐɔɒɆɓɊə: 

 

# ./c2a.pl - md5 - f /path/to/inputfile.txt - o outputfile.audit  

 

ȵɖɔɉɖɆɒɒɋ ɘɖɋɇəɋɘɗɥ ɎɗɛɔɊɓɡɏ ɚɆɏɑ ɗɔ ɗɕɎɗɐɔɒ ɚɆɏɑɔɈ Ɏ ɐɆɘɆɑɔɉɔɈ, ɆəɊɎɘ ɍɓɆɝɋɓɎɏ 

ɐɔɊɔɈ MD5 ɐɔɘɔɖɡɛ ɓɋɔɇɛɔɊɎɒɔ ɇəɊɋɘ ɕɖɔɈɔɊɎɘɢ, Ɇ ɘɆɐɌɋ Ɏɒɥ ɚɆɏɑɆ ɆəɊɎɘɆ, ɐɔɘɔɖɡɏ 

ɇəɊɋɘ Ɉ ɖɋɍəɑɢɘɆɘɋ ɕɔɑəɝɋɓ. 

 

 

ȵɖɎ ɊɔɇɆɈɑɋɓɎɎ ɚɆɏɑɔɈ Ɉ ɎɗɛɔɊɓɡɏ ɚɆɏɑ ɔɇɥɍɆɘɋɑɢɓɔ Ɏɗɕɔɑɢɍəɏɘɋ 

ɗɑɋɊəɤɟɎɏ ɚɔɖɒɆɘ: 

 
/path/to/file  

 

Ȯɗɕɔɑɢɍəɏɘɋ ɣɘɔɘ ɚɔɖɒɆɘ ɕɖɎ ɊɔɇɆɈɑɋɓɎɎ ɐɆɘɆɑɔɉɔɈ: 

 
/path/to/file/  

 
ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɣɘɔɉɔ ɚɔɖɒɆɘɆ Ɋɑɥ ɚɆɏɑɆ, Ɇ ɓɋ ɐɆɘɆɑɔɉɆ ɗɖɋɊɗɘɈɔ c2a  

ɗɔɔɇɟɎɘ, ɝɘɔ ɘɆɐɔɉɔ ɚɆɏɑɆ ɓɋ ɗəɟɋɗɘɈəɋɘ. Ȫɑɥ ɗɔɍɊɆɓɎɥ ɐɆɘɆɑɔɉɔɈ ɊɔɗɘɆɘɔɝɓɔ 

ɓɆɝɆɑɢɓɔɉɔ ɗɎɒɈɔɑɆ ɓɆɐɑɔɓɓɔɏ ɝɋɖɘɡ (/). 

 

ȫɗɑɎ ɍɆɕɎɗɢɤ Ɉ ɎɗɛɔɊɓɡɏ ɚɆɏɑ Ɉɓɋɗɋɓ ɔɇɡɝɓɡɏ ɚɆɏɑ MD5, ɘɔ ɘɔɑɢɐɔ ɣɘɔɘ ɚɆɏɑ ɇəɊɋɘ 
ɕɖɔɗɝɎɘɆɓ Ɏ ɍɆɕɎɗɆɓ Ɉ ɚɔɖɒɆɘɋ . audit . Ȩ ɗɑəɝɆɋ ɐɆɘɆɑɔɉɆ ɗɐɖɎɕɘ ɖɋɐəɖɗɎɈɓɔ 

ɕɖɔɆɓɆɑɎɍɎɖəɋɘ ɐɆɌɊɡɏ ɚɆɏɑ Ɉ ɐɆɘɆɑɔɉɋ. ȫɗɑɎ ɖɋɍəɑɢɘɎɖəɤɟɎɏ ɚɆɏɑ ɓɋ əɐɆɍɆɓ, ɘɔ 
ɖɋɍəɑɢɘɆɘ ɇəɊɋɘ ɍɆɕɎɗɆɓ Ɉ ɚɆɏɑ ~/c2a/op.audit . 

 

ȵɖɎ ɔɇɖɆɇɔɘɐɋ ɗɕɎɗɐɆ ɚɆɏɑɔɈ, əɐɆɍɆɓɓɔɉɔ ɐɆɐ inputfile (ɎɗɛɔɊɓɡɏ ɚɆɏɑ), Ɉɗɋ 

ɈɗɘɖɋɝɆɤɟɎɋɗɥ ɗɎɒɈɔɑɎɝɋɗɐɎɋ ɗɗɡɑɐɎ ɇəɊəɘ ɎɉɓɔɖɎɖɔɈɆɘɢɗɥ. ȧəɊɋɘ ɈɡɊɆɓɔ ɗɔɔɇɟɋɓɎɋ 

ɔ ɘɔɒ, ɝɘɔ ɚɆɏɑɆ ɓɋ ɗəɟɋɗɘɈəɋɘ ɎɑɎ ɣɘɔ ɗɎɒɈɔɑɎɝɋɗɐɆɥ ɗɗɡɑɐɆ. ȳɆɝɎɓɆɥ ɗ ɣɘɔɏ ɈɋɖɗɎɎ, 
ɗɖɋɊɗɘɈɔ c2a  ɓɋ ɕɔɊɊɋɖɌɎɈɆɋɘ ɗɎɒɈɔɑɎɝɋɗɐɎɋ ɗɗɡɑɐɎ. 

 

СОЗДАНИЕ ФАЙЛА АУДИТА НА ОСНОВЕ ОДНОГО ИЛИ НЕСКОЛЬКИХ ФАЙЛОВ 

КОНФИГУРАЦИИ 

ȷɖɋɊɗɘɈɔ c2a  ɎɊɋɆɑɢɓɔ ɕɔɊɛɔɊɎɘ Ɋɑɥ ɔɇɖɆɇɔɘɐɎ ɚɆɏɑɔɈ ɐɔɓɚɎɉəɖɆɜɎɎ, ɎɒɋɤɟɎɛ 

əɓɎɐɆɑɢɓɔɋ ɕɔɗɘɖɔɝɓɔɋ ɗɔɊɋɖɌɎɒɔɋ. ȫɗɑɎ ɚɆɏɑ ɐɔɓɚɎɉəɖɆɜɎɎ Ɏɒɋɋɘ ɒɓɔɉɔɗɘɖɔɝɓəɤ 

ɚəɓɐɜɎɔɓɆɑɢɓəɤ ɗɘɖəɐɘəɖə, ɐɆɐ ɚɆɏɑɡ ɐɔɓɚɎɉəɖɆɜɎɎ ɚɔɖɒɆɘɆ XML, ɘɔ ɗɖɋɊɗɘɈɔ c2a   

ɓɋ ɔɝɋɓɢ ɕɔɊɛɔɊɎɘ Ɋɑɥ ɓɎɛ. 

 
ȭɆɕəɗɘɎɘɋ ɗɖɋɊɗɘɈɔ ɕɖɋɔɇɖɆɍɔɈɆɓɎɥ ɗ ɕɆɖɆɒɋɘɖɔɒ - audit , ɈɈɋɊɥ ɐɔɒɆɓɊə: 

 

# ./c2a.pl - audit - f /path/to/input.txt - o outputfile.audit  

 
ȵɖɔɉɖɆɒɒɋ ɘɖɋɇəɋɘɗɥ ɎɗɛɔɊɓɡɏ ɚɆɏɑ (input.txt ) ɗɔ ɗɕɎɗɐɔɒ ɚɆɏɑɔɈ ɐɔɓɚɎɉəɖɆɜɎɎ, 

ɆəɊɎɘ ɐɔɘɔɖɡɛ ɓɋɔɇɛɔɊɎɒɔ ɇəɊɋɘ ɕɖɔɈɔɊɎɘɢ, Ɇ ɘɆɐɌɋ Ɏɒɥ ɚɆɏɑɆ ɆəɊɎɘɆ, ɐɔɘɔɖɡɏ ɇəɊɋɘ 

Ɉ ɖɋɍəɑɢɘɆɘɋ ɕɔɑəɝɋɓ. 
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Ȩ ɗɐɖɎɕɘɋ Perl c2a.pl  Ɏɗɕɔɑɢɍəɤɘɗɥ ɊɈɆ ɈɆɌɓɋɏɞɎɛ ɚɆɏɑɆ: c2a.map  Ɏ c2a_regex.map . 

Ƀɘɔɘ ɗɐɖɎɕɘ ɗɐɆɓɎɖəɋɘ ɐɆɌɊəɤ ɗɘɖɔɐə ɚɆɏɑɆ ɐɔɓɚɎɉəɖɆɜɎɎ, ɆəɊɎɘ ɐɔɘɔɖɔɉɔ 

Ɉɡɕɔɑɓɥɋɘɗɥ, Ɏ ɕɖɔɈɋɖɥɋɘ, ɥɈɑɥɋɘɗɥ ɑɎ ɕɋɖɈɔɋ ɗɑɔɈɔ ɐɆɌɊɔɏ ɗɘɖɔɐɎ əɐɆɍɆɓɓɡɒ Ɉ ɚɆɏɑɋ 
c2a.map  ɘɎɕɔɒ (ɓɆɕɖɎɒɋɖ, HTTP, SENDMAIL Ɏ ɘ. Ɋ.), Ɏ ɕɔɑəɝɆɋɘ ɗɈɥɍɆɓɓɔɋ ɗ ɓɎɒ 

ɍɓɆɝɋɓɎɋ. ȳɆɕɖɎɒɋɖ, ɕɖɎ ɆəɊɎɘɋ ɓɆɗɘɖɔɋɐ HTTP ɕɖɔɉɖɆɒɒɆ ɕɖɔɈɋɖɥɋɘ, ɥɈɑɥɋɘɗɥ ɑɎ 

ɊɆɓɓɔɋ ɗɑɔɈɔ ɑɤɇɡɒ Ɏɍ ɐɑɤɝɋɈɡɛ ɗɑɔɈ ɕɖɔɘɔɐɔɑɆ HTTP, ɗɔɊɋɖɌɆɟɎɛɗɥ Ɉ ɚɆɏɑɋ 

c2a.map . ȫɗɑɎ ɣɘɔ ɘɆɐ, ɘɔ ɔɓɆ ɕɖɎɒɋɓɥɋɘ ɐ ɣɘɔɏ ɗɘɖɔɐɋ ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ Ɏɍ ɚɆɏɑɆ  

c2a_regex.map  Ɋɑɥ HTTP Ɏ ɎɍɈɑɋɐɆɋɘ ɕɆɖɆɒɋɘɖ Ɏ ɍɓɆɝɋɓɎɋ. ȨɔɍɒɔɌɋɓ ɆəɊɎɘ ɘɔɑɢɐɔ 

ɕɆɖɆɒɋɘɖɔɈ, Ɉɐɑɤɝɋɓɓɡɛ Ɉ ɈɎɊɋ ɍɆɕɎɗɎ Ɉ ɚɆɏɑ c2a.map . 

 

ȺɆɏɑɡ ɐɔɓɚɎɉəɖɆɜɎɎ, ɐɔɘɔɖɡɋ ɓɋ ɊɔɑɌɓɡ ɕɖɔɈɋɖɥɘɢɗɥ Ɉ ɛɔɊɋ ɆəɊɎɘɆ, ɒɔɌɓɔ ɕɔɒɋɘɎɘɢ 

ɐɆɐ ɐɔɒɒɋɓɘɆɖɎɎ ɗ ɕɔɒɔɟɢɤ ɗɎɒɈɔɑɆ ç#è. 

 

 

ȵɖɎ ɌɋɑɆɓɎɎ ɕɖɋɔɇɖɆɍɔɈɆɘɢ ɕɆɖɆɒɋɘɖɡ, ɐɔɘɔɖɡɋ ɇɡɑɎ ɔɘɒɋɝɋɓɡ Ɉ ɚɆɏɑɋ 

ɐɔɓɚɎɉəɖɆɜɎɎ ɐɆɐ ɐɔɒɒɋɓɘɆɖɎɎ, Ɉ ɚɔɖɒɆɘ .audit  ɈɓɋɗɎɘɋ ɎɍɒɋɓɋɓɎɥ Ɉ ɚɆɏɑ 

c2a.pl  Ɏ əɗɘɆɓɔɈɎɘɋ ɍɓɆɝɋɓɎɋ ɕɆɖɆɒɋɘɖɆ «$ENFORCE_COMMENT = 1;». 

 

ȰɆɐ Ɏ Ɉ ɕɖɋɊɡɊəɟɋɒ ɗɑəɝɆɋ, ɋɗɑɎ ɖɋɍəɑɢɘɎɖəɤɟɎɏ ɚɆɏɑ ɓɋ əɐɆɍɆɓ, ɘɔ ɖɋɍəɑɢɘɆɘ ɇəɊɋɘ 
ɍɆɕɎɗɆɓ Ɉ ɚɆɏɑ ~/c2a/op.audit . 

 

Ȩ ɓɆɗɘɔɥɟɋɋ Ɉɖɋɒɥ ɐɔɒɕɆɓɎɥ Tenable ɕɖɋɊɔɗɘɆɈɑɥɋɘ ɕɆɖɆɒɋɘɖɡ MAP Ɋɑɥ HTTP, 

SENDMAIL, SYSCTL Ɏ NESSUS. ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ ɓɆɗɘɖɔɏɐɎ ɕɖɎɑɔɌɋɓɎɏ ɓɋɗɑɔɌɓɔ 
ɊɔɇɆɈɎɘɢ, ɈɔɗɕɔɑɢɍɔɈɆɈɞɎɗɢ ɕɖɔɉɖɆɒɒɔɏ Perl cmv.pl . ȪɔɕɔɑɓɎɘɋɑɢɓəɤ ɎɓɚɔɖɒɆɜɎɤ 

ɗɒ. Ɉ ɗɑɋɊəɤɟɋɒ ɖɆɍɊɋɑɋ. 

 

СОЗДАНИЕ ФАЙЛА MAP 

ȷɔɍɊɆɘɢ ɚɆɏɑ MAP Ɋɑɥ ɐɆɐɔɉɔ-ɑɎɇɔ ɕɖɎɑɔɌɋɓɎɥ ɓɋɗɑɔɌɓɔ. ȵɖɔɗɘɔ ɍɆɕəɗɘɎɘɋ ɗɐɖɎɕɘ 
cmv.pl  ɗɑɋɊəɤɟɎɒ ɔɇɖɆɍɔɒ: 

 

# ./cmv.pl - r 'regex' - r tag - f config_file  

 

ɉɊɋ: 

 

> «regex » ð ɣɘɔ ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ Ɋɑɥ ɎɍɈɑɋɝɋɓɎɥ ɕɆɖ ɕɆɖɆɒɋɘɖɔɈ 

ɐɔɓɚɎɉəɖɆɜɎɎ Ɏ Ɏɛ ɍɓɆɝɋɓɎɏ. ȴɇɡɝɓɔ ɔɓɔ Ɏɒɋɋɘ ɚɔɖɒɆɘ ç<name> = <value>è 

(<Ɏɒɥ> = <ɍɓɆɝɋɓɎɋ>). ȳɔ Ɉ ɓɋɐɔɘɔɖɡɛ ɗɑəɝɆɥɛ ɚɔɖɒɆɘ ɒɔɌɋɘ ɇɡɘɢ ɓɋɗɐɔɑɢɐɔ 

Ɏɓɡɒ, ɓɆɕɖɎɒɋɖ ɗɎɒɈɔɑ «=» ɒɔɌɋɘ ɇɡɘɢ ɍɆɒɋɓɋɓ ɓɆ ɕɖɔɇɋɑ, ɍɓɆɐ ɘɆɇəɑɥɜɎɎ Ɏ ɘ. Ɋ. 

> «tag » ð ɣɘɔ ɚɆɐɘɎɝɋɗɐɎ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ, əɐɆɍɡɈɆɤɟɋɋ ɓɆ ɘɔ, ɝɘɔ Ɉɡ ɛɔɘɎɘɋ 

ɖɆɍɒɋɘɎɘɢ ɕɖɎɑɔɌɋɓɎɋ, ɆəɊɎɘ ɐɔɘɔɖɔɉɔ ɔɗəɟɋɗɘɈɑɥɋɘɗɥ. ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ tag  

ɗɈɥɍɡɈɆɋɘ ɚɆɏɑ config_file  ɗ ɐɑɤɝɋɈɡɒɎ ɗɑɔɈɆɒɎ Ɉ ɚɆɏɑɋ c2a.map  Ɏ ɖɋɉəɑɥɖɓɡɒ 

ɈɡɖɆɌɋɓɎɋɒ Ɉ c2a_regex.map , ɗɑɋɊɔɈɆɘɋɑɢɓɔ, ɈɆɌɓɔ, ɝɘɔɇɡ ɘɋɉɎ Ɉɔ Ɉɗɋɛ ɚɆɏɑɆɛ 

ɇɡɑɎ ɔɊɎɓɆɐɔɈɡɒɎ. 

> «config_file » ð ɣɘɔ ɚɆɏɑ ɐɔɓɚɎɉəɖɆɜɎɎ, Ɋɑɥ ɐɔɘɔɖɔɉɔ ɗɔɍɊɆɋɘɗɥ ɚɆɏɑ MAP. 

 

ȳɆɕɖɎɒɋɖ, ɕɖɎ ɌɋɑɆɓɎɎ ɕɖɔɈɋɗɘɎ ɆəɊɎɘ ɓɆɗɘɖɔɋɐ ɐɔɓɚɎɉəɖɆɜɎɎ Ɋɑɥ VSFTPD, ɈɡɕɔɑɓɎɘɋ 

ɗɑɋɊəɤɟɎɋ ɊɋɏɗɘɈɎɥ: 

 

1. ȷɓɆɝɆɑɆ Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɕɖɔɉɖɆɒɒɔɏ cmv.pl  ɗɑɋɊəɤɟɎɒ ɔɇɖɆɍɔɒ: 
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# ./cmv.pl - r '([A - Za- z0 - 9_]+)=([A - Za- z0 - 9]+)' - t VSFTPD - f 

/root/vsftpd - 0.9.2/vsftpd.conf  

 
ȵɖɎ ɣɘɔɒ ɇəɊɋɘ ɗɔɍɊɆɓ ɚɆɏɑ tag.map  (ɓɆɕɖɎɒɋɖ, VSFTPD.map). ȵɔ əɒɔɑɝɆɓɎɤ Ɉɗɋ 

ɗɘɖɔɐɎ, ɔɘɒɋɝɋɓɓɡɋ ɐɆɐ ɐɔɒɒɋɓɘɆɖɎɎ, ɇəɊəɘ ɕɖɔɕəɗɐɆɘɢɗɥ. ȫɗɑɎ ɓɋɔɇɛɔɊɎɒɔ 
əɝɎɘɡɈɆɘɢ Ɉɗɋ ɕɋɖɋɒɋɓɓɡɋ, ɘɔ ɎɍɒɋɓɎɘɋ ɍɓɆɝɋɓɎɋ $ENFORCE_COMMENT ɗ ç0è ɓɆ 

ç1è Ɏ ɗɓɔɈɆ ɍɆɕəɗɘɎɘɋ ɗɐɖɎɕɘ. 

 
2. ȵɖɔɈɋɖɢɘɋ ɚɆɏɑ MAP Ɏ ɕɖɎɗɔɋɊɎɓɎɘɋ ɋɉɔ ɐ ɚɆɏɑə c2a.map . 

 
ȵɖɔɈɋɖɢɘɋ ɚɆɏɑ VSFTPD.map ɓɆ ɓɆɑɎɝɎɋ ɓɋɓəɌɓɡɛ ɍɓɆɝɋɓɎɏ, ɐɔɘɔɖɡɋ ɒɔɉɑɎ 

ɗɑəɝɆɏɓɔ ɗɔɈɕɆɗɘɢ ɗ ɖɋɉəɑɥɖɓɡɒ ɈɡɖɆɌɋɓɎɋɒ. ȵɔɗɑɋ ɘɔɉɔ ɐɆɐ əɇɋɊɎɘɋɗɢ, ɝɘɔ Ɉɗɋ 
ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ ɕɖɆɈɎɑɢɓɡ, ɊɔɇɆɈɢɘɋ Ɏɛ Ɉ ɚɆɏɑ c2a.map . 

 
3. ȴɇɓɔɈɎɘɋ ɚɆɏɑ c2a_regex.map  ɘɋɒ Ɍɋ ɈɡɖɆɌɋɓɎɋɒ, ɐɔɘɔɖɔɋ ɎɗɕɔɑɢɍɔɈɆɑɔɗɢ 

ɕɖɔɉɖɆɒɒɔɏ cmv.pl , ɗɑɋɊəɤɟɎɒ ɔɇɖɆɍɔɒ: 

 
VSFTPD=([A - Za- z0 - 9_]+)=([A - Za- z0 - 9]+)  

 

ȵɖɎɒɋɝɆɓɎɋ. Ƀɘɔ Ɍɋ ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɉ ɗɐɖɎɕɘɋ Perl  cmv.pl . 

 

4. ȴɇɓɔɈɎɘɋ ɚɆɏɑ input.txt , əɐɆɍɆɈ ɖɆɗɕɔɑɔɌɋɓɎɋ ɚɆɏɑɆ ɐɔɓɚɎɉəɖɆɜɎɎ VSFTPD: 

 
VSFTPD=/root/vsftpd - 0.9.2/vsftpd.conf  

 
5. ȭɆɕəɗɘɎɘɋ ɗɐɖɎɕɘ c2a.pl : 

 
# ./c2a.pl - audit - f input.txt  

 

6. Ȩ Ɏɘɔɉɋ ɕɖɔɈɋɖɢɘɋ ɖɋɍəɑɢɘɎɖəɤɟɎɏ ɚɆɏɑ: 

 
# vi op.audit  

 

ИНОЕ ИСПОЛЬЗОВАНИЕ СРЕДСТВА C2A 

ȰɔɒɕɆɓɎɥ Tenable ɈɐɑɤɝɎɑɆ Ɉ ɚɆɏɑɡ c2a.map Ɏ c2a_regex.map  ɓɋɗɐɔɑɢɐɔ ɍɆɕɎɗɋɏ, 

ɐɔɘɔɖɡɋ ɕɔɍɈɔɑɥɘ ɕɖɔɈɋɗɘɎ ɆəɊɎɘ ɕɖɎɑɔɌɋɓɎɏ Sendmail, Very Secure FTP Daemon 
(VSFTPD), Apache, ɚɆɏɑɆ Red Hat /etc/sysctl.conf  Ɏ Nessus. Ȩ ɇɑɎɌɆɏɞɋɒ ɇəɊəɟɋɒ 

ɒɔɌɋɘ ɇɡɘɢ ɊɔɇɆɈɑɋɓɔ Ɋɖəɉɔɋ ɕɖɔɉɖɆɒɒɓɔɋ ɔɇɋɗɕɋɝɋɓɎɋ. ȵɖɎ ɌɋɑɆɓɎɎ ɕɖɋɊɔɗɘɆɈɎɘɢ 

ɐɔɒɕɆɓɎɎ Tenable ɓɔɈɡɋ ɗɛɋɒɡ ɎɑɎ ɕɔɊɋɑɎɘɢɗɥ ɎɒɎ ɗ ɊɖəɉɎɒɎ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ Nessus 

ɔɘɕɖɆɈɑɥɏɘɋ Ɏɛ ɕɔ ɆɊɖɋɗə nessus-support@tenable.com. 

 
ȸɆɐɎɒ ɔɇɖɆɍɔɒ, ɗɐɖɎɕɘ c2a.pl  ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ Ɋɑɥ ɗɔɍɊɆɓɎɥ ɚɆɏɑɔɈ Nessus .audit  

Ɋɑɥ ɓɋɗɐɔɑɢɐɎɛ ɖɆɇɔɝɎɛ ɕɖɎɑɔɌɋɓɎɏ Unix. ȹɝɘɎɘɋ ɗɑɋɊəɤɟɋɋ. 

 

> ȫɗɑɎ ə ɔɖɉɆɓɎɍɆɜɎɎ ɒɓɔɉɔ ɒɋɌɗɋɘɋɈɡɛ ɣɐɖɆɓɔɈ ɓɆ ɔɗɓɔɈɋ ȴȷ Unix, ɘɔ ɚɆɏɑ .audit  

ɒɔɌɋɘ ɗɉɋɓɋɖɎɖɔɈɆɘɢ ɆəɊɎɘ ɔɇɟɎɛ Ɏ ɓɋɔɇɛɔɊɎɒɡɛ ɓɆɗɘɖɔɋɐ, ɐɔɘɔɖɡɋ ɊɔɑɌɓɡ ɇɡɘɢ 

əɗɘɆɓɔɈɑɋɓɡ Ɉ ɐɆɌɊɔɏ ɕɖɔɉɖɆɒɒɋ ɒɋɌɗɋɘɋɈɔɉɔ ɣɐɖɆɓɆ. ȳɆɕɖɎɒɋɖ, ɋɗɑɎ Ɉɗɋ 

ɒɋɌɗɋɘɋɈɡɋ ɣɐɖɆɓɡ ɊɔɑɌɓɡ ɈɐɑɤɝɆɘɢ ɚɎɑɢɘɖɆɜɎɤ ɆɊɖɋɗɔɈ RFC 1918, ɘɔ ɈɔɍɒɔɌɓɔ 

ɕɖɔɈɋɗɘɎ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɋ ɘɋɗɘɎɖɔɈɆɓɎɋ ɚɆɐɘɎɝɋɗɐɎ Ɏɗɕɔɑɢɍəɋɒɡɛ ɒɋɌɗɋɘɋɈɡɒɎ 

ɣɐɖɆɓɆɒɎ ɕɖɆɈɎɑ. 

mailto:nessus-support@tenable.com
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> ȫɗɑɎ ɒɓɔɉɔɝɎɗɑɋɓɓɡɋ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɋ ɕɖɎɑɔɌɋɓɎɥ ɍɆɕəɗɐɆɤɘɗɥ Ɏɍ CRON, ɘɔ 

ɒɔɌɓɔ ɕɖɔɈɋɗɘɎ ɆəɊɎɘ ɖɆɍɑɎɝɓɡɛ CRONTAB, ɝɘɔɇɡ əɇɋɊɎɘɢɗɥ, ɝɘɔ ɕɖɆɈɎɑɢɓɡɋ 

ɕɖɎɑɔɌɋɓɎɥ ɍɆɕəɗɐɆɤɘɗɥ Ɉ ɓɆɊɑɋɌɆɟɋɋ Ɉɖɋɒɥ. 

> Ȫɑɥ ɜɋɓɘɖɆɑɎɍɔɈɆɓɓɔɉɔ ɈɛɔɊɆ ɒɔɌɓɔ ɕɖɔɈɋɖɎɘɢ ɓɆ əɊɆɑɋɓɓɡɛ ɗɎɗɘɋɒɆɛ Unix Ɏɛ 
ɐɔɓɚɎɉəɖɆɜɎɎ SYSLOG, SYSLOG-NG Ɏ LOGROTATE. 

 

РУЧНАЯ ПОДСТРОЙКА ФАЙЛОВ .AUDIT 

Ȯ, ɓɆɐɔɓɋɜ, ɖɋɍəɑɢɘɆɘ ɈɡɕɔɑɓɋɓɎɥ ɕɖɔɉɖɆɒɒɡ  c2a.pl ɘɆɐɌɋ ɒɔɌɓɔ ɖɋɊɆɐɘɎɖɔɈɆɘɢ 

Ɉɖəɝɓəɤ. ȳɆɕɖɎɒɋɖ, ɈɔɍɒɔɌɓɔ ɔɇɠɋɊɎɓɋɓɎɋ ɕɖɆɈɎɑ ɕɖɔɈɋɖɐɎ ɐɔɓɘɖɔɑɢɓɡɛ ɗəɒɒ MD5 ɗ 

ɕɖɆɈɎɑɆɒɎ ɕɖɔɈɋɖɐɎ FILE_CONTENT_CHECK (ɕɖɔɈɋɖɐɆ ɗɔɊɋɖɌɎɒɔɉɔ ɚɆɏɑɔɈ) Ɉ ɔɊɓɔ 
ɕɖɆɈɎɑɔ. ȩɋɓɋɖɎɖəɋɒɡɏ ɕɖɔɉɖɆɒɒɔɏ c2a.pl  ɖɋɍəɑɢɘɆɘ ɘɆɐɌɋ ɕɖɋɊɕɔɑɆɉɆɋɘ, ɝɘɔ ɚɆɏɑ 

ɐɔɓɚɎɉəɖɆɜɎɎ ɈɗɋɉɊɆ ɖɆɗɕɔɑɆɉɆɋɘɗɥ Ɉ ɔɊɓɔɒ ɒɋɗɘɋ. ȲɔɌɓɔ ɎɍɒɋɓɎɘɢ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ 
«file è ɘɆɐɎɒ ɔɇɖɆɍɔɒ, ɝɘɔɇɡ əɐɆɍɆɘɢ ɊɖəɉɎɋ ɒɋɗɘɆ, ɉɊɋ ɒɔɌɋɘ ɓɆɛɔɊɎɘɢɗɥ ɚɆɏɑ 

ɐɔɓɚɎɉəɖɆɜɎɎ. 

 

ȵɖɎ ɓɆɑɎɝɎɎ ɗɔɊɋɖɌɎɒɔɉɔ, ɐɔɘɔɖɔɋ ɓɋɌɋɑɆɘɋɑɢɓɔ Ɉ ɚɆɏɑɆɛ ɐɔɓɚɎɉəɖɆɜɎɎ əɊɆɑɋɓɓɡɛ 

ɗɎɗɘɋɒ, ɒɔɌɓɔ Ɉɖəɝɓəɤ ɊɔɇɆɈɎɘɢ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɕɖɔɈɋɖɐɎ ɗ ɕɔɒɔɟɢɤ ɐɑɤɝɋɈɔɉɔ 

ɗɑɔɈɆ FILE_CONTENT_CHECK_NOT (ɕɖɔɈɋɖɐɆ ɗɔɊɋɖɌɎɒɔɉɔ ɚɆɏɑɔɈ ɓɆ ɔɘɗəɘɗɘɈɎɋ). Ƀɘɔ 

ɕɔɍɈɔɑɎɘ ɈɡɕɔɑɓɎɘɢ ɆəɊɎɘ ɓɆɗɘɖɔɋɐ, ɐɔɘɔɖɡɋ ɊɔɑɌɓɡ ɇɡɘɢ, Ɇ ɘɆɐɌɋ, ɐɔɘɔɖɡɛ ɓɋ 

ɊɔɑɌɓɔ ɇɡɘɢ. 

 

ПРЕОБРАЗОВАНИЕ СПИСКОВ ПАКЕТОВ ОС UNIX В 

ФАЙЛЫ .AUDIT С ПОМОЩЬЮ ПРОГРАММЫ P2A 

ȷɖɋɊɗɘɈɔ p2a.pl  ɕɖɋɊɓɆɍɓɆɝɋɓɔ Ɋɑɥ ɘɔɉɔ, ɝɘɔɇɡ ɕɔɒɔɝɢ ɆəɊɎɘɔɖɆɒ ɗɔɍɊɆɈɆɘɢ ɚɆɏɑɡ 

.audit  Ɋɑɥ ɐɔɓɚɎɉəɖɆɜɎɏ əɗɘɆɓɔɈɔɝɓɡɛ ɕɆɐɋɘɔɈ Ɉ ɗɎɗɘɋɒɆɛ Linux Ɏ Solaris 10 ɓɆ ɔɗɓɔɈɋ 

RPM. ȳɆɕɖɎɒɋɖ, ɋɗɑɎ ɓəɌɓɔ, ɝɘɔɇɡ ɓɆ Ɉɗɋɛ Ɉɋɇ-ɗɋɖɈɋɖɆɛ Linux ɔɕɖɋɊɋɑɋɓɓɔɏ ɗɋɘɎ ɇɡɑɎ 

ɘɆɐɎɋ Ɍɋ ɔɗɓɔɈɓɡɋ ɕɆɐɋɘɡ RPM, ɐɆɐ ɓɆ ɉɑɆɈɓɔɒ əɍɑɋ X, ɘɔ ɓɋɔɇɛɔɊɎɒɔ ɍɆɕəɗɘɎɘɢ ɣɘɔ 

ɗɖɋɊɗɘɈɔ ɓɆ əɍɑɋ X Ɋɑɥ ɗɔɍɊɆɓɎɥ ɚɆɏɑɆ .audit , ɗɔɊɋɖɌɆɟɋɉɔ Ɉɗɋ ɕɆɐɋɘɡ RPM, 

əɗɘɆɓɔɈɑɋɓɓɡɋ ɓɆ ɣɘɔɏ ɗɎɗɘɋɒɋ. ȭɆɘɋɒ ɒɔɌɓɔ ɇəɊɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢ ɣɘɔɘ ɚɆɏɑ .audit  ɗɔ 

ɗɐɆɓɋɖɔɒ Nessus Ɋɑɥ ɗɐɆɓɎɖɔɈɆɓɎɥ ɊɖəɉɎɛ Ɉɋɇ-ɗɋɖɈɋɖɔɈ ɗ ɜɋɑɢɤ ɕɖɔɈɋɖɐɎ Ɏɛ 

ɗɔɔɘɈɋɘɗɘɈɎɥ. 

 

ȸɆɐɌɋ ɣɘɔ ɗɖɋɊɗɘɈɔ ɒɔɌɋɘ ɇɡɘɢ ɎɗɕɔɑɢɍɔɈɆɓɔ Ɋɑɥ ɗɔɍɊɆɓɎɥ ɚɆɏɑɆ ɆəɊɎɘɆ Ɏɍ ɘɋɐɗɘɔɈɔɉɔ 

ɗɕɎɗɐɆ ɕɆɐɋɘɔɈ RPM ɎɑɎ ɕɆɐɋɘɔɈ Solaris 10. Ȩ ɎɗɛɔɊɓɔɒ ɚɆɏɑɋ ɊɔɑɌɋɓ ɇɡɘɢ ɗɕɎɗɔɐ 

ɕɆɐɋɘɔɈ, ɕɋɖɋɝɎɗɑɋɓɓɡɛ ɐɆɌɊɡɏ ɓɆ ɔɘɊɋɑɢɓɔɏ ɗɘɖɔɐɋ, Ɏɍ ɐɔɘɔɖɔɉɔ ɇəɊɋɘ ɓɆɊɑɋɌɆɟɎɒ 
ɔɇɖɆɍɔɒ ɗɚɔɖɒɎɖɔɈɆɓ ɚɆɏɑ .audit  Ɋɑɥ ɜɋɑɋɈɔɏ ɗɎɗɘɋɒɡ. ȵɔɍɊɓɋɋ ɗɉɋɓɋɖɎɖɔɈɆɓɓɡɏ 

ɚɆɏɑ .audit  ɒɔɌɓɔ ɇəɊɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢ Ɋɑɥ ɗɐɆɓɎɖɔɈɆɓɎɥ ɎɍɒɋɓɋɓɎɏ Ɉ ɔɗɓɔɈɓɡɛ 

əɗɘɆɓɔɈɔɝɓɡɛ ɕɆɐɋɘɆɛ. 

 

ПОЛУЧЕНИЕ И УСТАНОВКА ПРОГРАММЫ 

ȷɖɋɊɗɘɈɔ  p2a  ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ Ɉ ɈɎɊɋ tar -ɆɖɛɎɈɆ, ɈɐɑɤɝɆɤɟɋɉɔ ɔɊɎɓ ɗɐɖɎɕɘ ɥɍɡɐɆ 

Perl Ɏ ɚɆɏɑ ɗɕɖɆɈɐɎ ReadMe.txt . ȫɉɔ ɒɔɌɓɔ ɕɔɑəɝɎɘɢ ɝɋɖɋɍ ɕɔɖɘɆɑ ɕɔɊɊɋɖɌɐɎ Tenable 

Support Portal, ɖɆɗɕɔɑɔɌɋɓɓɡɏ ɕɔ ɆɊɖɋɗə https://support.tenable.com/support-center/. 

 
ȶɆɍɈɋɖɓɎɘɋ ɗɔɊɋɖɌɎɒɔɋ ɚɆɏɑɆ p2a - x.x.x.tar.gz  ɓɆ ɑɔɐɆɑɢɓɔɏ ɒɆɞɎɓɋ ɗ ɕɔɒɔɟɢɤ 

ɗɑɋɊəɤɟɋɏ ɐɔɒɆɓɊɡ: 

 

# tar xzf p2a - x.x.x.tar.gz  

https://support.tenable.com/support-center/
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ȵɖɎ ɣɘɔɒ Ɉ ɘɋɐəɟɋɒ ɐɆɘɆɑɔɉɋ ɇəɊɋɘ ɗɔɍɊɆɓ ɐɆɘɆɑɔɉ p2a, Ɉ ɐɔɘɔɖɡɏ ɇəɊəɘ ɖɆɗɕɆɐɔɈɆɓɡ 

ɚɆɏɑɡ. 

ȵɖɎ ɌɋɑɆɓɎɎ ɖɆɗɕɆɐɔɈɆɘɢ ɗɔɊɋɖɌɎɒɔɋ Ɉ ɐɆɐɔɏ-ɘɔ ɔɕɖɋɊɋɑɋɓɓɡɏ ɐɆɘɆɑɔɉ 

Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɗɑɋɊəɤɟɋɏ ɐɔɒɆɓɊɔɏ: 

 

# tar xzf p2a.x.x.x.tar.gz ïC /path/to/directory  

 

ȵɔɗɑɋ ɘɔɉɔ ɐɆɐ ɆɖɛɎɈ ɇəɊɋɘ ɖɆɗɕɆɐɔɈɆɓ, Ɉ ɐɆɘɆɑɔɉɋ ~/p2a  ɊɔɑɌɓɡ ɓɆɛɔɊɎɘɢɗɥ 

ɗɑɋɊəɤɟɎɋ ɚɆɏɑɡ: 

 

> p2a.pl  

> ReadMe.txt  

 

ȷɊɋɑɆɏɘɋ ɣɘɔɘ ɗɐɖɎɕɘ Ɏɗɕɔɑɓɥɋɒɡɒ, ɍɆɕəɗɘɎɈ: 

 

# chmod 750 p2a.pl  

 

Использование 
ȭɆɕəɗɘɎɘɋ ɗɐɖɎɕɘ Perl ɗɑɋɊəɤɟɎɒ ɔɇɖɆɍɔɒ: 

 

# ./p2a.pl [ - h] - i inputfile.txt - o outputfile.audit  

 

 

«-h»ð ɣɘɔ ɊɔɕɔɑɓɎɘɋɑɢɓɡɏ ɗɆɒɔɗɘɔɥɘɋɑɢɓɡɏ Ɇɖɉəɒɋɓɘ, ɕɔɐɆɍɡɈɆɤɟɎɏ 

ɗɖɋɊɗɘɈɔ ɗɕɖɆɈɐɎ. 

 

СОЗДАНИЕ РЕЗУЛЬТИРУЮЩЕГО ФАЙЛА ПО ВСЕМ УСТАНОВЛЕННЫМ 

ПАКЕТАМ 

ȫɗɑɎ ɗɐɖɎɕɘ Ɏɗɕɔɑɓɥɋɘɗɥ ɗ ɔɊɓɎɒ ɕɆɖɆɒɋɘɖɔɒ - o, ɘɔ ɍɆɕəɗɐɆɋɘɗɥ ɗɎɗɘɋɒɓɆɥ ɐɔɒɆɓɊɆ 

ɎɍɈɑɋɝɋɓɎɥ Ɏɒɋɓ Ɉɗɋɛ əɗɘɆɓɔɈɑɋɓɓɡɛ ɑɔɐɆɑɢɓɔ ɕɆɐɋɘɔɈ ɗɎɗɘɋɒɡ, Ɏ ɍɆɘɋɒ 

ɖɋɍəɑɢɘɎɖəɤɟɎɏ ɚɆɏɑ .audit  ɇəɊɋɘ ɍɆɕɎɗɆɓ ɕɔɊ Ɏɒɋɓɋɒ /path/to/outputfile.audit . 

 

# ./p2a.pl - o /path/to/outputfile.audit  

 

 

Ȫɑɥ ɈɡɕɔɑɓɋɓɎɥ ɗɐɖɎɕɘɆ ɖɋɍəɑɢɘɎɖəɤɟɎɋ ɚɆɏɑɡ ɊɔɑɌɓɡ Ɏɒɋɘɢ ɖɆɗɞɎɖɋɓɎɋ 
.audit . ȮɓɆɝɋ ɇəɊɋɘ ɈɡɊɆɓɆ ɔɞɎɇɐɆ Ɉ ɗɈɥɍɎ ɗ ɓɋɕɖɆɈɎɑɢɓɡɒ ɖɆɗɞɎɖɋɓɎɋɒ 

ɚɆɏɑɆ. 

 

СОЗДАНИЕ РЕЗУЛЬТИРУЮЩЕГО ФАЙЛА ПО СПИСКУ ПАКЕТОВ И ВЫВОД ЕГО 

НА ЭКРАН 

Ƚɘɔɇɡ ɔɘɕɖɆɈɑɥɘɢ Ɉɗɋ ɖɋɍəɑɢɘɆɘɡ Ɉ ɔɐɓɔ ɘɋɖɒɎɓɆɑɆ, ɍɆɕəɗɘɎɘɋ p2a, Ɏɗɕɔɑɢɍəɥ 

ɗɑɋɊəɤɟɎɏ ɗɎɓɘɆɐɗɎɗ: 
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# ./p2a.pl - i /path/to/inputfile.txt  

 

Ȫɑɥ ɣɘɔɉɔ ɈɆɖɎɆɓɘɆ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɗɐɖɎɕɘɆ ɓɋɔɇɛɔɊɎɒ ɎɗɛɔɊɓɡɏ ɚɆɏɑ, Ɇ ɖɋɍəɑɢɘɆɘ 
ɇəɊɋɘ ɈɡɈɔɊɎɘɢɗɥ Ɉ ɔɐɓɔ ɘɋɖɒɎɓɆɑɆ (stdout ), Ɏ ɋɉɔ ɒɔɌɓɔ ɇəɊɋɘ ɗɐɔɕɎɖɔɈɆɘɢ Ɏ 

ɈɗɘɆɈɎɘɢ Ɉ ɚɆɏɑ .audit . Ȩ ɎɗɛɔɊɓɔɒ ɚɆɏɑɋ ɕɆɐɋɘɡ ɊɔɑɌɓɡ ɇɡɘɢ əɐɆɍɆɓɡ ɕɔ ɔɊɓɔɒə Ɉ 

ɐɆɌɊɔɏ ɗɘɖɔɐɋ ɇɋɍ ɖɆɍɊɋɑɎɘɋɑɋɏ. 

 

ȵɖɎɒɋɖ: 

 
mktemp- 1.5 - 23.2.2  

libattr - 2.4.32 - 1.1  

libIDL - 0.8.7 - 1.fc6  

pcsc - lite - libs - 1.3.1 - 7 

zip - 2.31 - 1.2.2  

 

 

ȸɆɐ ɐɆɐ Ɉɔ ɒɓɔɉɎɛ ɗɎɗɘɋɒɆɛ ɓɆ ɔɗɓɔɈɋ Unix əɗɘɆɓɔɈɑɋɓɔ ɗɈɡɞɋ ɘɡɗɥɝɎ 

ɕɆɐɋɘɔɈ, ɔɇɠɋɒ ɖɋɍəɑɢɘɆɘɆ ɒɔɌɋɘ ɕɖɋɈɡɗɎɘɢ ɇəɚɋɖ ɕɖɔɐɖəɘɐɎ ɣɐɖɆɓɆ, Ɏ 

ɕɖɔɗɒɔɘɖ ɖɋɍəɑɢɘɆɘɆ ɕɔɑɓɔɗɘɢɤ ɒɔɌɋɘ ɇɡɘɢ ɓɋɕɖɔɗɘɔɏ ɍɆɊɆɝɋɏ. 

 

СОЗДАНИЕ ФАЙЛА АУДИТА НА ОСНОВЕ УКАЗАННОГО ИСХОДНОГО ФАЙЛА 

ȵɖɎ ɍɆɕəɗɐɋ ɕɖɔɉɖɆɒɒɡ p2a  ɗ əɐɆɍɆɓɓɡɒɎ Ɉ ɐɆɝɋɗɘɈɋ ɆɖɉəɒɋɓɘɔɈ ɎɗɛɔɊɓɡɒ Ɏ 

ɖɋɍəɑɢɘɎɖəɤɟɎɒ ɚɆɏɑɆɒɎ ɔɓɆ ɉɋɓɋɖɎɖəɋɘ Ɉ əɐɆɍɆɓɓɔɒ ɒɋɗɘɋ ɕɔ ɚɔɖɒɆɘɎɖɔɈɆɓɓɔɒə 

ɗɕɎɗɐə ɕɆɐɋɘɔɈ ɚɆɏɑ .audit . 

 

# ./p2a.pl - i /path/to/input_file.txt - o /path/to/outputfile.audit  

 

ȮɗɛɔɊɓɡɋ ɚɆɏɑɡ ɊɔɑɌɓɡ Ɏɒɋɘɢ ɚɔɖɒɆɘ Ɉ ɈɎɊɋ ɕɋɖɋɝɓɥ ɕɆɐɋɘɔɈ, ɐɆɌɊɡɏ Ɏɍ ɐɔɘɔɖɡɛ 

ɕɖɎɈɔɊɎɘɗɥ Ɉ ɔɘɊɋɑɢɓɔɏ ɗɘɖɔɐɋ ɇɋɍ ɖɆɍɊɋɑɎɘɋɑɋɏ. 

 

ȵɖɎɒɋɖ: 

 
mktemp- 1.5 - 23.2.2  

libattr - 2.4.32 - 1.1  

libIDL - 0.8.7 - 1.fc6  

pcsc - lite - libs - 1.3.1 - 7 

zip - 2.31 - 1.2.2  

 

 

Ȫɑɥ ɈɡɕɔɑɓɋɓɎɥ ɗɐɖɎɕɘɆ ɖɋɍəɑɢɘɎɖəɤɟɎɋ ɚɆɏɑɡ ɊɔɑɌɓɡ Ɏɒɋɘɢ ɖɆɗɞɎɖɋɓɎɋ 

.audit . ȮɓɆɝɋ ɇəɊɋɘ ɈɡɊɆɓɆ ɔɞɎɇɐɆ Ɉ ɗɈɥɍɎ ɗ ɓɋɕɖɆɈɎɑɢɓɡɒ ɖɆɗɞɎɖɋɓɎɋɒ 

ɚɆɏɑɆ. 

 

ПРИМЕР ИСПОЛЬЗОВАНИЯ ПОЛЬЗОВАТЕЛЬСКОГО 

ИНТЕРФЕЙСА NESSUS 

 

ПОЛУЧЕНИЕ ПРОВЕРОК СООТВЕТСТВИЯ СТАНДАРТАМ 

ȰɑɎɋɓɘɡ ProfessionalFeed ɗɖɆɍə ɕɔɑəɝɆɤɘ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ɗɐɆɓɋɖɆ Nessus, 

ɐɖɔɒɋ ɘɔɉɔ ɓɋɗɐɔɑɢɐɔ ɚɆɏɑɔɈ .audit  ɒɔɌɓɔ ɍɆɉɖəɍɎɘɢ ɝɋɖɋɍ ɕɔɖɘɆɑ ɕɔɊɊɋɖɌɐɎ Tenable 
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Support Portal, ɖɆɗɕɔɑɔɌɋɓɓɡɏ ɕɔ ɆɊɖɋɗə https://support.tenable.com/support-center/. Ȫɑɥ 

ɕɔɊɘɈɋɖɌɊɋɓɎɥ ɣɘɔɉɔ ɍɆɕəɗɘɎɘɋ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɏ Ɏɓɘɋɖɚɋɏɗ Nessus, ɕɖɔɏɊɎɘɋ 

ɕɖɔɈɋɖɐə ɕɔɊɑɎɓɓɔɗɘɎ Ɏ əɕɖɆɈɑɥɏɘɋ ɗəɟɋɗɘɈəɤɟɋɏ ɕɔɑɎɘɎɐɔɏ ɑɎɇɔ ɖɋɊɆɐɘɎɖəɏɘɋ ɋɋ. 

ȳɆ ɈɐɑɆɊɐɋ Plugins (ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ) ɓɆɏɊɎɘɋ ɗɋɒɋɏɗɘɈɔ çPolicy Complianceè 

(ɗɔɔɘɈɋɘɗɘɈɎɋ ɕɔɑɎɘɎɐɎ), ɟɋɑɐɓɎɘɋ Ɏɒɥ ɗɋɒɋɏɗɘɈɆ ɕɔɊɐɑɤɝɆɋɒɡɛ ɒɔɊəɑɋɏ Ɏ əɇɋɊɎɘɋɗɢ 

Ɉ ɓɆɑɎɝɎɎ ɗɑɋɊəɤɟɎɛ ɕɔɊɐɑɤɝɆɋɒɡɛ ɒɔɊəɑɋɏ: 

 

> Cisco IOS Compliance Checks (ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Cisco IOS) 

> Database Compliance Checks (ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ɇɆɍ ɊɆɓɓɡɛ) 

> PCI DSS compliance (ɗɔɔɘɈɋɘɗɘɈɎɋ ɗɘɆɓɊɆɖɘə PCI DSS) 

> PCI DSS Compliance: Passed (ɗɔɔɘɈɋɘɗɘɈɎɋ ɗɘɆɓɊɆɖɘə PCI DSS: ɕɔɊɘɈɋɖɌɊɋɓɔ) 

> PCI DSS Compliance: Tests Requirements (ɗɔɔɘɈɋɘɗɘɈɎɋ ɗɘɆɓɊɆɖɘə PCI DSS: 
ɘɖɋɇɔɈɆɓɎɥ ɐ ɘɋɗɘɆɒ) 

> Unix Compliance Checks (ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Unix) 

> Windows Compliance Checks (ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Windows)  

> Windows File Contents Compliance Checks (ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɗɔɊɋɖɌɎɒɔɉɔ 
ɚɆɏɑɔɈ ȴȷ Windows) 

 

НАСТРОЙКА ПОЛИТИКИ СКАНИРОВАНИЯ 

Ƚɘɔɇɡ ɈɐɑɤɝɎɘɢ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɉ Nessus, ɓɋɔɇɛɔɊɎɒɔ ɗɔɍɊɆɘɢ ɕɔɑɎɘɎɐə 

ɗɐɆɓɎɖɔɈɆɓɎɥ ɗɔ ɗɑɋɊəɤɟɎɒɎ ɆɘɖɎɇəɘɆɒɎ: 

 

> ɈɐɑɤɝɎɘɋ ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ ɕɖɔɈɋɖɔɐ ɗɔɔɘɈɋɘɗɘɈɎɥ, ɈɛɔɊɥɟɎɋ Ɉ ɗɋɒɋɏɗɘɈɔ 

ɕɔɊɐɑɤɝɆɋɒɡɛ ɒɔɊəɑɋɏ  çPolicy Complianceè (ɗɔɔɘɈɋɘɗɘɈɎɋ ɕɔɑɎɘɎɐɆɒ); 

> yɐɆɌɎɘɋ ɔɊɓə ɎɑɎ ɓɋɗɐɔɑɢɐɔ ɕɔɑɎɘɎɐ ɗɔɔɘɈɋɘɗɘɈɎɥ .audit  Ɉ ɐɆɝɋɗɘɈɋ 

ɕɖɋɊɕɔɝɘɎɘɋɑɢɓɡɛ; 

> yɐɆɌɎɘɋ ɖɋɐɈɎɍɎɘɡ ɊɔɗɘəɕɆ ɐ ɜɋɑɋɈɔɒə ɗɋɖɈɋɖə, ɈɐɑɤɝɆɥ ɖɋɐɈɎɍɎɘɡ ɇɆɍɡ ɊɆɓɓɡɛ 

ɓɆ ɈɐɑɆɊɐɋ çPreferencesè (ɕɖɋɊɕɔɝɘɋɓɎɥ), ɋɗɑɎ ɣɘɔ ɕɖɎɒɋɓɎɒɔ; 

> ɈɐɑɤɝɎɘɋ ɍɆɈɎɗɎɒɔɗɘɎ ɕɔɊɐɑɤɝɆɋɒɡɛ ɒɔɊəɑɋɏ. 

 

 

ȨɆɌɓɔ ɕɔɓɎɒɆɘɢ ɕɖɔɈɋɖɐɎ ɈɡɇɖɆɓɓɡɛ ɚɆɏɑɔɈ .audit , ɔɗɔɇɋɓɓɔ Ɉ ɗɑəɝɆɋ 

ɗɔɍɊɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ ɚɆɏɑɔɈ. Ȩ ɗɑəɝɆɋ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɊɈəɛ ɚɆɏɑɔɈ 
.audit  Ɋɑɥ ɔɊɓɔɉɔ ɗɐɆɓɎɖɔɈɆɓɎɥ ɔɇɆ ɚɆɏɑɆ ɔɇɠɋɊɎɓɥɤɘɗɥ ɗ ɜɋɑɢɤ ɕɔɑəɝɋɓɎɥ 

ɖɋɍəɑɢɘɆɘɔɈ ɐɆɌɊɔɉɔ ɚɆɏɑɆ Ɉ ɖɆɒɐɆɛ ɔɊɓɔɉɔ ɗɐɆɓɎɖɔɈɆɓɎɥ. Ȩ ɗɑəɝɆɋ 

ɕɖɔɘɎɈɔɖɋɝɎɏ Ɉ ɖɋɍəɑɢɘɆɘɆɛ ɔɇɖɆɇɔɘɐɎ ɣɘɎɛ ɊɈəɛ ɚɆɏɑɔɈ, ɒɔɌɓɔ ɕɔɑəɝɎɘɢ 

ɔɊɎɓ ɖɋɍəɑɢɘɆɘ ɗɔɔɘɈɋɘɗɘɈɎɥ, Ɇ Ɉɘɔɖɔɏ ð ɓɋɗɔɔɘɈɋɘɗɘɈɎɥ. ȨɗɋɉɊɆ ɕɖɔɈɋɖɥɏɘɋ 

ɖɋɍəɑɢɘɆɘɡ, ɕɖɎɈɋɊɋɓɓɡɋ Ɉ ɔɘɝɋɘɆɛ. 

 

https://support.tenable.com/support-center/
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Ƚɘɔɇɡ ɗɔɍɊɆɘɢ ɕɔɑɎɘɎɐə ɗɐɆɓɎɖɔɈɆɓɎɥ, ɔɇɖɆɘɎɘɋɗɢ ɐ Ɏɓɘɋɖɚɋɏɗə ɕɔɑɢɍɔɈɆɘɋɑɥ Nessus, 

ɕɖɔɏɊɎɘɋ ɕɖɔɈɋɖɐə ɕɔɊɑɎɓɓɔɗɘɎ Ɏ ɈɡɇɋɖɎɘɋ çPoliciesè (ɕɔɑɎɘɎɐɎ). ȴɘɖɋɊɆɐɘɎɖəɏɘɋ 

ɗəɟɋɗɘɈəɤɟəɤ ɕɔɑɎɘɎɐə ɎɑɎ ɗɔɍɊɆɏɘɋ ɓɔɈəɤ. ȲɔɌɋɘɋ əɐɆɍɆɘɢ ɖɋɐɈɎɍɎɘɡ ɊɔɗɘəɕɆ ɐ 

ɜɋɑɋɈɔɒə ɗɋɖɈɋɖə ɓɆ ɈɐɑɆɊɐɋ Credentials  (əɝɋɘɓɡɋ ɊɆɓɓɡɋ), ɖɆɗɕɔɑɔɌɋɓɓɔɏ ɗɑɋɈɆ. 

 

ȳɆ ɈɐɑɆɊɐɋ Plugins  (ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ) ɈɐɑɤɝɎɘɋ ɗɋɒɋɏɗɘɈɔ ɕɔɊɐɑɤɝɆɋɒɡɛ 

ɒɔɊəɑɋɏ çPolicy Complianceè (ɗɔɔɘɈɋɘɗɘɈɎɋ ɕɔɑɎɘɎɐɆɒ) Ɏ əɇɋɊɎɘɋɗɢ, ɝɘɔ ɕɆɖɆɒɋɘɖ 
auto_enable_dependencies  Ɏɒɋɋɘ ɍɓɆɝɋɓɎɋ çyesè Ɉ ɚɆɏɑɋ nessusd.conf  (ɣɘɔ ɍɓɆɝɋɓɎɋ 

ɕɔ əɒɔɑɝɆɓɎɤ): 

 

 
 

ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʧʦʣʠʪʠʢʠ ʩʢʘʥʠʨʦʚʘʥʠʷ ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʣʠʯʠʷ ʤʦʜʫʣʝʡ  
Policy Compliance (ʩʦʦʪʚʝʪʩʪʚʠʝ ʧʦʣʠʪʠʢʘʤ) 

 
Ƚɘɔɇɡ ɈɐɑɤɝɎɘɢ ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɚɆɏɑɆ .audit  ɓɆ ɈɐɑɆɊɐɋ Preferences  (ɕɖɋɊɕɔɝɘɋɓɎɥ) 

ɈɡɇɋɖɎɘɋ Ɉ ɖɆɗɐɖɡɈɆɤɟɋɒɗɥ ɒɋɓɤ çCisco IOS Compliance Checksè (ɕɖɔɈɋɖɐɎ 

ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Cisco IOS), çUnix Compliance Checksè (ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ 

ȴȷ Unix), çWindows Compliance Checksè (ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Windows), 

çWindows File Content Compliance Checksè (ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɗɔɊɋɖɌɎɒɔɉɔ ɚɆɏɑɔɈ 

ȴȷ Windows) ɎɑɎ çDatabase Compliance Checksè (ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ɇɆɍ 

ɊɆɓɓɡɛ). Ȩ ɐɆɌɊɔɒ ɖɆɍɊɋɑɋ ɇəɊɋɘ ɕɥɘɢ ɕɔɑɋɏ, Ɉ ɐɔɘɔɖɡɛ ɒɔɌɓɔ əɐɆɍɆɘɢ ɔɘɊɋɑɢɓɡɋ 
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ɚɆɏɑɡ  .audit . ȹɐɆɍɆɓɓɡɋ ɚɆɏɑɡ ɇɡɑɎ ɕɖɋɌɊɋ ɍɆɉɖəɌɋɓɡ ɓɆ ɑɔɐɆɑɢɓəɤ ɐɑɎɋɓɘɗɐəɤ 

ɗɎɗɘɋɒə ɝɋɖɋɍ ɕɔɖɘɆɑ Tenable Support Portal (ɕɔɖɘɆɑ ɕɔɊɊɋɖɌɐɎ Tenable). 

 

 
 

ʇʨʠʤʝʨ ʜʠʘʣʦʛʦʚʦʛʦ ʦʢʥʘ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ  
Nessus ʜʣʷ ʫʢʘʟʘʥʠʷ ʬʘʡʣʦʚ .audit ʜʣʷ Unix 

 

ȫɗɑɎ Ɉ ɕɖɋɊɡɊəɟɋɒ ɖɆɗɐɖɡɈɆɤɟɋɒɗɥ ɒɋɓɤ ɇɡɑ ɈɡɇɖɆɓ ɈɆɖɎɆɓɘ çDatabase Compliance 

Checksè (ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ɇɆɍ ɊɆɓɓɡɛ), ɘɔ ɕɆɖɆɒɋɘɖɡ ɈɛɔɊɆ Ɋɑɥ ɇɆɍɡ ɊɆɓɓɡɛ 

ɓɋɔɇɛɔɊɎɒɔ ɈɈɋɗɘɎ ɓɆ ɈɐɑɆɊɐɋ Preferences  -> Database Settings  (ɕɖɋɊɕɔɝɘɋɓɎɥ -> 

ɓɆɗɘɖɔɏɐɎ ɇɆɍɡ ɊɆɓɓɡɛ): 
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Ȫɔɗɘəɕɓɡɋ ɓɆ ɈɐɑɆɊɐɋ çDatabase Settingsè (ɓɆɗɘɖɔɏɐɎ ɇɆɍɡ ɊɆɓɓɡɛ) ɕɆɖɆɒɋɘɖɡ 

ɈɐɑɤɝɆɤɘ: 

 

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ 

Login (Ɏɒɥ ɈɛɔɊɆ) Ȯɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɋɑɥ ɇɆɍɡ ɊɆɓɓɡɛ. 

Password (ɕɆɖɔɑɢ) ȵɆɖɔɑɢ, ɗɔɔɘɈɋɘɗɘɈəɤɟɎɏ əɐɆɍɆɓɓɔɒə ɎɒɋɓɎ 

ɕɔɑɢɍɔɈɆɘɋɑɥ. 

DB Type (ɘɎɕ ɇɆɍɡ 

ɊɆɓɓɡɛ) 

ȵɔɊɊɋɖɌɎɈɆɤɘɗɥ ɇɆɍɡ ɊɆɓɓɡɛ Oracle, SQL Server, MySQL, 

DB2, Informix/DRDA Ɏ PostgreSQL. 

Database SID (SID 

ɇɆɍɡ ɊɆɓɓɡɛ)  

ȷɎɗɘɋɒɓɡɏ ɎɊɋɓɘɎɚɎɐɆɘɔɖ (SID) ɕɖɔɈɋɖɥɋɒɔɏ ɇɆɍɡ 

ɊɆɓɓɡɛ. ȵɖɎɒɋɓɎɒɡ ɘɔɑɢɐɔ Oracle, DB2 Ɏ Informix. 

Oracle auth type ( ɘɎɕ 

ɕɖɔɈɋɖɐɎ 

ɕɔɊɑɎɓɓɔɗɘɎ Oracle)  

ȵɔɊɊɋɖɌɎɈɆɤɘɗɥ ɘɎɕɡ NORMAL, SYSOPER Ɏ SYSDBA. 

SQL Server auth type 

(ɘɎɕ ɕɖɔɈɋɖɐɎ 

ɕɔɊɑɎɓɓɔɗɘɎ SQL 

Server)  

ȵɔɊɊɋɖɌɎɈɆɤɘɗɥ ɘɎɕɡ Windows Ɏ SQL Server. 

 

Ȫɑɥ ɕɔɑəɝɋɓɎɥ ɕɖɆɈɎɑɢɓɡɛ ɍɓɆɝɋɓɎɏ ɣɘɎɛ ɕɔɑɋɏ ɔɇɖɆɘɎɘɋɗɢ ɐ ɑɔɐɆɑɢɓɔɒə 

ɆɊɒɎɓɎɗɘɖɆɘɔɖə ɇɆɍ ɊɆɓɓɡɛ. 

 

ȸɋɕɋɖɢ ɓɆɌɒɎɘɋ ɐɓɔɕɐə «Save» (ɗɔɛɖɆɓɎɘɢ) Ɉ ɓɎɌɓɋɏ ɝɆɗɘɎ ɔɐɓɆ, Ɏ ɓɆɗɘɖɔɏɐɆ ɇəɊɋɘ 

ɍɆɈɋɖɞɋɓɆ. ȳɔɈɆɥ ɕɔɑɎɘɎɐɆ ɗɐɆɓɎɖɔɈɆɓɎɥ ɇəɊɋɘ ɊɔɇɆɈɑɋɓɆ Ɉ ɗɕɎɗɔɐ əɕɖɆɈɑɥɋɒɡɛ 

ɕɔɑɎɘɎɐ ɗɐɆɓɎɖɔɈɆɓɎɥ. 

 

ВЫПОЛНЕНИЕ СКАНИРОВАНИЯ 

ȭɆɕəɗɐ ɗɐɆɓɎɖɔɈɆɓɎɥ ɗ ɈɐɑɤɝɋɓɓɡɒɎ ɕɖɔɈɋɖɐɆɒɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɗɔɈɋɖɞɋɓɓɔ ɓɋ 

ɔɘɑɎɝɆɋɘɗɥ ɔɘ ɍɆɕəɗɐɆ ɊɖəɉɎɛ ɗɐɆɓɎɖɔɈɆɓɎɏ ɆəɊɎɘɆ ɑɔɐɆɑɢɓɡɛ ɎɗɕɖɆɈɑɋɓɎɏ ɎɑɎ ɊɆɌɋ 

ɔɇɡɝɓɔɉɔ ɗɐɆɓɎɖɔɈɆɓɎɥ ɗɋɘɎ. ȺɆɐɘɎɝɋɗɐɎ, Ɉɗɋ ɣɘɎ ɕɖɔɈɋɖɐɎ ɕɖɎ ɌɋɑɆɓɎɎ ɒɔɌɓɔ 

ɔɇɠɋɊɎɓɥɘɢ Ɋɑɥ ɍɆɕəɗɐɆ ɔɊɓɔɈɖɋɒɋɓɓɔ. 

 

ПРИМЕР РЕЗУЛЬТАТОВ 

Ȩ Nessus 4 Ɉɗɋ ɖɋɍəɑɢɘɆɘɡ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɈɔɍɈɖɆɟɆɤɘɗɥ ɗ ɎɊɋɓɘɎɚɎɐɆɘɔɖɔɒ 

ɕɔɊɐɑɤɝɆɋɒɔɉɔ ɒɔɊəɑɥ, ɈɡɕɔɑɓɥɈɞɋɉɔ ɘɋɗɘ. Ȩ ɕɖɎɈɋɊɋɓɓɔɒ ɓɎɌɋ ɕɖɎɒɋɖɋ Ɉɗɋ ɊɆɓɓɡɋ, 

ɕɔɑəɝɋɓɓɡɋ Ɉ ɖɋɍəɑɢɘɆɘɋ ɗɐɆɓɎɖɔɈɆɓɎɥ ɗɋɖɈɋɖɆ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Windows, ɇəɊəɘ 

ɕɔɑəɝɋɓɡ ɔɘ ɕɔɊɐɑɤɝɆɋɒɔɉɔ ɒɔɊəɑɥ «Windows Compliance» (ɗɔɔɘɈɋɘɗɘɈɎɋ ȴȷ Windows) 
.nbin  , ɔɕɖɋɊɋɑɥɋɒɔɉɔ ɐɆɐ ɕɔɊɐɑɤɝɆɋɒɡɏ ɒɔɊəɑɢ 21156. 
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ʇʨʠʤʝʨ ʨʝʟʫʣʴʪʘʪʦʚ ʩʦʦʪʚʝʪʩʪʚʠʷ, ʧʦʣʫʯʝʥʥʳʭ ʚ ʨʝʟʫʣʴʪʘʪʝ  
ʩʢʘʥʠʨʦʚʘʥʠʷ ʩʝʨʚʝʨʘ Windows 

 

ȴɘɝɋɘ Ɉ ɚɔɖɒɆɘɋ HTML ɒɔɌɋɘ ɇɡɘɢ ɍɆɉɖəɌɋɓ ɝɋɖɋɍ ɈɐɑɆɊɐə çReportsè (ɔɘɝɋɘɡ) 

ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɔɉɔ ɎɓɘɋɖɚɋɏɗɆ Nessus 4, Ɉ ɓɋɒ əɗɕɋɞɓɔ ɕɖɔɏɊɋɓɓɡɋ ɘɋɗɘɡ 

ɗɔɔɘɈɋɘɗɘɈɎɥ ɔɘɒɋɝɆɤɘɗɥ ɗɎɓɎɒ ɜɈɋɘɔɒ Ɏ ɗɔɕɖɔɈɔɌɊɆɤɘɗɥ ɗɔɔɇɟɋɓɎɋɒ PASSED 

(ɕɖɔɏɊɋɓ); ɓɋ ɕɖɔɏɊɋɓɓɡɋ ɘɋɗɘɡ ɔɇɔɍɓɆɝɆɤɘɗɥ ɐɖɆɗɓɡɒ ɜɈɋɘɔɒ Ɏ ɗɔɕɖɔɈɔɌɊɆɤɘɗɥ 

ɗɔɔɇɟɋɓɎɋɒ FAILED (ɓɋ ɕɖɔɏɊɋɓ), Ɇ ɣɑɋɒɋɓɘɡ, ɐɔɘɔɖɡɋ ɓɋ ɒɔɉəɘ ɇɡɘɢ ɕɖɔɈɋɖɋɓɡ, 

ɔɘɒɋɝɆɤɘɗɥ Ɍɋɑɘɡɒ ɜɈɋɘɔɒ Ɏ ɗɔɕɖɔɈɔɌɊɆɤɘɗɥ ɗɔɔɇɟɋɓɎɋɒ ERROR (ɔɞɎɇɐɆ). 

 

Ȩ ɕɖɎɈɋɊɋɓɓɔɒ Ɉɡɞɋ ɕɖɎɒɋɖɋ ɕɔɐɆɍɆɓɡ ɘɔɑɢɐɔ ɝɋɘɡɖɋ ɣɑɋɒɋɓɘɆ. ȰɆɌɊɡɏ Ɏɍ ɣɘɎɛ 

ɣɑɋɒɋɓɘɔɈ ɕɔɑəɝɋɓ Ɏɍ ɕɔɑɎɘɎɐɎ ɐɔɓɘɖɔɑɥ ɊɔɗɘəɕɆ Ɏ ɕɖɔɈɋɖɥɋɘ ɓɆɑɎɝɎɋ ɓɋɓəɌɓɡɛ Ɏ 

ɓɋɇɋɍɔɕɆɗɓɡɛ ɗɑəɌɇ Ɏ ɕɖɔɘɔɐɔɑɔɈ. ȳɋɐɔɘɔɖɡɋ Ɏɍ ɣɘɎɛ ɗɑəɌɇ ɓɋ ɇɡɑɎ ɍɆɕəɟɋɓɡ Ɏ 
ɔɘɈɋɝɆɤɘ ɔɌɎɊɆɓɎɥɒ ɕɔɑɎɘɎɐɎ .audit , Ɉ ɘɔ Ɉɖɋɒɥ ɐɆɐ ɊɖəɉɎɋ (ɓɆɕɖɎɒɋɖ, ɗɑəɌɇɆ 

əɊɆɑɋɓɓɔɉɔ ɖɋɋɗɘɖɆ) ɇɡɑɎ ɍɆɕəɟɋɓɡ Ɏ ɕɔɣɘɔɒə ɔɘɒɋɝɋɓɡ ɐɆɐ çFAILEDè (ɓɋ ɕɖɔɏɊɋɓ). 

ȳɆɗɘɔɥɘɋɑɢɓɔ ɖɋɐɔɒɋɓɊəɋɘɗɥ ɓɆɗɘɖɔɎɘɢ Ɉɗɋ ɔɘɒɋɝɋɓɓɡɋ ɐɆɐ çFAILEDè (ɓɋ ɕɖɔɏɊɋɓ) 

ɣɑɋɒɋɓɘɡ Ɉ ɗɔɔɘɈɋɘɗɘɈɎɎ ɗɔ ɗɘɆɓɊɆɖɘɆɒɎ ɇɋɍɔɕɆɗɓɔɗɘɎ. 

 

ПРИМЕР ИСПОЛЬЗОВАНИЯ NESSUS ДЛЯ ОС UNIX 

ПОСРЕДСТВОМ КОМАНДНОЙ СТРОКИ 

 

ПОЛУЧЕНИЕ ПРОВЕРОК СООТВЕТСТВИЯ СТАНДАРТАМ 

ȫɗɑɎ Ɋɋɒɔɓ Nessus ɓɆɗɘɖɔɋɓ ɓɆ ɕɔɑəɝɋɓɎɋ ɕɔɊɐɑɤɝɆɋɒɡɛ ɒɔɊəɑɋɏ ɝɋɖɋɍ ɐɆɓɆɑ 

ProfessionalFeed, ɘɔ Ɉ ɐɆɘɆɑɔɉɋ ɕɔɊɐɑɤɝɆɋɒɡɛ ɒɔɊəɑɋɏ çpluginsè ɇəɊɋɘ ɓɆɛɔɊɎɘɢɗɥ ɕɥɘɢ 
ɚɆɏɑɔɈ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ .nbin . 

 
ȵɔɑəɝɎɘɋ Ɉɗɋ ɓɋɔɇɛɔɊɎɒɡɋ ɚɆɏɑɡ .audit  ɝɋɖɋɍ ɕɔɖɘɆɑ ɕɔɊɊɋɖɌɐɎ Tenable Support 

Portal ɕɔ ɆɊɖɋɗə https://support.tenable.com/support-center/ Ɏ ɕɔɒɋɗɘɎɘɋ Ɏɛ Ɉ ɐɆɘɆɑɔɉ 

ɕɔɊɐɑɤɝɆɋɒɡɛ ɒɔɊəɑɋɏ plugins ɗɈɔɋɉɔ ɗɐɆɓɋɖɆ. Ȩ ɇɔɑɢɞɎɓɗɘɈɋ əɗɘɆɓɔɈɔɝɓɡɛ ɕɆɐɋɘɔɈ 

ɕɔ əɒɔɑɝɆɓɎɤ ɣɘɔ ɗɑɋɊəɤɟɎɏ ɐɆɘɆɑɔɉ: 

https://support.tenable.com/support-center/
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/opt/nessus/lib/nessus/plugins  

 

ɃɘɎ ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ ɇəɊəɘ Ɉ ɝɎɗɑɋ ɇɔɑɋɋ ɝɋɒ 40 000 ɚɆɏɑɔɈ ɕɔɊɐɑɤɝɆɋɒɡɛ 
ɒɔɊəɑɋɏ .nasl  ,Ɏɗɕɔɑɢɍəɋɒɡɛ ɗɐɆɓɋɖɔɒ Nessus Ɋɑɥ ɗɐɆɓɎɖɔɈɆɓɎɥ əɥɍɈɎɒɔɗɘɋɏ. Ȯɛ 

ɒɔɌɓɔ ɓɆɏɘɎ, ɈɡɕɔɑɓɎɈ ɕɔɎɗɐ ɖɆɗɞɎɖɋɓɎɥ .nbin , ɐɆɐ ɕɔɐɆɍɆɓɔ ɓɎɌɋ: 

 

# ls compliance*nbin database*nbin unix*nbin cisco_compliance*nbin  

 

cisco_compliance_check.nbin                 database_compliance_check.nbin  

compliance_check.nbin                       u nix_compliance_check.nbin  

compliance_check_windows_file_content.nbin  

 

ȨɔɍɒɔɌɓɔ ɓɆɑɎɝɎɋ ɊɖəɉɎɛ ɚɆɏɑɔɈ .nbin , ɕɖɋɊɔɗɘɆɈɑɋɓɓɡɛ ɐɔɒɕɆɓɎɋɏ Tenable, 

ɓɆɕɖɎɒɋɖ ɕɔɊɐɑɤɝɆɋɒɔɉɔ ɒɔɊəɑɥ Skype, ɐɔɘɔɖɡɏ ɓɎɐɆɐ ɓɋ ɗɈɥɍɆɓ ɗ ɕɖɔɈɋɖɐɆɒɎ 

ɗɔɔɘɈɋɘɗɘɈɎɥ. 

 

ȵɖɎ ɔɘɗəɘɗɘɈɎɎ ɑɔɐɆɑɢɓɔɉɔ ɊɔɗɘəɕɆ ɐ ɚɆɐɘɎɝɋɗɐɔɒə Ɋɋɒɔɓə Nessus, ɓɔ ɓɆɑɎɝɎɎ ɎɒɋɓɎ 

ɕɔɑɢɍɔɈɆɘɋɑɥ Ɏ ɕɆɖɔɑɥ Ɋɑɥ ɈɛɔɊɆ ɓɆ ɗɋɖɈɋɖ, ɗɕɎɗɔɐ ɕɔɊɐɑɤɝɆɋɒɡɛ ɒɔɊəɑɋɏ ɒɔɌɓɔ 

ɍɆɕɖɔɗɎɘɢ ɗ ɕɔɒɔɟɢɤ ɔɕɜɎɎ ïp ɐɑɎɋɓɘɆ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ nessus , ɐɆɐ ɕɔɐɆɍɆɓɔ ɓɎɌɋ: 

 

# /opt/nessus/bin/nessus - xp 192.168.20 .1 1241 username password | grep 

21156  

*** The plugins that have the ability to crash remote services or hosts  

have been disabled. You should activate them if you want your security  

audit to be complete  

21156|Policy Compliance|Checks if the remote system i s compliant with the 

policy|infos|This script is Copyright (C) 2006 Tenable Network 

Security|Check compliance policy|$Revision: 1.3 

$|NOCVE|NOBID|NOXREF| \ nSynopsis : \ n\ n Compliance 

checks \ n\ nDescription : \ n\ nUsing the supplied credentials this 

script perfo rm a compliance \ ncheck against the given 

policy. \ n\ nRisk factor : \ n\ nNone 

 

ȨɡɕɔɑɓɋɓɎɋ ɍɆɕɖɔɗɆ ɒɔɌɋɘ ɍɆɓɥɘɢ Ɋɔ ɕɥɘɎ ɒɎɓəɘ. ȫɗɑɎ ɍɆɕɖɔɗ ɇɡɑ Ɉɡɕɔɑɓɋɓ əɗɕɋɞɓɔ, 

ɓɔ ɓɎɐɆɐɎɛ ɊɆɓɓɡɛ ɕɔɑəɝɋɓɔ ɓɋ ɇɡɑɔ, ɣɘɔ ɍɓɆɝɎɘ, ɝɘɔ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɓɆ 

əɊɆɑɋɓɓɡɏ ɗɐɆɓɋɖ Nessus əɗɘɆɓɔɈɑɋɓɡ ɓɋ ɇɡɑɎ. 

 

ȳɋɐɔɘɔɖɡɋ ɐɑɎɋɓɘɡ Nessus Ɋɑɥ Unix ɘɆɐɌɋ ɕɔɍɈɔɑɥɤɘ ɍɆɉɖəɌɆɘɢ ɚɆɏɑɡ. ȳɆɕɖɎɒɋɖ, 

ɐɑɎɋɓɘ Nessus 4 Ɋɑɥ Mac OS X ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ Ɋɑɥ ɍɆɉɖəɍɐɎ ɚɆɏɑɆ .audit  ɓɆ 

əɊɆɑɋɓɓəɤ ɗɎɗɘɋɒə. 

 

ИСПОЛЬЗОВАНИЕ ФАЙЛОВ .NESSUS 

ȷɐɆɓɋɖ Nessus ɒɔɌɋɘ ɗɔɛɖɆɓɥɘɢ ɓɆɗɘɖɔɋɓɓɡɋ ɕɔɑɎɘɎɐɎ ɗɐɆɓɎɖɔɈɆɓɎɥ, ɜɋɑɋɈɡɋ 
əɗɘɖɔɏɗɘɈɆ ɗɋɘɎ Ɏ ɔɘɝɋɘɡ Ɉ ɚɆɏɑɋ .nessus . Ȩ ɖɆɍɊɋɑɋ ȵɖɎɒɋɖ ɎɗɕɔɑɢɍɔɈɆɓɎɥ 

ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɔɉɔ ɎɓɘɋɖɚɋɏɗɆ Nessus ɔɕɎɗɡɈɆɋɘɗɥ ɕɔɖɥɊɔɐ ɗɔɍɊɆɓɎɥ ɚɆɏɑɆ .nessus , 

ɗɔɊɋɖɌɆɟɋɉɔ ɕɔɑɎɘɎɐə ɗɐɆɓɎɖɔɈɆɓɎɥ Ɋɑɥ ɕɖɔɈɋɊɋɓɎɥ ɕɖɔɈɋɖɔɐ ɗɔɔɘɈɋɘɗɘɈɎɥ. 

ȮɓɗɘɖəɐɜɎɎ ɕɔ ɈɡɕɔɑɓɋɓɎɤ ɗɐɆɓɎɖɔɈɆɓɎɥ Ɏɍ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ ɗ ɕɔɒɔɟɢɤ ɚɆɏɑɆ 
.nessus  ɗɒ. Ɉ çȶəɐɔɈɔɊɗɘɈɋ ɕɔɑɢɍɔɈɆɘɋɑɥ Nessusè ɕɔ ɆɊɖɋɗə: 

http://www.tenable.com/documentation/. 

 

http://www.tenable.com/documentation/
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ИСПОЛЬЗОВАНИЕ ФАЙЛОВ .NESSUSRC 

ȰɑɎɋɓɘ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ Nessus ɘɆɐɌɋ ɗɕɔɗɔɇɋɓ ɣɐɗɕɔɖɘɎɖɔɈɆɘɢ ɓɆɗɘɖɔɋɓɓɡɋ 
ɕɔɑɎɘɎɐɎ ɗɐɆɓɎɖɔɈɆɓɎɥ Ɉ ɚɆɏɑɡ .nessusrc . Ƀɘɔ ɒɔɌɋɘ ɇɡɘɢ əɊɔɇɓɔ Ɋɑɥ ɔɇɋɗɕɋɝɋɓɎɥ 

ɗɐɆɓɎɖɔɈɆɓɎɥ ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ. Ȩ ɖɆɍɊɋɑɋ ȵɖɎɒɋɖ ɎɗɕɔɑɢɍɔɈɆɓɎɥ 

ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɔɉɔ ɎɓɘɋɖɚɋɏɗɆ Nessus ɔɕɎɗɡɈɆɋɘɗɥ ɕɔɖɥɊɔɐ ɗɔɍɊɆɓɎɥ ɕɔɑɎɘɎɐɎ 

ɗɐɆɓɎɖɔɈɆɓɎɥ Ɋɑɥ ɕɖɔɈɋɊɋɓɎɥ ɕɖɔɈɋɖɔɐ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɉ Nessus. 

 

Ƚɘɔɇɡ ɈɡɍɈɆɘɢ ɗɐɆɓɎɖɔɈɆɓɎɋ ɗ ɕɔɒɔɟɢɤ Nessus ɕɔɗɖɋɊɗɘɈɔɒ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ 

ɓɋɔɇɛɔɊɎɒɔ əɐɆɍɆɘɢ ɗɑɋɊəɤɟɋɋ: 

 

> ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Unix, Windows ɎɑɎ ɇɆɍ 
ɊɆɓɓɡɛ; 

> ɖɋɐɈɎɍɎɘɡ ɜɋɑɋɈɡɛ ɛɔɗɘɔɈ, ɐɔɘɔɖɡɋ ɇəɊəɘ ɗɐɆɓɎɖɔɈɆɘɢɗɥ; 

> ɔɊɎɓ ɎɑɎ ɓɋɗɐɔɑɢɐɔ ɚɆɏɑɔɈ .audit  Ɋɑɥ ɖɆɇɔɘɡ ɕɔɊɐɑɤɝɆɋɒɡɛ ɒɔɊəɑɋɏ ɕɖɔɈɋɖɐɎ 

ɗɔɔɘɈɋɘɗɘɈɎɥ; 

> ɝɘɔ ɍɆɈɎɗɎɒɔɗɘɎ Ɉɐɑɤɝɋɓɡ. 

 
ȷɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɍɆɕɎɗɎ Ɉ ɚɆɏɑɋ .nessusrc  Ɏɒɋɤɘ ɗɑɋɊəɤɟɎɏ ɚɔɖɒɆɘ (ɝɆɗɘɢ 

ɗɔɊɋɖɌɎɒɔɉɔ ɕɖɔɕəɟɋɓɆ): 

 

begin(SERVER_PREFS)  

é 

auto_enable_dependencies = yes  

é 

end(SERVER_PREFS) 

begin(PLUGINS_PREFS)  

é 

Compliance policy file(s) : = 

federal_nsa_microsoft_xp_file_permissions.audit  

é 

end(PLUGINS_PREFS)  

begin(PLUGIN_SET)  

 21156 = yes  

 21157 = yes  

é 

End(PLUGIN_SET)  

 

Ȩ ɕɖɋɊɡɊəɟɋɒ ɕɖɎɒɋɖɋ ɒɓɔɉɎɋ ɝɆɗɘɎ ɊɆɓɓɡɛ, əɐɆɍɡɈɆɤɟɎɛ, ɐɆɐɔɋ ɗɐɆɓɎɖɔɈɆɓɎɋ 

ɒɔɌɓɔ ɈɡɕɔɑɓɎɘɢ, ɔɕəɟɋɓɡ. ȵɖɔɕəɟɋɓɓɡɏ ɘɋɐɗɘ ɗɔɊɋɖɌɎɘ ɖɆɍɖɋɞɋɓɎɋ ɎɗɕɔɑɢɍɔɈɆɓɎɥ 
ɐɔɓɐɖɋɘɓɔɉɔ ɚɆɏɑɆ ɕɔɑɎɘɎɐɎ .audit , ɈɐɑɤɝɋɓɎɋ ɍɆɈɎɗɎɒɔɗɘɋɏ Ɏ ɗɆɒɎ ɕɔɊɐɑɤɝɆɋɒɡɋ 

ɒɔɊəɑɎ ɕɖɔɈɋɖɔɐ ɗɔɔɘɈɋɘɗɘɈɎɥ. 

 

ВЫПОЛНЕНИЕ СКАНИРОВАНИЯ 

ȭɆɕəɗɐ ɗɐɆɓɎɖɔɈɆɓɎɥ ɗ ɈɐɑɤɝɋɓɓɡɒɎ ɕɖɔɈɋɖɐɆɒɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɗɔɈɋɖɞɋɓɓɔ ɓɋ 

ɔɘɑɎɝɆɋɘɗɥ ɔɘ ɍɆɕəɗɐɆ ɊɖəɉɎɛ ɗɐɆɓɎɖɔɈɆɓɎɏ ɆəɊɎɘɆ ɑɔɐɆɑɢɓɡɛ ɎɗɕɖɆɈɑɋɓɎɏ ɎɑɎ ɊɆɌɋ 

ɔɇɡɝɓɔɉɔ ɗɐɆɓɎɖɔɈɆɓɎɥ ɗɋɘɎ. ȺɆɐɘɎɝɋɗɐɎ, Ɉɗɋ ɣɘɎ ɕɖɔɈɋɖɐɎ ɕɖɎ ɌɋɑɆɓɎɎ ɒɔɌɓɔ 

ɔɇɠɋɊɎɓɥɘɢ Ɋɑɥ ɍɆɕəɗɐɆ ɔɊɓɔɈɖɋɒɋɓɓɔ. 
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ПРИМЕР РЕЗУЛЬТАТОВ 

ȰɆɐ Ɏ Ɉ ɗɑəɝɆɋ ɐɑɎɋɓɘɔɈ ɗ ɉɖɆɚɎɝɋɗɐɎɒ Ɏɓɘɋɖɚɋɏɗɔɒ, Ɉɗɋ ɔɇɓɆɖəɌɋɓɓɡɋ ɗɔɔɘɈɋɘɗɘɈɎɥ 

Ɏ ɓɋɗɔɔɘɈɋɘɗɘɈɎɥ ɘɖɋɇɔɈɆɓɎɥɒ ɔɘɔɇɖɆɌɆɤɘɗɥ Ɉ ɗɑɋɊəɤɟɋɒ ɚɔɖɒɆɘɋ: 

 

192.168.20.16|unknown (0/tcp)|21156|Security Hole|"Reset lockout account 

counter after" : [FAILED] \ n\ nRemote value: 30 \ nPolicy value: 

20\ n\ n\ n 

192.168.20.16|unknown (0/tcp)|2115 6|Security Hole|"Minimum password 

length" : [FAILED] \ n\ nRemote value: 0 \ nPolicy value: 8 \ n\ n\ n 

192.168.20.16|unknown (0/tcp)|21156|Security Hole|"Minimum password age" : 

[FAILED] \ n\ nRemote value: 0 \ nPolicy value: 1 \ n\ n\ n 

192.168.20.16|unknown (0/tcp)|21156 |Security Hole|"Maximum password age" : 

[FAILED] \ n\ nRemote value: 42 \ nPolicy value: 182 \ n\ n\ n 

192.168.20.16|unknown (0/tcp)|21156|Security Hole|"Enforce password 

history" : [FAILED] \ n\ nRemote value: 0 \ nPolicy value: 5 \ n\ n\ n 

192.168.20.16|unknown (0/tcp)|21 156|Security Hole|"Account lockout 

threshold" : [FAILED] \ n\ nRemote value: 0 \ nPolicy value: 3 \ n\ n\ n 

192.168.20.16|unknown (0/tcp)|21156|Security Hole|"Account lockout 

duration" : [FAILED] \ n\ nRemote value: 30 \ nPolicy value: 60 \ n\ n\ n 

 
ɃɘɎ ɊɆɓɓɡɋ Ɏɒɋɤɘ ɚɔɖɒɆɘ ɔɘɝɋɘɆ .nsr  ɗɐɆɓɋɖɆ Nessus. Ƀɘɔ Ɉɗɋ ɗɔɇɡɘɎɥ 

ɓɋɗɔɔɘɈɋɘɗɘɈɎɥ ɘɖɋɇɔɈɆɓɎɥɒ. 

 

ИСПОЛЬЗОВАНИЕ КОНСОЛИ SECURITYCENTER 

 

 

ȵɖɎɈɋɊɋɓɓɆɥ ɓɎɌɋ ɎɓɚɔɖɒɆɜɎɥ ɔɗɓɔɈɆɓɆ ɓɆ ɈɡɕɔɑɓɋɓɎɎ ɗɐɆɓɎɖɔɈɆɓɎɏ ɓɆ 

ɗɔɔɘɈɋɘɗɘɈɎɋ ɗɘɆɓɊɆɖɘɆɒ ɗ ɕɔɒɔɟɢɤ ɐɔɓɗɔɑɎ SecurityCenter 4 ɎɑɎ ɇɔɑɋɋ 

ɕɔɍɊɓɎɛ ɈɋɖɗɎɏ. ȵɔɑɢɍɔɈɆɘɋɑɥɒ ɈɋɖɗɎɎ Security Center 3.x ɗɑɋɊəɋɘ 

ɎɗɕɔɑɢɍɔɈɆɘɢ ɊɔɐəɒɋɓɘɆɜɎɤ ɐɔɓɗɔɑɎ Security Center 3.4, Ɋɔɗɘəɕɓəɤ ɓɆ 

ɕɔɖɘɆɑɋ Tenable Support Portal: https://support.tenable.com/support-center/. 

 

ПОЛУЧЕНИЕ ПРОВЕРОК СООТВЕТСТВИЯ СТАНДАРТАМ 

Ȩɗɋ ɐɑɎɋɓɘɡ SecurityCenter Ɏɒɋɤɘ Ɋɔɗɘəɕ ɐ ɕɔɊɐɑɤɝɆɋɒɡɒ ɒɔɊəɑɥɒ ɐɆɓɆɑɆ Nessus 

ProfessionalFeed. Ƀɘɔ ɈɐɑɤɝɆɋɘ ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Cisco, Unix, 

Windows, Windows File Contents Ɏ Database. ɃɘɎ ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ ɕɔɍɈɔɑɥɤɘ 

ɕɔɑɢɍɔɈɆɘɋɑɤ ɍɆɉɖəɌɆɘɢ ɓɆ ɗɋɖɈɋɖ Ɏ Ɉɡɕɔɑɓɥɘɢ ɗɐɆɓɎɖɔɈɆɓɎɥ ɓɆ ɗɔɔɘɈɋɘɗɘɈɎɋ 
ɗɘɆɓɊɆɖɘɆɒ ɗ ɕɔɒɔɟɢɤ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ ɗɔɍɊɆɓɓɡɛ Ɏ ɓɆɗɘɖɆɎɈɆɋɒɡɛ ɚɆɏɑɔɈ  .audit , 

ɕɔɗɘɆɈɑɥɋɒɡɛ ɐɔɒɕɆɓɎɋɏ Tenable. ȱɤɇɡɋ ɓɋɔɇɛɔɊɎɒɡɋ ɚɆɏɑɡ .audit  ɒɔɌɓɔ ɕɔɑəɝɎɘɢ 

ɓɆ ɕɔɖɘɆɑɋ Tenable Support Portal ɕɔ ɆɊɖɋɗə https://support.tenable.com/support-center/. ɃɘɎ 
ɚɆɏɑɡ . audit  ɒɔɌɋɘ ɍɆɉɖəɍɎɘɢ Ɉ ɐɔɓɗɔɑɢ SecurityCenter ɑɤɇɔɏ ɕɔɑɢɍɔɈɆɘɋɑɢ, ɎɒɋɤɟɎɏ 

ɖɆɍɖɋɞɋɓɎɋ Create Audit Files (ɗɔɍɊɆɓɎɋ ɚɆɏɑɔɈ ɆəɊɎɘɆ), ɗ ɕɔɒɔɟɢɤ ɗɖɋɊɗɘɈɆ Add Audit 

File (ɊɔɇɆɈɑɋɓɎɋ ɚɆɏɑɔɈ ɆəɊɎɘɆ) ɓɆ ɈɐɑɆɊɐɋ Support (ɕɔɊɊɋɖɌɐɆ). 

 

https://support.tenable.com/support-center/
https://support.tenable.com/support-center/
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ȱɤɇɡɋ ɚɆɏɑɡ .audit , ɍɆɉɖəɌɋɓɓɡɋ Ɉ ɐɔɓɗɔɑɢ SecurityCenter, ɇəɊəɘ Ɋɔɗɘəɕɓɡ ɑɤɇɔɒə 

ɕɔɑɢɍɔɈɆɘɋɑɤ SecurityCenter, Ɏɒɋɤɟɋɒə ɖɆɍɖɋɞɋɓɎɋ Create Policies (ɗɔɍɊɆɓɎɋ ɕɔɑɎɘɎɐ). 

Ȱɔɓɗɔɑɢ SecurityCenter ɘɆɐɌɋ Ɉɡɕɔɑɓɥɋɘ ɖɆɗɕɖɔɗɘɖɆɓɋɓɎɋ ɓɔɈɡɛ Ɏ ɍɆɉɖəɌɋɓɓɡɛ ɓɆ 
ɗɋɖɈɋɖ ɚɆɏɑɔɈ.audit  Ɋɑɥ ɗɐɆɓɋɖɔɈ Nessus. 

 

НАСТРОЙКА ПОЛИТИКИ СКАНИРОВАНИЯ ДЛЯ ВЫПОЛНЕНИЯ АУДИТА 

СООТВЕТСТВИЯ 

Ȫɑɥ ɈɡɕɔɑɓɋɓɎɥ ɗɐɆɓɎɖɔɈɆɓɎɥ ɓɆ ɗɔɔɘɈɋɘɗɘɈɎɋ ɗɘɆɓɊɆɖɘɆɒ ɗ ɕɔɒɔɟɢɤ ɐɔɓɗɔɑɎ 

SecurityCenter ɕɔɑɢɍɔɈɆɘɋɑɎ ɊɔɑɌɓɡ ɓɆɗɘɖɔɎɘɢ ɕɔɑɎɘɎɐə ɗɐɆɓɎɖɔɈɆɓɎɥ ɗ 

ɔɕɖɋɊɋɑɋɓɓɡɒɎ ɓɆɗɘɖɔɏɐɆɒɎ, ɐɆɗɆɤɟɎɒɎɗɥ ɗɔɔɘɈɋɘɗɘɈɎɥ. Ȩ ɣɘɔɏ ɕɔɑɎɘɎɐɋ 

ɔɕɖɋɊɋɑɥɤɘɗɥ ɕɆɖɆɒɋɘɖɡ ɗɐɆɓɎɖɔɈɆɓɎɥ, ɚɆɏɑɡ ɆəɊɎɘɆ, Ɉɐɑɤɝɋɓɓɡɋ ɕɔɊɐɑɤɝɆɋɒɡɋ 

ɒɔɊəɑɎ Ɏ ɊɔɕɔɑɓɎɘɋɑɢɓɡɋ ɕɖɋɊɕɔɝɘɋɓɎɥ. ȳɆ Ɉɘɔɖɔɏ ɗɘɖɆɓɎɜɋ ɕɔɑɎɘɎɐɎ ɗɐɆɓɎɖɔɈɆɓɎɥ 
əɐɆɍɡɈɆɤɘɗɥ ɚɆɏɑɡ .audit , ɐɔɘɔɖɡɋ ɇəɊəɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɋɑɥ ɆəɊɎɘɆ ɗɔɔɘɈɋɘɗɘɈɎɥ. 

 

 
 
ȭɊɋɗɢ ɒɔɌɓɔ ɈɡɇɖɆɘɢ ɔɊɎɓ ɎɑɎ ɓɋɗɐɔɑɢɐɔ ɚɆɏɑɔɈ .audit , ɈɡɊɋɑɎɈ ɚɆɏɑ .audit  Ɏ 

ɓɆɌɆɈ ɐɓɔɕɐə Submit (ɔɘɕɖɆɈɎɘɢ). Ȫɑɥ ɈɡɇɔɖɆ ɓɋɗɐɔɑɢɐɎɛ ɚɆɏɑɔɈ  .audit  Ɏɗɕɔɑɢɍəɏɘɋ 

ɐɑɆɈɎɞə «Ctrl». ȫɗɑɎ ɘɖɋɇəɋɘɗɥ ɇɆɍɔɈɡɏ ɆɓɆɑɎɍ PCI DSS, Ɋɔ ɔɘɕɖɆɈɐɎ ɕɖɔɈɋɖɢɘɋ, ɝɘɔɇɡ 

ɇɡɑ əɗɘɆɓɔɈɑɋɓ ɚɑɆɌɔɐ Perform PCI DSS Analysis (ɈɡɕɔɑɓɎɘɢ ɆɓɆɑɎɍ PCI DSS). 

 

ȷɘɆɓɊɆɖɘɡ ɇɋɍɔɕɆɗɓɔɗɘɎ ɊɆɓɓɡɛ Ɉ ɗɚɋɖɋ ɕɑɆɘɋɌɓɡɛ ɐɆɖɘ (PCI DSS) ɕɖɋɊɗɘɆɈɑɥɤɘ 

ɗɔɇɔɏ ɐɔɒɕɑɋɐɗɓɡɏ ɓɆɇɔɖ ɗɘɆɓɊɆɖɘɔɈ ɇɋɍɔɕɆɗɓɔɗɘɎ, ɗɔɗɘɆɈɑɋɓɓɡɏ əɝɖɋɊɎɘɋɑɥɒɎ ɗɔɈɋɘɆ 
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PCI Security Standards Council, ɈɐɑɤɝɆɥ Visa, American Express, Discover Financial 

Services Ɏ MasterCard. ȷɘɆɓɊɆɖɘ PCI DSS ɕɖɋɊɓɆɍɓɆɝɋɓ Ɋɑɥ ɔɇɋɗɕɋɝɋɓɎɥ ɔɇɟɋɉɔ 

ɣɘɆɑɔɓɆ ɇɋɍɔɕɆɗɓɔɗɘɎ ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɡɛ ɊɆɓɓɡɛ ɊɋɖɌɆɘɋɑɋɏ ɕɑɆɘɋɌɓɡɛ ɐɆɖɘ Ɋɑɥ Ɉɗɋɛ 

ɒɆɖɔɐ ɇɆɓɐɔɈɗɐɎɛ ɐɆɖɘ. Ƀɘɔɘ ɗɘɆɓɊɆɖɘ Ɏɗɕɔɑɢɍəɋɘɗɥ ɒɓɔɉɎɒɎ ɕɖɋɊɗɘɆɈɎɘɋɑɥɒɎ 

ɣɑɋɐɘɖɔɓɓɔɏ ɐɔɒɒɋɖɜɎɎ, ɐɔɘɔɖɡɋ ɕɖɎɓɎɒɆɤɘ Ɏ ɛɖɆɓɥɘ ɊɆɓɓɡɋ ɐɖɋɊɎɘɓɡɛ ɐɆɖɘ. 

 

ȰɔɒɕɆɓɎɥ Tenable ɕɖɋɊɔɗɘɆɈɑɥɋɘ ɘɖɎ ɕɔɊɐɑɤɝɆɋɒɡɛ ɒɔɊəɑɥ Ɉɗɋɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ 

ɐɔɓɗɔɑɎ SecurityCenter, ɐɔɘɔɖɡɋ ɆɈɘɔɒɆɘɎɍɎɖəɤɘ ɕɖɔɜɋɗɗ ɈɡɕɔɑɓɋɓɎɥ ɆəɊɎɘɆ PCI DSS. 

Ƀɘɔ ɗɑɋɊəɤɟɎɋ ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ: 

 

> PCI DSS compliance: tests requirements (ɗɔɔɘɈɋɘɗɘɈɎɋ ɗɘɆɓɊɆɖɘə PCI DSS: ɘɖɋɇɔɈɆɓɎɥ 

ɐ ɘɋɗɘɆɒ) 

> PCI DSS compliance: passed (ɗɔɔɘɈɋɘɗɘɈɎɋ ɗɘɆɓɊɆɖɘə PCI DSS: ɕɔɊɘɈɋɖɌɊɋɓɔ) 

> PCI DSS compliance (ɗɔɔɘɈɋɘɗɘɈɎɋ ɗɘɆɓɊɆɖɘə PCI DSS) 

 

ɃɘɎ ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ ɔɜɋɓɎɈɆɤɘ ɖɋɍəɑɢɘɆɘɡ ɗɐɆɓɎɖɔɈɆɓɎɥ Ɏ ɚɆɐɘɎɝɋɗɐəɤ 

ɐɔɓɚɎɉəɖɆɜɎɤ ɗɐɆɓɎɖɔɈɆɓɎɥ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɘɔɉɔ, ɗɔɔɘɈɋɘɗɘɈəɋɘ ɑɎ ɜɋɑɋɈɔɏ ɗɋɖɈɋɖ 

ɔɕəɇɑɎɐɔɈɆɓɓɡɒ ɘɖɋɇɔɈɆɓɎɥɒ ɗɔɔɘɈɋɘɗɘɈɎɥ PCI. ɃɘɎ ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ ɓɋ 

Ɉɡɕɔɑɓɥɤɘ ɓɋɕɔɗɖɋɊɗɘɈɋɓɓɔɉɔ ɗɐɆɓɎɖɔɈɆɓɎɥ, ɔɓɎ ɕɖɔɈɋɖɥɤɘ ɖɋɍəɑɢɘɆɘɡ ɊɖəɉɎɛ 

ɕɔɊɐɑɤɝɆɋɒɡɛ ɒɔɊəɑɋɏ. Ƚɘɔɇɡ ɆɐɘɎɈɎɖɔɈɆɘɢ ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ PCI DSS, ɕɖɔɗɘɔ 

əɗɘɆɓɔɈɎɘɋ ɚɑɆɌɔɐ Perform PCI DSS Analysis (ɈɡɕɔɑɓɎɘɢ ɆɓɆɑɎɍ PCI DSS) Ɉ ɔɐɓɋ 

Compliance (ɗɔɔɘɈɋɘɗɘɈɎɋ). 

 
ȨɡɇɖɆɈ ɓəɌɓɡɋ ɚɆɏɑɡ .audit  Ɏ ɓɆɗɘɖɔɏɐɎ PCI DSS, ɕɋɖɋɏɊɎɘɋ ɓɆ ɈɐɑɆɊɐə Plugins 

(ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ) Ɋɑɥ ɕɔɊɘɈɋɖɌɊɋɓɎɥ ɓɆɗɘɖɔɋɐ ɕɔɊɐɑɤɝɆɋɒɡɛ ɒɔɊəɑɋɏ. Ȫɑɥ 

ɈɡɕɔɑɓɋɓɎɥ ɗɐɆɓɎɖɔɈɆɓɎɥ ɓɆ ɗɔɔɘɈɋɘɗɘɈɎɋ ɗɘɆɓɊɆɖɘɆɒ Ɉ ɕɔɑɎɘɎɐɋ ɊɔɑɌɓɡ ɇɡɘɢ Ɉɐɑɤɝɋɓɡ 

ɣɑɋɒɋɓɘɡ ɗɋɒɋɏɗɘɈɆ ɕɔɊɐɑɤɝɆɋɒɡɛ ɒɔɊəɑɋɏ Policy Compliance (ɗɔɔɘɈɋɘɗɘɈɎɋ ɕɔɑɎɘɎɐɋ). 

 

 

ȵɖɎ Ɉɡɇɔɖɋ ɕɔɑɢɍɔɈɆɘɋɑɋɒ ɔɊɓɔɉɔ ɎɑɎ ɓɋɗɐɔɑɢɐɎɛ ɚɆɏɑɔɈ ɆəɊɎɘɆ ɓɆ ɈɐɑɆɊɐɋ 

Audit Files (ɚɆɏɑɡ ɆəɊɎɘɆ) ɕɔɑɎɘɎɐɎ ɗɐɆɓɎɖɔɈɆɓɎɥ ɓɋɔɇɛɔɊɎɒɡɋ 

ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɈɐɑɤɝɆɤɘɗɥ ɓɆ ɈɐɑɆɊɐɋ Plugins 

(ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ). Ȱɔɓɗɔɑɢ SecurityCenter ɆɓɆɑɎɍɎɖəɋɘ ɈɡɇɖɆɓɓɡɋ 
ɚɆɏɑɡ .audit  Ɏ ɈɐɑɤɝɆɋɘ ɓɆ ɔɗɓɔɈɆɓɎɎ əɐɆɍɆɓɓɔɉɔ Ɉ ɚɆɏɑɋ ɘɎɕɆ ɓəɌɓɡɋ 

ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ. 

 

Ȩ ɗɋɒɋɏɗɘɈɋ Policy Compliance (ɗɔɔɘɈɋɘɗɘɈɎɋ ɕɔɑɎɘɎɐɋ) ɋɗɘɢ ɗɋɒɢ ɕɔɊɐɑɤɝɆɋɒɡɛ 

ɒɔɊəɑɋɏ Ɋɑɥ ɆəɊɎɘɆ ɗɔɔɘɈɋɘɗɘɈɎɥ. ȳɎɌɋ əɐɆɍɆɓɡ ɣɘɎ ɕɔɊɐɑɤɝɆɋɒɡɋ ɒɔɊəɑɎ: 

 

ȮɊɋɓɘɎɚɎɐɆɘɔɖ 

ɕɔɊɐɑɤɝɆɋɒɔɉɔ 

ɒɔɊəɑɥ 

Ȯɒɥ 

ɕɔɊɐɑɤɝɆɋɒɔɉɔ 

ɒɔɊəɑɥ 

ȴɕɎɗɆɓɎɋ ɕɔɊɐɑɤɝɆɋɒɔɉɔ ɒɔɊəɑɥ 

21156  Windows Compliance 

Checks (ɕɖɔɈɋɖɐɎ 

ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ 

Windows) 

Ȯɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɆəɊɎɘɆ ɔɇɟɎɛ ɓɆɗɘɖɔɋɐ 

Windows. 

21157  Unix Compliance 

Checks (ɕɖɔɈɋɖɐɎ 

ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ 

Unix) 

Ȯɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɆəɊɎɘɆ ɔɇɟɎɛ ɓɆɗɘɖɔɋɐ 

Unix. 
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24760  Windows File 

Contents Compliance 

Checks (ɕɖɔɈɋɖɐɎ 

ɗɔɔɘɈɋɘɗɘɈɎɥ 

ɗɔɊɋɖɌɎɒɔɉɔ 

ɚɆɏɑɔɈ ȴȷ Windows) 

Ȯɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɆəɊɎɘɆ 

ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɔɉɔ ɗɔɊɋɖɌɎɒɔɉɔ ɚɆɏɑɔɈ ɓɆ 

ɗɋɖɈɋɖɆɛ Windows. 

33814  Database Compliance 

Checks (ɕɖɔɈɋɖɐɎ 

ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ 

ɇɆɍ ɊɆɓɓɡɛ) 

Ȯɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɆəɊɎɘɆ ɔɇɟɎɛ ɓɆɗɘɖɔɋɐ 

ɇɆɍ ɊɆɓɓɡɛ. 

33929  PCI DSS compliance 

(ɗɔɔɘɈɋɘɗɘɈɎɋ 

ɗɘɆɓɊɆɖɘə PCI DSS) 

ȴɕɖɋɊɋɑɥɋɘ, ɗɔɊɋɖɌɎɘ ɑɎ əɊɆɑɋɓɓɡɏ Ɉɋɇ-

ɗɋɖɈɋɖ əɥɍɈɎɒɔɗɘɎ Ɋɑɥ ɆɘɆɐ ɒɋɌɗɆɏɘɔɈɡɒɎ 

ɗɐɖɎɕɘɆɒɎ (XSS), Ɏɗɕɔɑɢɍəɋɘ ɑɎ ɗɘɆɖəɤ 

ɐɖɎɕɘɔɉɖɆɚɎɤ SSL2.0, Ɉɡɕɔɑɓɥɋɘ ɑɎ 

əɗɘɆɖɋɈɞɋɋ ɕɖɔɉɖɆɒɒɓɔɋ ɔɇɋɗɕɋɝɋɓɎɋ , 

ɕɔɊɈɋɖɌɋɓ ɑɎ ɔɕɆɗɓɡɒ əɥɍɈɎɒɔɗɘɥɒ (ɇɆɑɑ 

CVSS >= 4). 

33930  PCI DSS Compliance: 

Passed 

(ɗɔɔɘɈɋɘɗɘɈɎɋ 

ɗɘɆɓɊɆɖɘə PCI DSS: 

ɕɔɊɘɈɋɖɌɊɋɓɔ) 

Ȯɗɕɔɑɢɍəɥ Ɏɒɋɤɟəɤɗɥ ɎɓɚɔɖɒɆɜɎɤ 

ɗɐɆɓɎɖɔɈɆɓɎɥ, ɗɐɆɓɋɖ Nessus ɓɋ ɔɇɓɆɖəɌɎɑ 

ɐɆɐɎɛ-ɑɎɇɔ ɓɋ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɛ ɗɘɆɓɊɆɖɘə 

ɓɆɖəɞɋɓɎɏ ɓɆ ɣɘɔɒ ɛɔɗɘɋ. 

33931  PCI DSS Compliance: 

Tests Requirements 

(ɗɔɔɘɈɋɘɗɘɈɎɋ 

ɗɘɆɓɊɆɖɘə PCI DSS: 

ɘɖɋɇɔɈɆɓɎɥ ɘɋɗɘɔɈ) 

ȦɓɆɑɎɍ ɗɔɔɘɈɋɘɗɘɈɎɥ ɗɐɆɓɎɖɔɈɆɓɎɥ Nessus 

ɘɖɋɇɔɈɆɓɎɥɒ ɐ ɘɋɗɘɆɒ PCI. ȪɆɌɋ Ɉ ɗɑəɝɆɋ 

ɕɖɔɛɔɌɊɋɓɎɥ ɘɋɛɓɎɝɋɗɐɎɛ ɘɋɗɘɔɈ ɣɘɔɘ ɔɘɝɋɘ 

ɒɔɌɋɘ ɇɡɘɢ ɓɋɊɔɗɘɆɘɔɝɋɓ Ɋɑɥ ɗɋɖɘɎɚɎɐɆɜɎɎ 

ɗɋɖɈɋɖɆ. 

46689  Cisco IOS Compliance 

Checks (ɕɖɔɈɋɖɐɎ 

ɗɔɔɘɈɋɘɗɘɈɎɥ ȴȷ 

Cisco IOS) 

Ȯɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɆəɊɎɘɆ ɔɇɟɎɛ ɓɆɗɘɖɔɋɐ 

əɗɘɖɔɏɗɘɈ Cisco. 

 

УПРАВЛЕНИЕ УЧЕТНЫМИ ДАННЫМИ 

ȴɊɓɔ Ɏɍ ɕɖɋɎɒəɟɋɗɘɈ ɐɔɓɗɔɑɎ SecurityCenter ɕɖɎ ɈɡɕɔɑɓɋɓɎɎ ɗɐɆɓɎɖɔɈɆɓɎɏ ɗ 

ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ əɝɋɘɓɡɛ ɊɆɓɓɡɛ ɗɔɗɘɔɎɘ Ɉ ɘɔɒ, ɝɘɔ ɔɓɆ ɕɔɒɔɉɆɋɘ əɕɖɆɈɑɥɘɢ 

ɎɗɕɔɑɢɍəɋɒɡɒɎ əɝɋɘɓɡɒɎ ɊɆɓɓɡɒɎ. ȹɝɋɘɓɡɋ ɊɆɓɓɡɋ Ɉ ɐɔɓɗɔɑɎ SecurityCenter ɒɔɌɓɔ 

ɗɔɍɊɆɘɢ, ɕɋɖɋɏɊɥ ɓɆ ɈɐɑɆɊɐə Support (ɕɔɊɊɋɖɌɐɆ), ɓɆɌɆɈ ɐɓɔɕɐə Credentials (əɝɋɘɓɡɋ 

ɊɆɓɓɡɋ) Ɏ ɐɓɔɕɐə Add (ɊɔɇɆɈɎɘɢ). 

 

 
 



Авторские права © 2002 - 2011 гг. Tenable Network Security, Inc. 

 

 

 

39 
 

 

ȹɝɋɘɓɡɋ ɊɆɓɓɡɋ Unix, Windows Ɏ Cisco ɛɖɆɓɥɘɗɥ Ɏ əɕɖɆɈɑɥɤɘɗɥ ɔɘɊɋɑɢɓɔ ɔɘ ɕɔɑɎɘɎɐɎ 

ɗɐɆɓɎɖɔɈɆɓɎɥ. ȹɝɋɘɓɡɋ ɊɆɓɓɡɋ ɒɔɉəɘ ɗɔɍɊɆɈɆɘɢɗɥ ɗ ɈɎɊɎɒɔɗɘɢɤ User (ɕɔɑɢɍɔɈɆɘɋɑɢ) 

Ɋɑɥ ɘɋɐəɟɋɉɔ ɕɔɑɢɍɔɈɆɘɋɑɥ ɎɑɎ Organizational (ɔɖɉɆɓɎɍɆɜɎɥ). Ȩ ɕɔɗɑɋɊɓɋɒ ɗɑəɝɆɋ ɔɓɎ 

ɒɔɉəɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ ɊɖəɉɎɒɎ ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɐɔɓɗɔɑɎ SecurityCenter. Ƀɘɔ ɕɔɍɈɔɑɥɋɘ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɖɆɇɔɘɆɘɢ ɗ ɖɋɍəɑɢɘɆɘɆɒɎ ɗɐɆɓɎɖɔɈɆɓɎɏ Ɏ Ɉɡɕɔɑɓɥɘɢ ɓɔɈɡɋ 

ɗɐɆɓɎɖɔɈɆɓɎɥ ɇɋɍ ɓɋɔɇɛɔɊɎɒɔɗɘɎ ɍɓɆɘɢ ɚɆɐɘɎɝɋɗɐɎɋ əɝɋɘɓɡɋ ɊɆɓɓɡɋ, Ɏɗɕɔɑɢɍəɋɒɡɋ Ɉ 

ɗɐɆɓɎɖɔɈɆɓɎɎ. 

 

Ȫɑɥ ɗɐɆɓɎɖɔɈɆɓɎɥ ɗɎɗɘɋɒ ɇɆɍ ɊɆɓɓɡɛ ɘɖɋɇəɤɘɗɥ ɊɔɕɔɑɓɎɘɋɑɢɓɡɋ əɝɋɘɓɡɋ ɊɆɓɓɡɋ. ɃɘɎ 

əɝɋɘɓɡɋ ɊɆɓɓɡɋ ɗɔɛɖɆɓɥɤɘɗɥ Ɉ ɕɔɑɎɘɎɐɋ ɗɐɆɓɎɖɔɈɆɓɎɥ Ɏ ɓɆɗɘɖɆɎɈɆɤɘɗɥ ɝɋɖɋɍ 

Database settings (ɓɆɗɘɖɔɏɐɎ ɇɆɍɡ ɊɆɓɓɡɛ) (ɕɔɊɐɑɤɝɆɋɒɡɏ ɒɔɊəɑɢ 33815) Ɉ 

ɕɖɋɊɕɔɝɘɋɓɎɥɛ ɕɔɑɎɘɎɐɎ ɗɐɆɓɎɖɔɈɆɓɎɥ. ɃɘɎ əɝɋɘɓɡɋ ɊɆɓɓɡɋ ɓɆɗɘɖɆɎɈɆɤɘɗɥ ɔɘɊɋɑɢɓɔ 

ɔɘ əɝɋɘɓɡɛ ɊɆɓɓɡɛ, əɐɆɍɆɓɓɡɛ Ɉ ɕɖɋɊɡɊəɟɋɒ ɆɇɍɆɜɋ. 

 

АНАЛИЗ РЕЗУЛЬТАТОВ 

Ȱɔɓɗɔɑɢ SecurityCenter ɒɔɌɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ ɖɆɍɑɎɝɓɡɒɎ ɒɋɘɔɊɆɒɎ Ɋɑɥ ɆɓɆɑɎɍɆ Ɏ 

ɔɘɝɋɘɓɔɗɘɎ ɕɔ ɊɆɓɓɡɒ ɗɔɔɘɈɋɘɗɘɈɎɥ, ɈɔɍɈɖɆɟɋɓɓɡɒ ɗɐɆɓɎɖɔɈɆɓɎɥɒɎ Nessus. 

ȶɆɗɕɖɔɗɘɖɆɓɋɓɓɡɋ ɔɘɝɋɘɡ ɈɐɑɤɝɆɤɘ ɗɑɋɊəɤɟɎɋ. 

 

> ȷɕɎɗɔɐ Ɉɗɋɛ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɛ Ɏ ɓɋ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɛ ɗɘɆɓɊɆɖɘɆɒ əɥɍɈɎɒɔɗɘɋɏ ɕɔ 
ɉɖəɕɕɆɒ ɖɋɗəɖɗɔɈ. 

> ȷɕɎɗɔɐ Ɉɗɋɛ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɛ Ɏ ɓɋ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɛ ɗɘɆɓɊɆɖɘɆɒ əɥɍɈɎɒɔɗɘɋɏ ɕɔ 
ɛɔɗɘɆɒ ɎɑɎ ɗɋɘɥɒ. 

> ȴɇɍɔɖ Ɉɗɋɛ ɓɋ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɛ ɗɘɆɓɊɆɖɘɆɒ ɕɖɔɇɑɋɒ. 

> ȦəɊɎɘ ɓɆɗɘɖɔɋɐ ɇɆɍɡ ɊɆɓɓɡɛ ɓɆ ɓɆɑɎɝɎɋ ɖɆɗɕɖɔɗɘɖɆɓɋɓɓɡɛ ɔɞɎɇɔɐ ɐɔɓɚɎɉəɖɆɜɎɎ. 

> ȴɘɝɋɘɓɔɗɘɢ ɔ ɗɘɆɘəɗɋ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɎɑɎ ɕɖɔɉɖɆɒɒɓɔɉɔ ɔɇɋɗɕɋɝɋɓɎɥ ɓɆ ɔɗɓɔɈɆɓɎɎ 
Ȯȸ-ɕɔɘɖɋɇɓɔɗɘɋɏ. 

 

ȵɔɗɑɋ ɕɔɑəɝɋɓɎɥ ɊɆɓɓɡɛ ɔ ɗɔɔɘɈɋɘɗɘɈɎɎ ɗɘɆɓɊɆɖɘɆɒ ɗ ɕɔɒɔɟɢɤ ɐɔɓɗɔɑɎ SecurityCenter 

ɒɔɌɓɔ ɈɔɗɕɔɑɢɍɔɈɆɘɢɗɥ ɇɎɑɋɘɆɒɎ, ɔɘɝɋɘɓɔɗɘɢɤ Ɏ ɆɓɆɑɎɘɎɝɋɗɐɎɒɎ ɗɖɋɊɗɘɈɆɒɎ Ɋɑɥ 

ɔɕɖɋɊɋɑɋɓɎɥ ɔɕɘɎɒɆɑɢɓɔɉɔ ɕɔɖɥɊɐɆ ɊɋɏɗɘɈɎɏ Ɋɑɥ ɎɍɒɋɓɋɓɎɥ ɐɔɓɚɎɉəɖɆɜɎɎ 

ɕɖɔɈɋɖɋɓɓɡɛ ɆəɊɎɘɔɒ əɗɘɖɔɏɗɘɈ. ɃɘɎ ɊɆɓɓɡɋ ɒɔɉəɘ ɇɡɘɢ ɕɖɔɆɓɆɑɎɍɎɖɔɈɆɓɡ 

ɕɆɖɆɑɑɋɑɢɓɔ ɗ Ɋɖəɉɔɏ ɎɓɚɔɖɒɆɜɎɋɏ ɔɇ əɥɍɈɎɒɔɗɘɥɛ, ɎɗɕɖɆɈɑɋɓɎɥɛ ɇɋɍɔɕɆɗɓɔɗɘɎ ɎɑɎ 

ɕɆɗɗɎɈɓɔ ɔɇɓɆɖəɌɋɓɓɔɏ ɎɓɚɔɖɒɆɜɎɋɏ. 

 

ȳɎɌɋ ɕɖɎɈɋɊɋɓɡ ɕɖɎɒɋɖɡ ɗɓɎɒɐɔɈ ɣɐɖɆɓɆ ɐɔɓɗɔɑɎ SecurityCenter ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ 

Ɋɑɥ ɆɓɆɑɎɍɆ ɎɓɚɔɖɒɆɜɎɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɗɘɆɓɊɆɖɘɆɒ ɔ ɗɐɆɓɎɖəɋɒɡɛ ɛɔɗɘɆɛ: 
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ʇʨʠʤʝʨ ʩʧʠʩʢʘ ʜʘʥʥʳʭ ʘʫʜʠʪʘ ʩʦʦʪʚʝʪʩʪʚʠʷ, ʧʨʦʩʤʘʪʨʠʚʘʝʤʦʛʦ  
ʩ ʧʦʤʦʱʴʶ ʢʦʥʩʦʣʠ SecurityCenter 

 

 
 

ʇʨʠʤʝʨ ʩʧʠʩʢʘ ʜʘʥʥʳʭ ʘʫʜʠʪʘ ʩʦʦʪʚʝʪʩʪʚʠʷ, ʧʨʦʩʤʘʪʨʠʚʘʝʤʦʛʦ ʩ ʧʦʤʦʱʴʶ ʢʦʥʩʦʣʠ 
SecurityCenter ʧʦ ʩʝʨʚʝʨʘʤ 
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ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ ɗɈɋɊɋɓɎɥ ɔɇ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɐɔɓɗɔɑɎ SecurityCenter ɗɒ. Ɉ ɊɔɐəɒɋɓɘɆɜɎɎ 

SecurityCenter, Ɋɔɗɘəɕɓɔɏ ɕɔ ɆɊɖɋɗə https://support.tenable.com/support-center/. 

 

ДОПОЛНИТЕЛЬНАЯ ИНФОРМАЦИЯ 

ȰɔɒɕɆɓɎɥ Tenable ɕɔɊɉɔɘɔɈɎɑɆ ɖɆɍɑɎɝɓɡɋ Ɋɔɐəɒɋɓɘɡ, ɗɔɊɋɖɌɆɟɎɋ ɕɔɊɖɔɇɓɡɋ ɗɈɋɊɋɓɎɥ 

ɔɇ əɗɘɆɓɔɈɐɋ, ɖɆɍɈɋɖɘɡɈɆɓɎɎ, ɓɆɗɘɖɔɏɐɋ, ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɔɏ ɣɐɗɕɑəɆɘɆɜɎɎ Ɏ ɔɇɟɋɒ 

ɘɋɗɘɎɖɔɈɆɓɎɎ ɗɐɆɓɋɖɆ Nessus: 

 

> ȶəɐɔɈɔɊɗɘɈɔ ɕɔ əɗɘɆɓɔɈɐɋ Nessus ð ɕɔɞɆɉɔɈɔɋ ɖəɐɔɈɔɊɗɘɈɔ ɕɔ əɗɘɆɓɔɈɐɋ. 

> ȶəɐɔɈɔɊɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɥ Nessus ð ɓɆɗɘɖɔɏɐɆ Ɏ ɖɆɇɔɘɆ ɗ Ɏɓɘɋɖɚɋɏɗɔɒ 

ɕɔɑɢɍɔɈɆɘɋɑɥ Nessus. 

> ȵɖɔɈɋɖɐɎ Nessus ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ əɝɋɘɓɡɛ ɊɆɓɓɡɛ Ɋɑɥ Unix Ɏ Windows ð 

ɗɈɋɊɋɓɎɥ ɔ ɕɔɖɥɊɐɋ ɈɡɕɔɑɓɋɓɎɥ ɗɐɆɓɎɖɔɈɆɓɎɥ ɗɋɘɋɏ ɗ ɕɖɔɈɋɖɐɔɏ ɕɔɊɑɎɓɓɔɗɘɎ ɕɖɎ 

ɕɔɒɔɟɎ ɗɐɆɓɋɖɆ əɥɍɈɎɒɔɗɘɋɏ Nessus. 

> ȷɕɖɆɈɔɝɓɎɐ ɕɔ ɕɖɔɈɋɖɐɆɒ ɗɔɔɘɈɋɘɗɘɈɎɥ Nessus ð ɕɔɑɓɔɋ ɖəɐɔɈɔɊɗɘɈɔ ɕɔ 

ɗɎɓɘɆɐɗɎɗə ɕɖɔɈɋɖɔɐ ɗɔɔɘɈɋɘɗɘɈɎɥ Nessus. 

> ȺɔɖɒɆɘ ɚɆɏɑɔɈ Nessus v2 ð ɗɔɊɋɖɌɎɘ ɔɕɎɗɆɓɎɋ ɗɘɖəɐɘəɖɡ ɚɔɖɒɆɘɆ ɚɆɏɑɔɈ 
.nessus , ɐɔɘɔɖɡɏ ɇɡɑ ɈɈɋɊɋɓ ɗ ɈɋɖɗɎɥɒɎ Nessus 3.2 Ɏ NessusClient 3.2. 

> ȷɕɋɜɎɚɎɐɆɜɎɥ ɕɖɔɘɔɐɔɑɆ Nessus XML- RPC  ð ɗɔɊɋɖɌɎɘ ɔɕɎɗɆɓɎɋ ɕɖɔɘɔɐɔɑɆ 

XML-RPC Ɏ ɎɓɘɋɖɚɋɏɗɆ Ɉ Nessus. 

> Ȱɔɓɘɖɔɑɢ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɉ ɖɋɌɎɒɋ ɖɋɆɑɢɓɔɉɔ ɈɖɋɒɋɓɎ ð ɗɔɊɋɖɌɎɘ ɔɇɍɔɖ ɘɔɉɔ, 

ɐɆɐ ɖɋɞɋɓɎɥ ɐɔɒɕɆɓɎɎ Tenable ɒɔɉəɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɋɑɥ ɔɇɋɗɕɋɝɋɓɎɥ ɈɡɕɔɑɓɋɓɎɥ 

ɖɆɍɓɡɛ ɘɎɕɔɈ ɉɔɗəɊɆɖɗɘɈɋɓɓɡɛ Ɏ ɚɎɓɆɓɗɔɈɡɛ ɓɔɖɒ. 

 

ȧɋɍ ɐɔɑɋɇɆɓɎɏ ɕɎɞɎɘɋ ɓɆɒ ɕɔ ɆɊɖɋɗɆɒ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɡ support@tenable.com, 

sales@tenable.com ɎɑɎ ɕɔɗɋɘɎɘɋ ɓɆɞ Ɉɋɇ-ɗɆɏɘ ɕɔ ɆɊɖɋɗə http://www.tenable.com/. 

https://support.tenable.com/support-center/
mailto:support@tenable.com
mailto:sales@tenable.com
http://www.tenable.com/
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О КОМПАНИИ TENABLE NETWORK SECURITY 

ȰɔɒɕɆɓɎɥ Tenable Network Security, ɈɋɊəɟɆɥ ɐɔɒɕɆɓɎɥ Ɉ ɔɇɑɆɗɘɎ ɐɔɒɕɑɋɐɗɓɔɉɔ 

ɒɔɓɎɘɔɖɎɓɉɆ ɇɋɍɔɕɆɗɓɔɗɘɎ, ɥɈɑɥɋɘɗɥ ɖɆɍɖɆɇɔɘɝɎɐɔɒ ɗɐɆɓɋɖɆ əɥɍɈɎɒɔɗɘɋɏ Nessus, Ɇ 

ɘɆɐɌɋ ɗɔɍɊɆɘɋɑɋɒ ɖɋɞɋɓɎɥ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɐɑɆɗɗɆ, ɓɋ ɘɖɋɇəɤɟɋɉɔ ɆɉɋɓɘɔɈ, Ɋɑɥ 

ɓɋɕɖɋɖɡɈɓɔɉɔ ɒɔɓɎɘɔɖɎɓɉɆ əɥɍɈɎɒɔɗɘɋɏ, ɗɑɆɇɡɛ ɒɋɗɘ ɐɔɓɚɎɉəɖɆɜɎɏ, əɘɋɝɋɐ ɊɆɓɓɡɛ, 

əɕɖɆɈɑɋɓɎɥ ɌəɖɓɆɑɆɒɎ Ɏ ɔɇɓɆɖəɌɋɓɎɥ ɈɍɑɔɒɔɈ ɗ ɜɋɑɢɤ ɔɇɋɗɕɋɝɋɓɎɥ ɇɋɍɔɕɆɗɓɔɗɘɎ 

ɗɋɘɋɏ Ɏ ɗɔɔɘɈɋɘɗɘɈɎɥ ɘɖɋɇɔɈɆɓɎɥɒ FDCC, FISMA, SANS CAG Ɏ PCI. ȵɖɔɊəɐɘɡ ɐɔɒɕɆɓɎɎ 

Tenable, ɍɆɗɑəɌɎɈɞɎɋ ɖɆɍɑɎɝɓɡɋ ɓɆɉɖɆɊɡ, Ɏɗɕɔɑɢɍəɤɘɗɥ ɔɖɉɆɓɎɍɆɜɎɥɒɎ Ɏɍ ɗɕɎɗɐɆ 

Global 2000 Ɏ ɉɔɗəɊɆɖɗɘɈɋɓɓɡɒɎ əɝɖɋɌɊɋɓɎɥɒɎ Ɋɑɥ əɕɖɋɌɊɆɤɟɋɉɔ ɕɔɓɎɌɋɓɎɥ 

ɗɈɥɍɆɓɓɡɛ ɗ ɗɋɘɥɒɎ ɖɎɗɐɔɈ Ɋɔ ɒɎɓɎɒəɒɆ. ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ ɗɈɋɊɋɓɎɥ ɗɒ. ɓɆ Ɉɋɇ-ɗɆɏɘɋ 

http://www.tenable.com/. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Tenable Network Security, Inc.  

7063 Columbia Gateway Drive 

Suite 100 

Columbia, MD 21046 

410.872.0555 
www.tenable.com 

http://www.tenable.com/
http://www.tenable.com/

